
. 

BY THE COMPTROLLER GENERAL 
Report To The Director, U.S. Arms 
Control And Disarmament Agency 

OF THE UNITED STATES 

Recover: A Potentially Useful Technology 
For Nuclear Safeguards, But Greater 
International Commitment Is Needed 

Since 1976 the U S Arms Control and Dlsarmdmcnt Agency has been devcl 
opmg the REmote COntrnudl VERrflcatlon (RECOVER) system for use by 
the lnternatrondl Atomrc Energy Agency (IAEA) RECOVER IS Intended to 
remolely monitor the opcratlonal status of surverllance cameras dnd other 
devices A small prototype RECOVER system has been undergoing testing at 
IAEA since December 1979 

RECOVER’s potent14 bcneflts for rnternatlondl nuclear safeguards arc 
uncertain and questions have been rdlsed concerning Its cost effectiveness 
IAEA has neither dgreed to accept RECOVER for routine sdfeguards use nor 
speclfled the criteria RECOVER would have to sdtlsfy to ensure Its accept 
ante Also, the RECOVER development program has fallen behind schedule 
and further technical development WIII bc required before the system could 
be used operationally 

GAO recommends that the Arms Control and Disarmdment Agency 

cornprchenwely assess the RECOVER program, 

take steps to clarify the commrtment of IAEA to using d RECOVER 
system, 

deterrnlne, vurth Interagency assistance, the prlorlty and responslbllltles 
for completrng RECOVER’s testlnq, and 

estimate the cost of an operatronal RECOVER system 

GAO/ID 83 9 
JANUARY 25,1983 



I . 

Request for copies of GAO reports should be 
sent to 

U S General Accountmg Office 
Document Handhng and lnformatlon 

Servms Faclhty 
P 0 Box 6015 
Galthersburg, Md 20760 

Telephone (202) 275-6241 

The fwst five copies of mdwdual reports are 
free >f charge AddItIonal copies of bound 
audit reports are $3 25 each AddItIonal 
copies of unbound report (I e , letter reports) 
and most other publications are $1 00 each 
There WIN be a 25% dwount on all orders for 
100 or more copies mailed to a single address 
Sales orders must be prepaid on a cash, check, 
or money order basis Check should be made 
out to the “Superintendent of Documents” 



UNITED STATES GENERAL ACCOUNTING OFFICE 
WASHINGTON, D C. 20548 

INTERNATIONAL owslo~ 

Z-209935 

The Hcnoraole James L. Gecrge 
Acting Director, L.S Arms Control and 

Disarmament Agency 

Dear I%. Gecrge. 

This report discusses the Xrys 
Agency's RECOVER prolect, lncludirg 
Its development and the uncertainty 
international nuclear safeguards. 

Ccntrol a?d Disarnamert 
nanagemert problems in 
of its use to improve 

he recognize that the executive branch is currertlyl 
engaged In a reassessment of the relationship between the 
United States and the Internatronal Atomic Energy 9gency. 
The report assumes the resumption of normal relatrons bEvlth 
the Agency. 

The report contains recommerdations to you on pages 
16 and 33. As you knoa, 31 U S C $720 requires the head 
of a Federal Agency to submit a written statepent cr actions 
taken on our recommendations to the Senate Committee on Govern- 
mental Affairs and the House Cormnittee on Government Operaticns 
not later than 60 days after the date of the report and the 
House and Senate Committees on Appropriations with the agency's 
first request for appropriations made more than 60 days after 
the date of report. 

We are sending copies of this report to the Secretaries 
of State and Energy; the Chairmap of the Kuclear Regulatory 
Commission; the Director of the Office of Management and 
Budget; and to others as reqtested 

Sincerely yours, 

Frank C. Conaban 
Dlrector 



GENERAL ACCOUNTING OFFICE RECOVER* A POTENTIALLY 
REPORT TO THE DIRECTOR, U.S. USEFUL TECHNOLOGY FOR 
ARMS CONTROL AND DISARMAMENT NUCLEAR SAFEGUARDS, EUT 
AGENCY GREATER INTERNATIONAL 

COMMITMENT IS NEEDED 

DIGEST ------ 

In recent years the Internatlonal Atomic Energy 
Agency has been faced with increasing challenges 
in safeguarding nuclear materials against dlver- 
sion for use in nuclear weapons. It now safe- 
guards over 840 facilities with about 130 
inspectors. In 1976 the U.S. Arms Control and 
Disarmament Agency lnltlated development of the 
REmote COntlnual VERification (RECOVER) system 
to eventually help the International Atomic 
Energy Agency better use its inspectors. RECOVER, 
as envlsloned by Its designers, would remotely 
monitor the operational status of the Interna- 
tional Atomic Energy Agency's surveillance 
cameras and containment devices. To date, the 
U.S. Government has allocated over $4 million to 
RECOVER's development. A prototype model 
of RECOVER has been undergoing testing at the 
International Atomic Energy Agency head- 
quarters since December 1979. 

RECOVER'S USE IN INTERNATIONAL 
SAFEGUARDS IS UNCLEAR --- 

The International Atomic Energy Agency has not 
agreed to accept RECOVER for routine safeguards 
use and has indicated that Its decision on 
acceptance can not be expected before 1984. 
Moreover, it has yet to specify the criteria 
RECOVER would have to satisfy to ensure the 
system's adoption by the International Atomic 
Energy Agency for routine safeguards use. 
It has strictly limited its support for the 
pro]ect and has been dissatisfied with RECOVER's 
progress, although International Atomic Energy 
Agency officials' attitudes towards RECOVER have 
become more favorable. (See p 5.) 

RECOVER's potential benefits for international 
safeguards are still uncertain. Although It 
is intended to improve International Atomic 
Energy Agency efficiency and effectiveness, how 
and to what degree these goals would be achieved 
remains undetermined. The initial report of an 
ongoing study by a U.S. national laboratory has 

Tear Sheet 
1 GAO/ID-83-9 



lndlcated that RECOVER would be potentiaLLy cost- 
effective at only a small percentage of the lnstal- 
Latlons under international safeguards in L98L. 
(See p 7 1 

Arms Control and Disarmament Agency officials belleve 
RECOVER could provide valuable but unquantlflable 
benefits The InternationaL Atomic Energy Agency 
believes RECOVER may enhance safeguards credibility 
but not reduce routine inspections Other oplnlons 
are split on RECOVER's benefits. (See p. 7.) 

At present, the involved parties do not appear 
to have the basic information needed to make an 
informed decision on RECOVER's gLobaL benefits 
ALSO, potential LegaL and poLltlcaL obstacles to 
RECOVER's routine safeguards use remain unexamined. 
(See p ‘L2 1 

MANAGEMENT PROBLEMS ALSO RAISE 
QUESTIONS ABOUT RECOVER'S FUTURE 

The RECOVER pro]ect is having dlfflcu'lty in making 
the transition from research and development to 
implementation Although the Arms ControL and 
Disarmament Agency has succeeded in developing a 
smaLL prototype RECOVER system and in attracting 
important InternatIonaL Interest, the program has 
fallen two to three years behlnd schedule. Mile- 
stones for RECOVER's integration into international 
nuclear safeguards procedures have been mlssed. 
(See p 21.) 

Arms Control and Disarmament Agency officla'ls 
recognize that delays are partlal'ly due to their 
Agency's Lack of resources found in more 
technicaLLy-oriented organizations For example, 
a shortage of technical staff apparently contrl- 
buted to the Agency's failure to identify a flaw 
in the initial design of a key component. 
(See p. 22 ) 

Arms Control and Disarmament Agency officials 
believe that the prolect should now be transferred 
to another agency. Other agencies, however, have 
had a smaLL role in RECOVER's development and 
do not now appear Likely to assume control of 
the prolect in the near future. ALL generally 
believe that RECOVER is not urgently needed. 
(See PP 28 and 29.) 
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Although there 1s general agreement that no 
insurmountable technical barriers block RECOVER's 
use, slgnlflcant addltlonal technical development 
is necessary before RPCOVER could be used routinely 
for international safeguards. (See pp. 25 and 28.) 

Uncertainties also continue concerning the likely 
cost of actually implementing a RECOVER system. 
System cost estimates vary because the eventual 
size of such a system 1s unknown and because 
existing cost estimates for components are out- 
of-date and incomplete. (See p. 33.) 

RECOMMFNDATIONS 

GAO recommends that the Director of the Arms 
Control and Disarmament Agency request the Inter- 
national Atomic Energy Agency to specify the 
criteria for its eventual acceptance of an opera- 
tional RECOVER system. (See p. 16.) 

Furthermore, GAO recommends that the Director 
assess the RECOVER program, taking into account 
the following factors: 

--the International Atomic Energy Agency's 
criteria; 

--results of any ongoing or completed 
facility studies and field tests; 

--the nature and importance of RECOVER's 
unquantifiable benefits at various 
facility types; 

--RECOVER's cost-effectiveness as 
described by the U.S. national 
laboratory study; 

--the number and significance of faclll- 
ties at which RECOVER could provide 
auantlflable and/or unquantifiable 
benefits; 

--the suitability of RECOVER for world- 
wider reglonal, and local applications; 
and 

Tear Sheet 

--legal and polltlcal issues bearing on 
RECOVER's international acceptance for 
routine safeguards use. (See p. 16.) 
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GAO also recommends that the Director present the 
results of the assessment to the International 
Atomic Energy Agency and request a declslon regarding 
acceptance of RECOVER for routine safeguards use. 
If the International Atomic Enerqy Agency, following 
Its review of the assessment, does not commit itself 
to eventually accepting a RECOVER system that fulfills 
Its criteria, GAO recommends that the Director terml- 
nate all further development of RECOVER for the Inter- 
national Atomic Energy Agency and examine the feast- 
blllty of alternative uses for it. (See p. 17.) 

GAO recommends that, concurrent with the actions 
recommended above, the Director of the Arms 
Control and Disarmament Agency request assistance 
from the Secretaries of State and Energy, and the 
Chairman of the Nuclear Regulatory Commission in 
order to determine (1) RECOVER's priority among all 
U.S. safeguards equipment development efforts and 
(2) the appropriate dlvlslon of responslbllltles 
among U.S. Government agencies for expedltlously 
completing RECOVER tests and studies. (See F. 33.) 

Finally, GAO recommends that the Director develop 
more reliable and up-to-date cost estlmatcs for 
RECOVER components clnd use these cstlmates to make 
cost proJections for an operational RECOVER system. 
(See p. 33.) 

AGEKY COEIMENTS 

In commenting on the draft of this report, the Arms 
Control and Disarmament Agency, the Departments of 
Energy and State, and the Nuclear Regulatory Com- 
mission agreed with GAO that the RECOVER system is 
not yet ready for operational use by the Interna- 
tional Atomic Energy Agency. They generally agreed 
with the thrust oi GAO's conclusions, although 
the Department of State and the Arms Control and 
Disarmament Agency disagreed with some of the 
recomnendatlons. (See pp. 17 and 33.) 

The Arms Control and Disarmament Agency commented 
that the law and established practices make it 
Inappropriate to seek criteria and a decision from 
an international organlzatlon regarding eventual 
acceptance of a research product. Also, the Arms 
Control and Disarmament Agency said that performing 
an assessment of the RECOVER program is not called 
for and that reErescntatlves of all the approFrlate 
agenclcs have met and ~111 continue to meet to 
discuss remote verlflcatlon and to arrange an inte- 
grated approach for RECOVER efforts GAO disagreed 
with the Agency's views in this matter. 
(See pi. 17 and 33.) 
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CrlArTl li L --- 

The LJ S Arms Control and D~sarrranent Aaency (PCDA) has been 
cieveLoplnq a REmote CrJrtlnuaL VERiflcatior (FilCG\fPR) systerr for 
possll;Le use by the Ipternatlcnal Atomic Y-nergy Agency (1ALA). 
Since L976 the Inlted States has allocated over $4 mlLLlon Co this 
effort to improve InternatIonaL safequards against the prollfera- 
tion of nuclear weapons 

Both nuclear keapops and nuclear energy for peaceful. purposes 
depend, in Large measure, or the same techno'logy and use similar 
materials ant profiuction facllltles In order to encourage peace- 
ful contrlbutlons of nL,cLear energy ~lt+out furthering mi'litary 
purposes, IPCA was created in 1957 as an autonomous body 
associated klth the [nited i\ations. Gne of its princiFaL resyon- 
slbl'lltles 1s to adnllnlstei a system of international safeguards 
Such safequards are intended to (L) detect In a timely manper 
diversions by countries of signlflcant amounts of nuc'lear material 
fron peaceful actlvltles and (2) deter such $lverslons by the 
risk of early detection 

In recent years, the chal'lenges to IPLI\'s safeguards mission 
have increased There has Leen a great increase in the number of 
facilities to be safeguarded IAlA, cuirent'ly corrprlsed of 110 
nations, safeguards materlaL in over F40 InstalLatlons with a 
staff of about 130 inspectors L S and 1AEA officia'ls generally 
agree that IPhA's Llnlted nurrber of inspectors has be&n one of 
severaL factors adversely influencing the generaL effectiveness 
0% 1AEA safeguards In L98L, 1AkA accomplished only 50 percent 
of the agreed anlount of inspection effort at facllltles ul-rder 
safeguards bloreover, MEA is no\ responsible for safesuardlnq 
material at new types ard sizes of facilities that could play a 
central role In the ploLlferatlon of nuclear [weapons These 
include p'lants for uranium enrichment, srent fuel reprocessing, 
and n>lxed uranium-pLutoniuE1 oxide fuel fabrication 

Although IALA's safeguards system depends primarily on mate- 
rial accountancy and on-site inspectIons, IAFA nob) complements 
these tools with the use of various containment and surveillance 
(c/s 1 devices In 1981, 160 IPEA surveillance systems took about 
8 million pictures, and over 4,000 containment seals were apFLled 
and Later verifiec. Sucl- devices are prone to InechanlcaL problems. 
Camera faiLures and fiLm ]amming I?ave not beer, uncommon and IAEA 
offlclals have conceded that the overall perforlrrance Level has been 
Lower ttian desired LOSS of surveillance at a nuclear facility 
between an inspector's visits can resu'lt 1~ an IAEA reinventory of 
that faclllty's materlaL- -an expensive apd time-consuming process. 



I%ECC\LR and IPE,A - 

ACDA lnltlated the FLCOVER program In '1976 to help IAEA make 
better use of Its Llmlted number of Inspectors by addressing the 
problen of C/S device failures. RECOVER was intended to improve 
IALA safeguards by remote'ly monitoring the status of C/S devices 
and transmitting status data to IAEA headquarters in Vienna, 
Austria. AIthough RECCVER has generally not been considered an 
urgent'ly needed pro]ect by U.S. and IAIA officia'ls, ACDA believes 
that RECO\,ER could be of Long-term benefit for international 
safeguards. (z1.S. officials have concluded that RPCOVER has 
Little utility to U.S. domestic safeguards.) 

As conceived by ACDA, RKOVER would involve the use of a 
centra'l component --the resident verification unit (RW)--at IAEA 
headquarters. Through the international te'lephone system, the RVU 
wouLd automatically contact smaller RECOVER components--on-site 
rruLtipLexers-- Located at various nuclear facilities around the 
world The multiplexer at each facl'lity would have already col- 
Lected and stored InformatIon obtained frnm monltorlng units 
attached to that faclllty's devices. 

RECOVER System Concept 

SPECIFIC 
SAFEGUARDS 

SENSOR 

THE EXISTING COMMERCIAl. IAEA HEADQUARTERS 
A NUCLEAR FACILITY OR OTHER CENTRAL 

ANYWHERE IN THE WORLD 
GLOBAL TELECOMMUNICATIONS 

SYSTEM LOCATIONS 

SENSOR 

ii 1 -.-” : VERIFICATION UNIT 

MONITORING ON-SITE 
IlNlT MULTIPLEXER I 

VERIFICATION 

t 
1 IXCHA::: 

UNIT 

INTERROGATION 

SDUHCE ACDA 
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For examp'le, if a camera monltored 1;~ RECGV1R were to faiL, 
the monitoring unit would detect the failure and store that data 
until contacted by the on-site multiplexer. The monltorlng 
unit would then transmit the data to the on-site multiplexer, 
which, In turn, would store the data until poLLed by the FVC. 
Once the RVU obtained the lnformatlon descrlblng the camera 
failure from the on-site multiplexer, an alert would be fLashed 
on the RVU's display screen at IAEA headquarters. IFEA could 
then decide how to respond to the alert. 

ACDA's concept also included a portabLe verlflcntlon unit 
to enable an on-site inspector to tap Into the muLtlpLexer at a 
given facl'llty and obtain up-to-date lnformatlon. Moreover, 
once the basic RECOVER concept had been deveLoped, ACDA added 
another component to allow IAEA Inspectors to transnllt their 
safeguards reports via RECOVER. 

In 1978 XCDA awarded a contract to a private firm for the 
development and construction of a small prototype RECOVER system. 
Following the conclusion of an IAFA-ACDA research agreement in 
1979, the prototype was accepted by ACDA and subsequently Installed 
at IAEA headquarters. 

IAEA has not accepted RECOVER for routine use In its safe- 
guards operations, although It has been cooperating with ACDA since 
1979 In testing and evaluating the RXOVER prototype. In hovember 
1980 ACDA, IAEA, and representatives of SIX other IAEA member coun- 
tries L/ conducted an lnternatlonal test of REXOVER. Testing has 
continued and partlclpants have met annuaLLy in Vienna to discuss 
the pro]ect. The most recent meeting, held in June 1982, centered 
around flndlngs of a study on RECOVER by the Brookhaven NatIonaL 
Laboratory. 

The RECOVER program's primary dlrectlon 1s set by the Chief 
of the tiuclear Safeguards and Technology Divlslon of the JSucLear 
and Weapons Control Bureau of ACDA A single RFCOVER pro]ect 
officer, working under the Chief's dlrectlon, has the responsl- 
blllty for lmplementlng the policy, managlnq the research program, 
and coordlnatlng with other U S agencies an< IAIA ACDA con- 
tinues to provide the buLk of RECOVER's fundlnq 

OBJECTIVES, SCOPE, AND PXTHODOLOGY 

Our purpose was to (L) ldentlfy varying assessments of 
I RECOVER's potantlal benefits to IAEA safeguards, (2) determine 

IAEA's position concerning RECOVER, (3) assess the pLannIna, 
development, and programming of the RECOVER prolect, and 
(4) ascertain RECOVER's costs to the Lnlted States 

L/The six partlclpatlng governments were those of Austra'lla, 
Bulgaria, Canada, best Germany, Japan, and the United Kingdom 
A faclllty located in Austria also contributed to the test 
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This review was done In accordance with the "Standards for 
Audit of Government Organizations, Programs, Activltles, and Func- 
tlons." We applied these standards in gathering information from 
a variety of sources, including LJ.S. agencies and national labora- 
tories, representatives of foreign goverrments, officials of an 
international organization, and private U.S. industry. Appendix I 
contains more detailed lnformatlon concerning our sources. 



CliAPTER 2 

RECOVER'S EVIXTUAL ROLE IN 

IAEA SAFEGUARDS IS UNCERTAIN 

RECOVER has yet to win InternatIonaL acceptance as a usefu'l 
addltlon to IAEA's arsenal. of safeguards equipment. IAEA has not 
adopted RECOVER to date, and U.S., IAEA, and foreign offlcLaLs 
have not reached a consensus regarding RECOVER's potential benefit 
to lnternatlonal safeguards. Important issues concerning RECOVER's 
possible implementation by IAEA remain unresolved. ALthough alter- 
native applications for RECOVER are under consideration, none would 
benefit IAEA safeguards. 

IAEA HAS NOT ADOPTED RECOVER 

Although IAEA has expressed interest in the concept of 
remotely monitoring sensors, it has not accepted RECOVER for 
routine use in safeguards or for inclusion in IAEA's research 
and development program. Moreover, according to a key FCDA offl- 
cial, IAEA has never specified the deflnltlve criteria RECOVER 
wouLd have to meet in order to insure Its acceptance and routine 
use by IAEA. The Director General of IAEA informed us that an 
IAEA decision concerning Limited implementation of RECOVER could 
be expected by 1984 or 1985, if sufficient support 1s provided 
to the prolect and if testing goes well. 

IAEA has been cooperating in ACDA's deveLopment of RECOVER 
under the terms of the L979 IAEA-ACDA research agreement, but 
IAEA's support for the pro]ect has been Limited and carefuLLy 
qualified. The agreement exempts IAEA from bearing any costs 
connected elth RECOVER's development, and IAEA's tangible asslst- 
ante has been strlct'ly Limited (see pp. 30 through 31) ACDA's 
promotion of RFCOVER at the 1982 Cnlted Katlons Special Session 
on Disarmament was crltlclzed by a key IAEA official, who 
lnslsted that ACDA not identify RFCOVER as an IAEA system or 
prolect. 

IAbA considers RECOVFR a "long-term" development effort. 
According to ACDA, IAEA beLleves that it faces prob'lems more urgent 
than those RECOVER is intended to address. Within IAEA, onLy the 
Division of Development and TechnicaL Support has had rruch contact 
with RECOVER, while other sections, including those with actual 
safeguards responslbllltles, have had relatlve'ly LittLe to do with 
the prolect. Moreover, IAEA has not determined as yet how it would 
fit RECOtER into its daily safeguards routine. 
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Despite IAEA's offlclal "Walt-and-see" stance, U.S and 
foreign observers belleve that oplnlons wlthln IAEA have been 
shifting towards RECOVER. In our most recent discussion with IAFA 
officials, we found more optlmlsm about RECOVER's prospects than 
we had In dlscusslons during 1980. A key IAEA offlclal, Less skep- 
tical than before, informed us In mid-1982 that he was generaLLy 
posltlve about RECOVER and caLLed It a sound pro]ect that needed 
time. 

Nevertheless, IAEA remains unwilling to accept RECOVER offl- 
claLLy until more lnformatlon 1s avaILabLe. IAEA officials have 
stressed the need for field tests using actual 1AbA sensors and 
have strongly crltlclzed ACDA's fai'lure to develop the RECOVER- 
compatible sensors needed for such tests Moreover, as discussed 
below, IAEA has lndlcated that It needs a more comprehensive study 
of RFCOVER'S potential benefits for lnternatlonal safeguards. 

RECOVER'S POTENTIAL JXNEFITS ARE UNCLEAR 

Although the RECOVER program has been in progress since 1976, 
involved U.S , IAEA, and foreign officials have yet to determine 
how and to what degree RECOVER wouLd enhance IAEA safeguards 
Most officials believe the RECOVER concept has at Least some merit, 
but issues concerning the nature, slgnlflcance, and global appllca- 
blllty of RECOVER's potential contrlbutlon remain unresoLved. An 
ACDA official told us that ACDA may have InltlaLLy "oversold" 
RECOVER's potential. 

ACDA believes RECOVER wlLL enhance 
efflclency and effectiveness 

Although ACDA concedes that the existing RECOVER demonstra- 
tion prototype has had no effect to date on IAEA safeguards, It 
believes that an operational L/ RECOVER system could potentially 
enhance the efficiency and efTectiveness of IAEA's safeguards 
operations around the world. 

Efficiency 

According to ACDA officials, RECOVER could eventuaLLy help 
IAEA enhance the efficiency with which it uses Its inspectors by 
reducing the effort needed for routine monitoring of C/S devices 
and permitting inspectors to focus on situations Identified by 
RECOVER as warranting their attention. For examp'le, it has been 
suggested that IAEA could replace broken C/S devices before 
redundant sensors fall, reducing the need for relnventories. 
ACDA believes that RECOVER could allow IAEA to substitute remote 
monitoring for some degree of human inspection effort without 

l/As used throughout this report, an "operational" RECOVER system - 
means a system in routine IAEA safeguards use. 
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compromising the LeveL of IAEA's assurances RECOVER proponents 
aLso suggest that remote monltorlng could enable IAEA to reduce 
the actual number of lnspectlons at certain facllltles 

Effectiveness 

ACDA believes RECOVER may increase safeguards effectlve- 
ness by provldlng more complete and timely safeguards data to 
IAEA, thus enab'llng It to arrive at more rellab'le and timely 
decisions concerning posslb'le dlverslons. According to ACDA, 
RECOVER couLd help (1) enhance the credlblllty of IAEA's safe- 
guards and assurances and (2) increase deterrence of would-be 
diverters. ACDA officia'ls beLleve that such benefits are valuable 
but unquantifiable. 

Worldwide applicability 

The global uti'llty of a RECOVER system adopted for safeguards 
use has been a mayor theme in ACDA's descriptions of RECOVER. 
Originally, a worLdwide network of up to 500 facilities was 
envisioned by RECOVER's deveLopers. ACDA officiaLs are now unsure 
of the number of faclLltles that would be included, and doubts 
exist within ACDA as to whether or not a network Linking more 
than LOO facilities has any Likelihood 

Brookhaven study questions 
RECOVER's cost-effectiveness 

The initial report L/ on an ongoing study by the Brookhaven 
National Laboratory indicates that RECOVER's cost-effectiveness 
and worldwide appLlcablLlty may be Limited The study, performed 
by the Department of Energy (DOE) and Brookhaven at the request of 
ACDA and IAEA, focuses entireLy on RECOVER's potential cost- 
effectiveness in a variety of nuc'lear facility types. 2/ The study's 
authors compared the costs of a RECOVER system (Including those 
of an IAEA response to an alert) to those of alternative actions, 

l/"An Evaluation of a Remote Continual Verification System, - 
RECOVER, for International Safeguards," Technical Support 
Organization, Brookhaven National Laboratory, Jan. 12, 1982. 
These preliminary findings are being revised and extended as 
a result of subsequent dlscusslons with IAEA. 

z/Research reactors were not lnc'luded in the study because IAEA 
does not have a single safeguards approach applicable to the 
different types of such faciLltles. ACDA is arranging for 
RECOVER to be eva'luated at a U.S. research reactor In 1981, 
about 150 of the 844 facllltles safeguarded by IAEA were 
research reactors. However, according to DOE, only 40 of 
these research reactors had a sufficient quantity of nuclear 
material to construct a nuclear explosive device. 

4 

7 

, 



such as relnventorles. They also consldered alternative IAEA uses 
for RECOVER, notably transmlsslon of Inspector reports. The 
scope of the study was llmlted to quantlflable costs and benefits; 
it did not evaluate possible benefits from enhanced deterrence 
and safeguards credlblllty. The study's authors did not deny 
that such benefits may exist but they believed that evaluation 
of unquantifiable benefits was beyond the scope of their study. 
(ACDA officials --despite their stress on the importance of unquan- 
tifiable benefits --recognize that cost-effectiveness 1s a significant 
criterion ) 

RECOVER cost-effectiveness 

The study found that RECOVER could be "beneficial and cost- 
effective" in safeguardlng only three of the seven fdcl1il.y types 
examined, as shown in the following table. 

Cost-Effective Not Cost-Effective 

Fast critical facilities 

Canadian deuterium power 
reactors, 600-type (CANDU-600) 

Light water power 
reactors (LWR) 

Mixed oxide fuel. fab- 
rication facilities 

Inactive storage facilities 
for plutonium or highly 
enriched uranium 

Reprocessing plants 
under continuous 
inspection 

Commercial size 
centrifuge enrlch- 
ment plants 

Of the 844 installations safeguarded by IAEA in 1981, less 
than 3 percent-- 18 CANDUs and as many as four fast critical 
assemblies-- were of types at which Brookhaven found RECOVER to be 
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cost-effective. I/ According to DOE, about 5 to 10 percent of 
IAEA's 1981 lnspectlon effort may have been expended at such 
lnstallatlons IAEA officials do not know of the existence of 
any lnactlve plutonium/highly enrlched uranium storage facilltles. 

Not all CANDUs and fast crltlcal facllltles could neces- 
sarily use RECOVER In a cost-effective manner. Only certain 
CANDLJs located within two days travel from an IAEA office would 
be suitable, and RECOVER's cost-effectiveness at fast crltlcal 
assemblies 1s premised on the use of a proposed C/S arrangement 
which IAEA may not accept Moreover, RECOVER'S Cost-effectiveness 
has not been estabLished for certain types of fast critical. 
assemblies, according to DOE. The study's authors also informed 
US that faclllrles vary in physical characterlstlcs, even wlthln 
a given type, and various natlonal situations could affect RECOVER's 
usefulness at particular locations. 

ACDA and Brookhaven officials stated that not all of the 844 
installations safeguarded by IAEA In 1981 contained a "slgnjflcant 
quantity" of nuclear materials--i.e., the approximate amount 
needed to construct a nuclear explosive device They belleve 
that If only those facl'lltles contalnlng a slgnlflcant quantity 
are considered, the percentage of installations at which RECOVER 
could be cost-effective would increase from the 3 percent cited 
above. We were also told that considering only those facile- 
ties with a significant quantity could roughly double DOE's estimate 
that 5 to 10 percent of IAEA's 1981 inspection effort was at 
facllltles at which RECOVER could be cost-effective. 

The study's finding that RECOVER would not be cost-effective 
at LWRs 1s of particular importance because LWRs, distributed 
throughout the world, are the most common type of power reactor 
safeguarded by IAEA: 78 percent of the 134 power reactors IAEA safe- 
guarded In 1981 were LWRs. Moreover, the margin by which RECOVER 
failed to be cost-effective at LWRs was substantial. 

l/According to DOE, - the Brookhaven study dealt with the cost of 
a global RECOVER system by facility type. In the case of 'Light 
water reactors, the cost of the RVU in Vienna was prorated over 
an assumed 200-facility network. Approximately the same RVU 
Cost per facility was assumed for CANDUs. The cost analysis 
for the fast critical facility was performed after initial 
results had Indicated that a global RECOVER system was not 
cost-effective for light water reactors Because (1) the 
htudy included only one fast critical facility, (2) there 
seemed to be few or no other promising candidate facilities, 
and (3) the most favorable location for the RVU seemed to be 
near the fast critical facility, the authors felt Justified 
ln charging the entire cost of the RVU against the one fast 
critical. facility they studled. 
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Brookhaven's conclusion that RECOVER would not be cost- 
effective at contlnously Inspected reprocessing plants or at 
commercial enrichment facllltles 1s also Important; bulk 
handling facllltles of these types pose substantial challenges 
to IAEA safeguards RECOVER, Brookhaven found, could be 
cost-effective only In parts of reprocessing facllltles that 
were not under continuous lnspectlon or In non-commercial pILot 
enrichment facllltles (which wlLL be phased out eventua'lly 
In favor of commercial facilities). 

GLobaL and Local applications 

Although the study did not assess the benefits of a global 
RECOVER system, its flndlngs regarding various faclllty types 
appear to raise serious concerns about a gLobaL system's cost- 
effectiveness. According to DOE, If RECOVER 1s not installed 
at LWRs, the most widespread and numerous type of facility will 
be excluded and the RECOVER system wlLL not be global In character. 

However, executive branch offlclals belleve that regional 
or Local appllcatlons of RECOVER-Like systems apparently could 
offer potential benefits. Brookhaven safeguards experts suggested 
to us that LocaL or reglonal systems focused on a few facility 
types might be easier to lustlfy In terms of cost-effectiveness 
than a single gLoba network For examp'le, if IAEA accepts the 
proposed C/S arrangement, use of RECOVER at the one fast crltlcal 
faclllty studled, alone could, according to Brookhaven, save 
IAEA $lOO,OOO-$280,000 annual'ly. Moreover, DOE and NRC have 
lndlcated Interest In further tests of Localized remote monl- 
torlng systems wlthln certain types of facllltles. A Local 
system could conceivably assist inspectors continuously present 
at Large bulk handling facllltles by aLertlng them to c/s device 
failures wlthln such facllltles. 

Transmission of inspector reports 

Brookhaven concluded that the benefits of transmitting 
inspector reports via RECOVER were not, in themselves, suffl- 
clent to Justify instaLLIng RECOVER at a particular facility, 
such as an LWR ALSO, according to a Brookhaven official, 
It 1s doubtful whether regIonaL systems would enable IAEA to 
utlllze RIXOVCR In this manner. 

IAEA stresses RECOVER's impact on 
credlblllty over impact on lnspectlons 

The Dlrector General of IAEA Informed us that an upgraded 
RECOVER system (L) could enhance safeguards credlblllty and 
assurance, but (2) would not slgnlficantLy reduce routine 
lnspectlons 

According to the Dlrector General, RECOVER would improve 
IAEA safeguards by lncreaslng assurance and credlblllty through 
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tlme'ly warning of equipment malfunctions and would be of "great 
assistance" to IAEA inspectors. IAEA officials believe that the 
VaLue of enhancing confidence in IAEA safeguards is important, if 
dlfflcu'it to quantify. 

In terms of quanClflabLe benefits, IAEA believes that "the 
1mpLementation of RECOVER would hardly result in a significant 
reduction of routine inspections." In some cases, according to 
the Director GeneraL, a saving of inspection effort may result 
through RECOVER. IAEA informed us that RECOVER, in certain 
cases, would reduce the need for special lnspectlons and/or 
reduce and simpLify inspection actlvltles. 

IAEA generally praised the Brookhaven study. Nevertheless, 
it disagreed with the conclusions concerning LWRs and raised ques- 
tions regarding the analysis of reprocessing facllltles. Conse- 
quently, IAEA has asked the study's authors to further consider 
and extend their flndlngs. 

Other views are also mixed 

Some foreign participants belleve that the RECOVER System may 
provide a "real advantage" to IAEA and that a reliable IAEA 
RECOVER system couLd enhance IAEA safeguards "considerably M 
Other potential benefits foreseen by some foreign observers 
include 

--enhanced safeguards credlblLlty; 

--improved inspector morale; 

--possible utility at reprocessing plants; 

--reduced costs in the design of C/S devices; and 

--the lntroductlon of modern data and computer concepts 
into IAEA'S safeguards procedures. 

However, one otherwise optlmlstlc participant informed us 
that (L) the system would have no impact in reducing the number 
Of inspections at facilities in his country and (2) RECOVER's use- 
fulness to IAEA would be seriously Llmlted if it were not cost- 
effective at plants for mixed oxide fuel fabrication or reproces- 
sing Others expressed concern regarding their perceptions 
of 

--a "Lack of contlnulty" between RECOVER and IAEA 
safeguards approaches: 

--an unclear deflnltlon of RECOVER's ObJeCtiVeS; and 

--doubts about RECOVER's true cost-effectiveness. 
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They suggested that, untlL doubts regarding cost-effectiveness 
were resolved, further support of RECOVER's deveLopment should be 
Llmlted. 

Domestic observers also had dlfferlng views Some U.S. 
safeguards officials not associated with ACDA believed that 
RECOVER could enhance IAEA safeguards effectiveness Others 
warned against depending too heavily on mechanical systems to 
do the work of Inspectors, or told us that ACDA 

--had falled to clearly define RECOVER's LlkeLy appLlcation 
at an early stage of the prolect, and had developed 
a prototype system before sufflclently assessing 
what RECOVER could actually contrlbute; 

--should have focused on speclflc uses and areas of 
interest to IAEA, rather than to have InltlaLLy 
"oversold" RECOVER'S potential (RECOVER, one 
expert concluded, 1s "a hardware solution Looking 
for a problem"); and 

--should have sought outslde assessments of RECOVER's 
potential utility at an earlier date. 

No near-term effort now underway to 
clarify RECOVER's benefits 

ACDA is funding a Brookhaven revlslon of the cost- 
effectiveness study but Brookhaven and ACDA offlclals agree that 
the revlslon, as currently foreseen, would stlLL not be a define- 
tlve study of RECOVER. 

The revised Brookhaven study WILL again focus on cost- 
effecLlveness. However, ACDA and IAEA offlcla'ls have stressed 
that RECOVER should not be evaluated solely In terms of cost- 
effectiveness because unquantlflable benefits are held to be 
of importance. 

IAEA critlcxzed the Initial report for conslderlng each 
facility type 3 isolation, rather than as parts of an overaL 
RECOVER network. Brookhaven was wiLLlng to revise the report 
to accomodate this concern, but not to attempt to aggregate 
Its flndlngs for each different facl'llty type Into a cost- 
effectiveness proJection for a gLobaL RECOVER network. Brookhaven 
offlclals believed that only IAEA has the necessary data about 
each lndlvldual faclllty under safeguards to make a meaningful 
ProJection of a RECOVER network's optimum szze, cost, and benefit. 
We were told that IAEA would probably not share such data with 
the analysts. 

Other types of lnformatlon needed for a comprehensive assess- 
ment of RECOVER may also be held cLoseLy by IAEA Although 
Brookhaven based its estimates of relnventory costs 011 IAEA 
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documents, IAEA disagreed with the LWR estimates, cltlng recent 
problems with certain reinventory devices. As a result of these 
problems, IAEA offlclals malntalned, relnventories at LWRs could 
involve methods costing up to 20 times more than those assumed 
by Brookhaven. In such cases, RECOVER might be marglnally 
cost-effective. However, U.S. and foreign offlclals have 
suggested that IAEA may not always choose to use the more costly 
methods foLLowlng a C/S failure. Therefore, RECOVER's true cost- 
effectiveness at LWRs cannot be calculated unless IAEA were 
to specify how often it uses the more costly methods. Again, 
IAIYA apparently may not provide such information. Brookhaven 
officials were wiLLing to prepare a cost-effectiveness analysis 
of RECOVER with LWRs assuming use of the more costly reinventory 
methods, but would not generalize the results to cover all LWRs. 

IAEA'S Director General beLleves that a system anaLytIcaL 
study is needed to lndlcate RECOVER's benefits and ACDA has 
lnc'luded in its RECOVER research program the preparation of safe- 
guards plans for facllltles using RECOVER However, ACDA plans 
provided to us did not include the preparation of an overaLL 
system analytical study, although a plan for using RECOVER at 
research reactors was to be prepared 

POLITICAL AND LEGAL Q~JESTIONS 
REMAIN TO BE ADDRESSED 

IAEA has Indicated Interest In exploring Legal and polltlcal 
issues associated with RECOVER. These issues could be especia'lly 
important because some nations have expressed concern over trans- 
mitting encrypted safeguards lnformatlon directly to IAEA head- 
quarters without their knowing its contents. In othep countries, 
some Legal. restrlctlons are placed on transmlsslon of encrypted 
data over telephone Lines. 

Nevertheless, ACDA has not focused on potential Legal and 
poLltlcaL problems that could inhibit IAEA's implementation of 
RECOVER or carried out any studies on the sublect. ACDA offl- 
clals have worked out Legal problems in connection with the 
international test and evaluation of the prototype RECOVER system 
but the partlclpatlng countries represent only a small fraction of 
the 50 nations with installations safeguarded by IAEA. L/ 

Despite the Lack of a detailed analysis, some ACDA officials 
believe that faclllty attachments-- agreements between IAEA and mem- 
ber nations' safeguarded facllltles which establish procedures and 

L/ACDA had sent a questionnaire to participating nations and others - 
concerning Legal issues early in the prolect. Few countries 
responded, however. 
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rules for carrying out inspection vlslts --wouL.d have to be renego- 
tlated before RECOVER could be used. A former RECOVER proJect 
officer disagrees, however, and belleves that RECOVER could be 
used under exlstlng faclllty attachments. 

IAEA offlcla'ls also disagree with one another on this ques- 
tlon An IAEA Legal offlclal we spoke with believed modlflcatlons 
might be required. Countries not party to the Treaty on the Non- 
Prollferatlon of Nuclear Weapons, he added, are not bound by 
re'levant provlslons in IAEA documents for updating facility attach- 
ments and may not concur In RECOVER's use. However, a key IAEA 
safeguards speclallst believed that faclllty attachments would not 
have to be changed to accommodate RECOVER. 

PoLltlcaL conslderatlons and 
RECOVER'S design 

In apparent antlclpatlon of encounterlng different viewpoints 
among memoer nations, however, ACDA appears to have factored poLl- 
tlcal conslderatlons Into RECOVER's design. For example, one ACDA 
offlclal told us that a declslon had been made to transmit only 
C/S sensor status lnformatlon via RECOVER, as opposed to actual 
safeguards data. It was hoped no nation would ob]ect to transmis- 
sion of this Least ob]ectlonable type of data. Also, countries 
could see a benefit If there could be a timely IAEA reaction t0 
signals of trouble: costly and dlsruptlve relnventorles of facll- 
ltles would not need to be done. Moreover, RECOVER was defined as 
a measure to save manpower, according to a Department of State 
offlcez, because such a deflnltlon would please some nations and 
win their support. 

Conslderlng these factors, ACDA devised requirements with 
which a RECOVER system for routine safeguards use must comply. 
These include 

--Unlntrusiveness to avoid interference with host 
faclLity operations. 

--Security to prevent unauthorized access to collect 
data. 

--Rellabillty to assure detection and reporting of 
sensor data and avoid more lntruslve safeguards 
measures. 

--Economy/simplicity to keep system support costs to 
member nations low 

A key IAEA safeguards expert believes that the problem of 
polltlcal acceptablllty among member natlons may have peaked 
ln 1981 and that some countries now are Less worried about 
RECOVER. 
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Partlclpant nations' oplnlons 

Opinions of the partlclpant nations have been diverse, but 
none have agreed or refused to accept RECOVER for routlne safe- 
guards use to date. Although one representative expressed a belief 
that there would be no problems in having his country revise agree- 
ments to use RECOVER if IAEA adopted It for safeguards purposes, we 
found no evidence of views on RECOVER's acceptability among IAEA 
member nations not now partlclpatlng In the prolect. 

However, the use of RECOVER at certain types of facllltles 
and not others could lead to perceptlons by countries using 
designated facility types that they were being singled out. 
This could produce negative attitudes towards RECOVER and further 
restrict its use. 

RECOVER's most enthuslastlc foreign supporter may be Japan. 
OrlginaLly interested In the prolect for the purpose of saving 
lnspectlon staffdays as well as for lncreaslng safeguards effec- 
tiveness, Japan has subsequently incorporated RECOVER into the 
Japan Support Program for Agency Safeguards, a program for pro- 
viding IAEA with technlcal assistance for safeguards deveLopment. 
In addltlon, Japanese 1nvoLvement has expanded to Include demon- 
Stratlng the use of RECOVER to transmit lnspectlon reports and 
developing a regionaL RECOVER concept 

NON-IAEA ALTERNATIVE USES FOR 
RECOVER ARE BEING STUDIED 

RECOVER has attracted some Interest beyond the international 
safeguards area. Although research into alternative uses for 
RECOVER and related technology 1s In its earllest stages, three 
potential appllcatlons of the system have been considered 

The concept of remotely monltorlng ships carrying nucLear 
materials is being developed by the Unlted States and Japan as a 
bilateral research and development prolect Officials are hopeful 
that improvements In the physical security of nuclear shipments 
may result. Furthermore, use of a RECOVER-Like system to verify 
arms control agreements, notably restrlctlons on producing chemical 
weapons, has only Just begun to gain foreign attention through 
dlscusslons at internatIonaL forums. Finally, the posslblLlty 
of using RECOVER for domestic safeguards purposes has been 
considered. Although U.S. safeguards authorltles have concluded 
that RECOVER has 1ittLe utility for U.S. domestic safeguards, 
Japanese safeguards speclallsts continue to lnvestlgate potentla'l 
advantages of applying a RECOVER-Like system to Japan's nationaL 
safeguards system. 

See appendix II for further lnformatlon on these proposed 
applications. 
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CONCLUSIONS 

RECOVER's eventual role In the international nuclear safe- 
guards system remains an open question. 

IAEA has not accepted RECOVER for possible routine safeguards 
use and will not make a declslon to do so until 1984 at the 
earliest. It has yet to specify the definitive criteria that 
RECOVER would have to meet in order to ensure IAEA acceptance 
and routine use. In essence, it has adopted a "Walt-and-see" 
attitude on the system, which has not been a top IAEA priority. 
Although IAEA officials' attitudes have become more favorabLe 
towards RECOVER, the Agency continues to call for more rea'listic 
testing and evaluation of RECOVER before committing itself to 
the use of remote monitoring. 

U.S., IAEA, and foreign officials have yet to agree on 
how RECOVER wllL benefit IAEA. Although efficiency has 
been advanced as a primary RECOVER program goal, the Brookhaven 
report appears to raise Serious doubts about the potential rost- 
effectiveness of a worldwlde system. Involved parties do not 
appear to have the basic information needed to make informed 
declslons on RECOVER. The Brookhaven report is being revised 
but the revision will not satisfy the need for a comprehensive 
assessment of RECOVER's potential for improving international 
safeguards. 

Despite IAEA's expressed interest in examining legal and 
poLitica issues which RECOVER's use might raise, no detailed 
studies of such topics have been performed. Such studies could 
help to dispel confusion over the potential need to revise IAEA 
subsidiary arrangements and facility attachments and identify 
potential obstacles to RECOVER's depLoyment. 

RECOMMENDATIONS 

We recommend that the Director, ACDA, request IAEA to specify 
criteria for IAEA's eventual acceptance of an OperationaL RECOVER 
system. 

Furthermore, we recommend that the Director assess the 
RECOVER program, taking into account the following factors: 

--IAEA's criteria; 

--results of any ongoing or completed facility 
studies and field tests; 

--the nature and importance of RECOVER's unquantifiable 
benefits at various facility types: 

--RECOVER's cost-effectiveness as described by the 
revised Brookhaven study: 
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--the number and slgnlflcance of facllltles at which 
RECOVER could provide quantlflable and/or unquantifiable 
benefits; 

--the sultablllty of RECOVER for worldwide, regional, and 
local appllcatlons; and 

--legal and polltlcal issues bearing on RECOVER's lnter- 
national acceptance for routine safeguards use. 

We also recommend that the Director of ACDA present the 
results of the assessment to IAEA and request Its declslon 
regarding acceptance of RECOVER for routine safeguards use. 
If IALA, following Its review of ACDA'S assessment, does not 
commit itself to eventually accepting a RECOVER system that 
fulfills Its criteria, we recommend that the Dlrector terminate 
all further development of RECOVER for IAEA and examine the 
feaslblllty of alternative uses for It. 

AGENCY CGMEIENTS AND OUR ANALYSIS 

In response to our draft report, ACDA commented that Its 
efforts on remote verlflcatlon must be viewed In the context 
of exploring remote verlflcatlon's feaslblllty and utlllty as 
a promising concept for potential use by IAEA. It stated that 
ACDA's external research program serves to explore lnnovatlve 
concepts, and that some of these concepts did not come into 
routine use by IAEA until years after ACDA completed the initial 
research and development phase. 

ACDA stated that It could not accept our recommendation 
that it ask IAEA to specify criteria for accepting RECOVER partly 
because of Section 31 of the Arms Control and Disarmament Act 
of 1961. l/ Under Section 31, ACDA said, "there is not, nor 
can there-be," a requirement to obtain from an international 
organlzatlon deflnltlve criteria for its acceptance of a research 
product as a precondltlon for conductrng such research. Moreover, 
according to ACDA, IAEA cannot and should not commit itself 
aprior to using speclflc safeguards equipment developed by 
a particular member nation. 

In regards to our next recommendation, ACDA stated that It 
did not believe that an assessment was called for, in light of the 
above comments and on-going executive branch dlscusslons. ACDA 
preferred to depend on the normal review appropriate to RECOVER's 

l/Section 31 authorizes ACDA to conduct external research for - 
lnternatlonal safeguards and other purposes. 
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stage of development. It noted that ACDA staff 
ture of $75,000 in fiscal year 1983 for further 
of RECOVER. 

had proposed expendl- 
deveLopment and study 

ACDA further commented that In view of Section 3L and practices 
estabLlshed by executive branch agencies, IAEA, and IAEA member states 
for conducting lnternatlonal safeguards research, our recommendation 
that the Director of ACDA, upon completion of a program assessment, 
request IAEA's declslon on eventual acceptance of RECOVER for 
routine safeguards use was not appropriate 

The Department of State agreed with us that the next step in 
the RECOVER development program should be to focus on the role 
RECOVER would play in an improved IAEA safeguards regime However, 
the Department noted that It did not agree with some of our 
recommendations. It stated that our recommendation concerning 
IAEA's provision of criteria "appears to be premature," although 
the Department also believed that IAEA should now seek to define 
how a remote verlflcatlon capablllty would be used and the features 
a system should have. The Department commented that our recommen- 
datlon tying further development to an IAEA decision regdrdlng 
acceptance of RECOVER would require IAEA to commrt itself to 
buying a "partlaLly developed and unproven system," and would thus 
run counter to IAEA's "prudent" policy on procurement The 
Department did not oblect to the assessment we recommended but 
believed that development should proceed following the assess- 
ment's completion. 

DOE commented that our report was correct in recommending 
that substantlaL questions of system acceptability be addressed 
prior to a further mayor effort aLong Lines pursued in the past 
In general, DOE added, serious and detaILed consideration shou'ld 
be given to whether or not technical assistance, once completed, 
would be used as Intended. However, DOE noted that IAEA may not 
be able at this time to provide necessary and sufflclent crlterla 
for placing RECOVER in routine operational use. According to DOE, 
an IAEA response to requests for such crlterla would have to reflect 
a high Level of confidence in the success of the system, which may 
not yet have been adequately defined and demonstrated 

NRC commented that it shared the view expressed in our report 
that the dlrectlon and scope of the RECOVER program needed to be 
assessed. The assessment, according to NRC, should inc'lude 
a Careful conslderatlon of how RECOVER could be Integrated into 
IAEA's safeguards approaches. 

We do not belleve our recommendations are "premature" or 
MlnappropriateU in the context of RECOVER's stage of development 
We agree with ACDA and the Department of State that IAEA should not 
now commit Itself irrevocably to purchasing and using the unproven 
RECOVER system as it now stands. However, our recommendations were 
not intended to achieve such an ob]ective. Instead, our purpose is 
to obtain from IAEA, RECOVER'S intended customer, as definitive 
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an expression of Its lntentlons regarding RECOVER as is now possible 
We do not consider this to be an unreasonable ObJective, given that 
RECOVER has been under development for the past six years and that 
IAEA has had "hands-on" experience with the prototype system since 
December 1979. However, in light of the above comments, we have 
clarified the language of our recommendations to make our original 
purpose as clear as possible. 

In regards to our recommendation that ACDA request IAEA to 
provide Its crlterla for accepting RECOVER, we would expect that 
the criteria should address the same issues ldentlfled by the Depart- 
ment of State ln Its comments: "IAEA should seek at this time to define 
more specifically how such a remote veriflcatlon capablllty would 
be used and therefore what features the system should have." IAEA's 
crlterla could also LncLude requirements regarding future RECOVER 
testing in order to insure that IAEA did not eventuaLLy find itself 
burdened with an unreliable or unproven system 

The provlslon of such criteria would therefore not constitute 
IIa priori" acceptance of RECOVER, in our oplnlon Further, 
obtaining IAEA's crlterla would give the executive branch a greater 
degree of assurance that IAEA wlL1 eventually accept the system 
being developed for it by ACDA, if certain crlterla can be met 

FinaLLy, Section 31 of the Arms ControL and Disarmament Act of 
1961 does not contain any language that would either require or 
prohibit ACDA from obtalnlng IAEA's crlterla for accepting the 
product of ACDA research. Section 31 was also not reLevant to 
our other recommendations 

We beLleve that our recommendation that the Director of ACDA 
assess the RECOVER program is Justlfled in light of RECOVER's 
current status. In considering ACDA's comments, we noted that 
the other agencies involved lndlcated agreement with our 
recommendation. Moreover, the "normaL review appropriate at 
this stage of development," referred to by ACDA, would not 
necessarily address all of the key elements cited in our 
recommendation. Thus, it would fail to assess the scope 
and dlrectlon of the program In a comprehensive manner. 

Our recommendation that ACDA request a declslon from IAEA 
concerning eventual acceptance of a RECOVER system that would 
fulfill IAEA criteria is the logical extension of the preceding 
recommendations. Although ACDA's comments emphasize the Long-term 
research aspect of the RECOVER program, eventual IAEA acceptance 
and implementation has Long been an ACDA goal for the RECOVER 
proJect. Moreover, the request for a decision would follow the 
comprehensive assessment of RECOVER, which shouLd seek to 
resolve unanswered questions about the system and take into 
account available results of ongoing fleLd tests IAEA's 
decision could also be contingent on RECOVER's eventual capablllty 
to fuLfilL criteria defined by IAEA itself We therefore disagree 
that our recommendation would force IAEA to use dn unproven system. 
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Czrc are In no way contending that ACOA cannot conduct research. 
he do belleve, however, that as such research progresses, an end 
purpose should evolve. 

IAEA 1s the Intended end-user for RECOVER as the system 
has been conceived and developed to date. If after analyzing the 
assessment results, IAEA cannot commit In principle to eventually 
accepting a RECOVER system which would meet Its own speclfled 
criteria, there would seem to be no purpose in contlnulng develop- 
ment of RLCCVER for IAEA at that time. Consequently, we believe 
our rccommendatlon to terminate the prolect IS appropriate. 

2b 



CHAPTER 3 

MANAGEMENT PROBLEMS RAISE QUESTIONS 

ABOUT ACDA'S FUTURE ROLE IN RECOVER'S DEVELOPMENT 

ACDA has had dlfflcultles in managing RECOVER's development. 
The program has fallen behind schedule after the development and 
lnstallatlon of a small prototype system. MIlestones for IAEA's 
lmplementatlon of RECOVER and for completion of a key RECOVER 
component, intended to link RECOVER with actual IAEA sensors, 
have been mlssed. 

ACDA offlclals, recognlzlng that the prolect is having dlf- 
faculty making the transition from research and development to 
implementation, acknowledge that delays are partly due to ACDA's 
not having the technical staff resources of organlzatlons that 
usually develop such equipment. 

Although there 1s general agreement that no insurmountable 
technical barriers block RECOVER's use, additional technical 
development is necessary before RECOVER could be used routinely 
by IAEA. The small RECOVER prototype, built for demonstration 
purposes, would be "useless" to IAEA as part of routine safeguards 
practices, according to an ACDA official. 

However, ACDA's past problems In developing RECOVER--with 
little involvement of other U.S. agencies--suggest that the 
additional technical development tasks could strain ACDA's capa- 
bllltles. ACDA offlclals belleve that the pro]ect should be trans- 
ferred to another agency but other agencies do not now appear 
likely to assume control of RECOVER's development In the near 
future. 

Uncertalntles also persist regarding the likely cost 
of actually implementing an operatIona RECOVER system. System 
cost estimates vary because the eventual size of such a system 
1s unknown and because exlstlng cost estimates for components 
are incomplete and out-of-date. Executive branch officials 
believe that a special extra-budgetary fund--financed by the 
United States and other IAEA members 
for RECOVER's lmplementatlon. 

--may be required to pay 

RECOVER IS BEHIND SCHEDULE 

RECOVER appears to be at least two to three years 'Late In 
achieving goals set by ACDA for the system's initial Implementa- 
tion as a routine safeguards tool. The degree to which the pro- 
Ject has fallen behind schedule 1s dlfflcult to determine because 
a formal, long-range schedule for RECOVER's implementation has 
never been set. 
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In 1979 ACDA stated that It planned to turn the prototype 
RECOVER system over to IAEA by the end of 1980. However, as of 
early 1983, IAEA had yet to take over the existing RECOVER research 
and development program or the prototype system itself. 

In 1980 a key ACDA offlcla'l predicted that RECOVER would begin 
lmplementatlon as an actual safeguards tool by 1982, and that the 
United States would no longer be Involved with th? pro]ect by 1983 
However, In 1982 he conceded that those milestones could not be met 
and that he could not foresee when the United States would no 
longer be involved with RECOVER. Recent estimates lndlcate that 
RECOVER could be inltlally incorporated into routine safeguards 
use no sooner than 1984, and a network linking 100 of the more 
than 840 facilities safeguarded by IAEA may not be operational 
before 1987. L/ 

The ACDA official attributed the program's failure to meet 
the 1982 implementation goal to 

--ACDA's dlfflcultles in managing the development 
of a malor safeguards system, 

--unantlclpated delays in the development of C/S 
sensors and interfaces compatible with RECOVER 
and IAEA's needs, 

--personnel changes In the program's management 
staff, 2/ and 

--ACDA's lnltial over-optimism. 

A U S. national laboratory safeguards expert familiar with 
RECOVER informed us that ACDA had "grn~sly Ilnderestlmated" the 
time needed to develop RECOVER, resulting in unrealistic and 
over-optimistic expectations as to when it would be implemented. 

ACDA LACKS IK-HOUSE CAPABILITY 
TO DEVELOP RECOVER 

ACDA--a small foreign policy agency-- has had to depend heavily 
on private contractors during the RECOVER pro]ect because lt lacks 
both the capability to develop equipment prototypes and the 'Large 
staff to perform and integrate the many tasks involved in a pro]ect 
as 'Large as RECOVER. ACDA has done safeguards research before but 

~/AS of December 1981 ACDA was still hopeful that IAEA would 
initiate operational use of the existing RECOVER system for 
Its secondary functlon-- the transmittal of IAEA inspector 
reports --by Decerrber 1982. By September 1982 ACDA program 
officia'ls no 'Longer believed that goal would be achieved. 

2/RECOVER has had four prolect officers since 1978. - 
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RECOVER, according to one ACDA official, was the Largest such pro- 
Iect lt had undertaken. ACDA offlcla'ls beLleve ACDA's Llmltatlons 
have contributed to the program's delays. 

Camera interfaces have been delayed 
and redeslgned at U.S. expense 

We found that ACDA's Llmltatlons contributed to one of the 
most serious problems RECOVER has encountered to date--a slgnlfl- 
cant delay ln the development of an interface to Link RECOVER with 
IAEA's camera surveillance system. Lack of the Interfaces has 
delayed tests of RECOVER with actual IAEA sensors--a prerequlslte 
for IAEA acceptance-- and led to IAEA crltlclsm of ACDA. 

In early 1979, ACDA awarded an $80,000 sole source contract 
to its primary contractor for the deslgn and development of Inter- 
faces to IAEA's camera system. After accepting the inltlal design 
and interface, ACDA directed the firm to produce duplicate Inter- 
faces for use durlng the November 1980 lnternatlonal demonstratlon. 
The interfaces, however, falled durlng the demonstratlon and cost 
the RECOVER program prestige, money, and time. 

ACDA's Limited resources ln staff size and expertlse appar- 
ently precluded adequate testlng and detection of interface design 
flaws before the lnternatlonal test. Consequently, ACDA accepted 
a faulty design and equipment. ACDA officials sald ACDA dld not 
discover the technical flaw ln the lnltlal interface design lt 
accepted from the flrm ln '1979 because the RECOVER pro]ect officer 
would not have had time, given the officer's many other RECOVER 
duties, to closely inspect the interface design. ACDA acknowledged 
that an organlzatlon wlth a Large team of technIcaL staff could 
have discovered such a fLaw. 

Because the firm had proceeded with development of the Inter- 
faces onLy after ACDA accepted the 1nltlaL deslgn, the firm's offl- 
clals believed the company had met its contractual obligations. 
It therefore specified that the redeslgn would cost almost $25,000. 

ACDA officials, notwlthstandlng a reluctance "to pay twice" 
for the interfaces, feLt constrained to accede to the firm's terms 
for fear of Losing the contractor's participation. ACDA believed 
that no other contractor could perform the interface design effort 
until after the RECOVER system deslgn had been sufflclently docu- 
mented by the firm to permit lts use by another contractor. 

Despite ACDA's dlfflcultles with the interfaces ln 
November 1980, the MarLh L98L contract for their redesign excused 
the firm from environmental testlng ln order to hasten development 
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and allow for Interface delivery In time for the June 1982 RECOVER 
experts meeting.l/ 

ACDA and contractor offlclals toLd u-that rellablllty 
testing was Llmlted because of lnsufflclent funds. The firm's 
officials informed us that normally a rigorous series of envlron- 
mental tests would be conducted during development 

Coordlnatlon problems 

ACDA did not act effectively to facllltate IAEA-contractor 
coordlnatlon of lnformatlon and equipment during certain phases 
of interface development: 

--ACDA, although contractuaLLy obligated, did not furnish 
requested IAEA camera speclflcatlons to the firm before 
lnltlal Interface fabrlcatlon because ACDA said that 
IAEA consldered such lnformatlon proprietary As a 
result, the firm did not detect operational differences 
In the cameras which produced lrregularltles In camera 
performance and led to interface mistakes. 

--ACDA, despite a series of complaints from the firm In 
1981-82 concerning a failure to receive camera units 
from IAEA, did not facl'lltate the equipment's dellvery 
The firm subsequently suspended Interface work tempo- 
rarily In December 1981 pendlng receipt of new camera 
components. 

Due In part to these problems, the dellvery date of the first 
completed and tested replacement Interfaces slipped by severaL 
months. 

According to ACDA, In December 1982 the firm completed U S 
tests of the Latest version of the interface design, lnvolvlng 
actual IAEA sensors and RECOVER multlplexers. These tests 
occurred almost three years after a workable Interface was 
originally to have been ready. 

MORE TECHNICAL WORK NEEDS TO BE DONE 

Although the RECOVER>prototype has demonstrated to IAEA the 
feaslblllty of transmlttlng encrypted data via the lnternatlonal 

L/A lack of adequate testing may also have been Involved in 
dlfflcultles with some of the on-site muLtlpLexers ACDA purchased. 
In 1982 IAEA's U.S .-supplied RECOVER expert compLaIned that 
faulty on-site multlplexers were being sent to Vienna from 
the firm via ACDA. The problems with the on-site multlplexers 
were not discovered until they were Installed in the Unlted 
Kingdom and West Germany--where they, too, falled to operate. 
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telephone system, RECOVER experts have ldentlfled severaL aspects 
of the system which need more technical work 

DeveLo_pment of compatible sensors has Lagged 

Onz of the mayor causes of the de'lay In RECOVER's 1mpLementatlon 
has been the UnavalLablLlty of IAEA-accepted seals that can be used 
with RECOVER. IAEA's exlstlng metal seals cannot be monitored by 
RECOVER Although the RECOVER-usable fiber optLc seaL's L/ com- 
pletlon has been "Just around the corner" for years, the u S. 
Government and private firms have yet to develop a good working 
model, accordlnq to one ACDA offlclal 

A recent p'lannlng document Indicates that ACDA has recognized 
that the Lack of sensor Interfaces current'ly precLudes RECOVER'S 
posslbLe lmplementatlon. It places a prlorlty on completing the 
testing and transfer of the camera Interfaces and fiber optic 
Seals to IAEA. U S fiber optic seals and slmllar West German 
seals (which falled In lnltlal IAEA tests) are expected to be 
avaiLabLe for testing by L983 

However, IAEA officials belleve that remote'ly monitored fiber 
optic seaLs were "useLess" without accompanying remote'ly monltored 
lntruslon detectors These devices-- slmllar to motion- or sound- 
detecting burg'lar aLarms-- are not currently being developed 
for use with RECOVER, although ACDA has pLans to do so in the 
future 

Other posslbLe sensors for 
use with RECOVER 

Among the systems which might be Interfaced to RECOVER In the 
future are / 

--The survelLLance televlslon and recording system being 
developed by Sandra NatlonaL Laboratorlcs for IAEA. 
It 1s consldered unique among other video camera 
systems In that It uses motion detectors and redun- 
dant recorders. ACDA awarded Sandra a contract in 
September 1982 for $190,000 to deve'lop an Interface 
for RECOVER It WILL take Sandra approxlmareLy one 
staff year to ldentlfy and implement the modlflcatlons. 

--Nuclear fuel_ bundle counters and closed clrcult tele- 
slon for CANDU reactors being deveLoped by Canada. 

L/A fiber optic seal uses a Loop of Light-conducting filaments - 
and an electronically-controlled and coded pulse of Light to 
verify that the seal has not been broken. 
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--Portal monitors under research and deveLopment In 
Japan for use In fast crltlcal assemb'lles However, 
as yet, IAEA has not accepted the portal monitor for 
routine safeguards use. 

--The Integrated monltorlng system, built by Sandra 
ACDA officials are conslderlng It for interfacing 

RVU upgrade will be needed 

Both ACDA and IAEA agree that the RVU WILL have to be substan- 
tlaLLy upgraded to handle more facl'lltles before It wlLL be 
ready for 1lrpLementatlon The present RECOVER demonstration 
system can only accommodate about 30 to 40 multlplexers and 
monitoring units Were the present system to be given to IAEA 
without any additional modlflcatlon, according to an ACDA official, 
it would be useless as an operational system The upgrade would 
add a mini-computer to the RVU and update the system's software. 

Communlcatlons functions need improvement 

RECOVER experts believe changes are needed to optimize RECOVER's 
communications functions, ln part because of Low Line utilization 
and successful caLL rates Technical changes under consideration 
include 

--changing RECOVER's encryption system, "cumbersome" 
communlcatlons protocoL, and modem (the device 
connecting computers via telephone) ln order to 
increase RECOVER's Line UtlLlzatlon rate. IAEA 
officials generaLLy agreed that, although such 
matters were not urgent enough to require decisions 
during 1983, they must be reviewed before RECOVER 
could be Implemented for routine saFeguards USC, 

--redesigning the on-site multiplexer by adding memory 
and software changes These modlflcatlons wou'ld 
ensure that the multiplexer would disconnect the 
telephone properly and would accommodate new data 
terminal equipment for inspector reports transmission 
(should this function be agreed upon). Although the 
firm prepared new muLtlpLexers to fix a disconnection 
problem, they did not operate properly when tested 
at two facilities in May 1982; 

--upgrading monitor units to accept actual sensor data 
(as opposed to simple status data), which would involve 
hardware as well as software changes Most probably, 
the monitor unit also would need to be changed to allow 
two-way communication 

The first of the above changes 1s required to help alleviate 
some significant problems with RECOVER's communlcatlons Some 
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scientists consider RECOVER's low efflclency In using Its time 
on-line to be a mayor weakness. One RECOVER communlcatlons expert 
noted that, of data transmitted In a RECOVER session, only about 
1G to 20 percent contains any real data on the status of C/S 
devices. This low efflclency yields not only exorbitant telephone 
costs per call, but also llmlts the number of facl'lltles which can 
be Included. Moreover, RECOVER was designed to transmit data at a 
low rate (a mlnlmum under lnternatlonal standards), because dlf- 
ferent natlonal telephone systems vary In ablllty to handle higher 
transmission rates I/ and because fewer errors are made at lower 
transmission rates Than at higher ones. Tests indicate that 
RECOVER could selectively quadruple Its data transmlsslon rate, 
however. 

The importance of such Issues 1s underscored by the results 
of a six-month rellablllty test of RECOVER which revealed a low 
rate of successful. calls For 8 partlclpatlng facllltles, the 
percentage of "good callsH ranged from 4 to 83 percent, with 
an average of 13.5 percent; 2 addltlona'l facllltles had no 
successful call completions. A RECOVER expert malntalned that 
these figures were overly pesslmlstlc and mlsleadlng because 
they Included attempts made by the RVU that had been thwarted 
by problems In the lnternatlonal telephone system--such as busy 
trunk lines --rather than by flaws In RECOVER. Once the RVU reaches 
the on-site multiplexer, the success rate for completed lnterrogatlons 
was much higher. Tf the RVU falls to connect with the multiplexer 
after three successive failures, the RVU moves on, returning 
later. If It cannot get through to the facility wlthln a deslg- 
nated tlmellness goal, an alarm 1s raised In Vienna. 

Theoretically, however, according to the expert, a large 
RECOVER network plagued with bad connections and falled attempts 
could get backed up. A network of about 100 facllltles would need 
a bigger and better RVU 

Despite dlfflcultles, RECOVER's use of the international tele- 
phone network as its medium of data transmlsslon 1s considered by 
pro]ect offlclals to be the best and most cost-effective way to 
transmit RECOVER data. 

Portable verlflcatlon unit 
1s too heavy and fragl'le 

Redeslgnlng the portable verlflcatlon unit 1s necessary to 
reduce its size and weight and to make It less fragile and more 

l/Of RECOVER partlclpant countries, one could barely handle 
the low level, while another could utilize much higher 'levels 
Thus, this rate was lnefflclent for the second country's 
telephone network but almost too efflclent for the first's 
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reliable. The unit's display is SUbJeCt to breakage. Also, 
a shock, an electrical transient, or a storm can cause the unit 
to lose memory; similarly, an inspector's failure to plug In 
the portable verlflcatlon unit wlthln a 24-hour period can cause 
the unit to lose its communlcatlon code inserted from the RVU 
in Vienna, thus preventing the unit from being used during 
the inspection tour A more rugged unit 1s being developed 
to address such problems. 

OTHER AGENCIES HAVE HAD 
A SMALL ROLE IN RECOVER 

ACDA officials recognized ACDA's l-imitations as early as 1980, 
following lnltlal deployment of the prototype system. Despite 
ACDA s subsequent efforts to broaden RECOVER's base in the execu- 
tive branch, other U.S. agencies have not become heavily involved 
in RECOVER. 

The Department of Energy did not agree to a 1980 ACDA request 
that at least some portlons of the RECOVER program be shifted 
to DOE's Office of Safeguards and Security. After receiving 
a relatively neutral IAEA assessment of RECOVER's status, DOE 
concluded that IAEA was not ready to commit itself to RECOVER's 
routine use and that DOE funding for RECOVER as a research and 
development prolect would be lnapproprlate DOE funding has 
been llmlted to $100,000 in 1981 and 1982 for Brookhaven's assess- 
ment of RECOVER cost-effectiveness. Until recently, other U.S. 
national laboratories have had little involvement with RECOVER 

Beginning in fiscal year 1981, the interagency U.S. Program 
of Technical Assistance to Safeguards 1/ (POTAS)--established 
to help meet IAEA's urgent safeguards equipment needs--has provided 
$263,000 for 1981 and 1982 to support IAEA's evaluation of RECOVER 
and to provide a cost-free RECOVER expert. Another $60,000 will be 
made avallable by POTAS in 1983. 2/ In 1981, however, POTAS 
management challenqed the need for a cost-free expert in Vienna 
during 1982 because it believed remaining RECOVER testing could be 
done In the United States, and it recommended that the prototype 
system be "mothballed." A corrpromlse was arrived at by redeflnlng 
the expert's role to include other tasks not directly related 
to RECOVER. 

1/POTAS is funded by the Department of State and managed by DOE - 
with oversight by an interagency committee. The committee 
includes representatives of ACDA, DOE, NRC, and the Department 
of State 

2/Because ACDA does not believe that it can, by law, provide money - 
directly to IAEA, POTAS officials have also administered $260,000 
In ACDA funds for the support of the research agreement. The 
$260,000 has been made available to IAEA via POTAS through a 
series of relnbursable agreements between ACDA and POTAS since 1979 
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NucLear Regulatory Commlsslon (NRC) involvement has been very 
Llmlted because RECOVER has been an ACDA lnltlatlve, rather than 
the resuLt of an IAEA request In 1982 NRC offlclals decided to 
support RECOVER's integration into IAEA safeguards, but they have 
committed no funds to date. The Department of State has been sup- 
portlve of ACDA and RECOVER, according to State offlclals, but-- 
aslde from Its contribution via POTAS-- the Department has not 
directly funded any aspects of the program. 

Despite ACDA's belief that RECOVER is a worthwhile pro]ect 
that should be transferred to another agency, it currently appears 
unlikely that another U.S. sponsor for the prolect will be readily 
avaiLabLe In the near future. DOE officials informed us that DOE's 
posltlon remains unchanged: DOE is awaiting IAEA's decision on 
using RECOVER operationally before providing any funds directly to 
RECOVER. As for POTAS, its use as the primary vehicle for funding 
RECOVER could be questionable, given that ACDA and other U.S. offi- 
cials generally beLleve that RECOVER 1s not urgently needed. POTAS 
was established to meet IAEA's urgent needs and U.S officials 
associated with POTAS have informed IAEA that the United States 
wishes to place more emphasis on the Agency's crucial near-term 
needs and Less on Longer-term solutions for generic problems. 

THE UNITED STATES IS PAYING 
FOR RECOVER'S DEVELOPMENT 

The United States has funded RECOVER's development to date. 
Uncertainties exist over who WILL fund RECOVER's implementation 
and how much it WILL cost. The United States may help pay 
for putting RECOVER into IAEA's routine safeguards use. 

ACDA has allocated $4.1 million 

ACDA fdndlng for RECOVER between 1976 and 1982 has amounted 
to about $4.1 mlLLlon. Almost $3.4 million has been devoted to 
developing the RECOVER system itself. Another $260,000 has been 
made available to support the ACDA-IAEA research agreement, and 
almost $465,000 has been provided to interface RECOVER to a 
variety of C/S devices-- lnc'ludlng the Sandra television system. 
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ACDA FUNDING OF RECOVER 

Year 

1976 $ 216,253 
1977 52,674 
1978 1,031,846 
1979 491,570 
1980 763,115 
1981 784,660 
1982 55,783 

Totals $3,395,9OL $ 260,000 

System Support of Sensor 
deveLopment ACDA-IAEA agreement development Totals 

L/Includes $190,000 for lnterfaclng RECOVER 
television and recording system. 

to the Sandra 

z/Does not include cost of the 1982 RECOVER demonstration 
the Unlted Natlons, estimated to be about $30,000 

$ - $ 216,253 
48,474 LOL,L48 
47,788 1,079,634 
90,086 676,656 

838,LLS 
72,359 947,OL9 

205,945 L/ 261,728 

$ 464,652 $4,120,553 2/ 

at 

ACDA's funding for RECOVER's development has included the 
expenditure of about $230,000 for various promotional activltles, 
lncludlng a film on RECOVER and extensive demonstrations at the 
L980 Treaty on the Non-Proliferation of Nuclear Weapons Review 
Conference In Geneva, and the 1982 United Nations Special Session 
on Disarmament in New York. 

ACDA officials informed us that about $75,000 in 1983 funds 
will be allocated for RECOVER. 

IAEA support 1s LImited 

The IAEA-ACDA research agreement in effect exempts IAEA from 
bearing any cost for RECOVER research, development, and evaluation 
Accordlng to IAEA offlclals, IAEA's contribution to RECOVER has 
been Limited to 

--providing, on a part-time basis, the services of 
certain IAEA research and development officials, 

--supplying space for the prototype RVU, and 

--hosting several meetings of the international 
RECOVER evaluation group. 

IAEA's proJected budgets for future years do not contain funds 
for RECOVER, and under IAEA's budgeting practices, couLd not until 
1985. IAEA officials told us that they expect U.S. support for 
RECOVER's development, testing, and evaluation to continue. The 
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Director General of IAEA Informed us that "stronger U S. support 
than has been avallable during the last 15 months would be required 
to advance RECOVER to an implementation phase." 

The support of other partlclpatlng natlons has been 
encouraged, according to ACDA ACDA was unable to provide us with 
any figures concerning amounts that may have been provided but 
a RECOVER pro]ect official confirmed that "U.S funding has far 
exceeded all others." 

According to IAEA's Director General, IAEA would probably 
expect installation of an operational. RECOVER safeguards system 
at Its headquarters and abroad to take place with member states' 
assistance and funding IAEA informed us that lnltlal commls- 
sionlng and training would need active U S assistance Other 
IAEA officials would not rule out the posslblllty that IAEA 
would turn to the United States for flnanclal aid in deploying 
RECOVER. Executive branch officials belleve that RECOVER's 
Implementation may require the establishment of a special 
extra-budgetary fund, financed by the United States and other 
member nations l/ - 

IAEA believes that the annual cost of operating a RECOVER 
system, once installed, would have to be funded from IAEA's safe- 
guards budget The United States has provided about one quarter 
of the safeguards budget In recent years. 

Cost estimates vary 

There are no reliable estimates of a RECOVER system's likely 
implementation costs, and U.S and IAEA officials were generally 
unwilling to speculate. A 1982 attempt by ACDA to pro]ect equip- 
ment costs for RECOVER's potential implementation during 1984-1987 
produced widely varying estimates Total implementation costs for 
the B-year period ranged from a low estimate of about $320,000 to 
a high of over $4 million The uncertainty was due to the 'Lack 
of any real knowledge concerning (1) the type of facilities at 
which RECOVER would be used and (2) the number of each type that 
would employ RECOVER. An ACDA official subsequently said that 
these estimates were not reliable A Department of State 
offlclal estimated that the costs of deploying RECOVER could be 
as high as $10 million. 

The costs of the various RECOVER components themselves have 
not been precisely estimated. In July 1980 the contractor produced 

l/In commenting on OUL draft report, - the Department of State noted 
that the potential need for extra-budgetary funding is not unique 
to RECOVER, but rather may be a mechanism chosen by IAEA to ( 
finance an lntenslve safeguards equipment procurement program 
in the near future, should that prove necessary. 
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a set of component cost estimates that did not allow for antlcl- 
pated proflts by component manufacturers and did not include the 
cost of the RVU Itself. Moreover, the estimates are expressed In 
1980 dollars and must now be corrected for inflation. To compen- 
sate, Brookhaven offlclals in 1981 added 20 percent to the con- 
tractor's figures, used the contractor's cost proJections for 
annua'l maintenance costs, and ca'lculated costs for spares 

The Brookhaven analysts estimated that a RECOVER network 
lntended to monitor 200 Light water reactor spent fuel ponds 
would involve, per facility, capital costs of over $18,000 and 
annua'l operating costs of $1,240 A fast criticaL facl'lity 
would require about $45,000 In capital costs (including spare 
parts but excluding RVU costs) and $6,000 to $7,000 in annual 
operating costs 

However, the Brookhaven estimates also are not deflnltlve 
because Brookhaven, for example, did not 

--aLways assume a global system; 

--account for post-1981 inflation; and 

--include RVU upgrade costs of a minicomputer, 
estimated at twice the $40,000 RVU cost in 
Brookhaven calculations. 

CONCLUSIONS 

ACDA did not anticipate that it would retain control over 
RECOVER for as Long as it has Although its Lack of a Large 
in-house team of technical specialists has Led to problems, 
ACDA has been unable to secure significantly wider participation 
by other, more technically capable organizations. The problems 
encountered in deve'loplng the camera interfaces and in meeting 
Overall program milestones indicate that ACDA may have found its 
resources taxed to the Limit by the RECOVER program. Program 
delays may have harmed ACDA's efforts to secure new sponsors for 
RECOVER. 

Despite its dlfflcultles, ACDA has succeeded in developing 
and deploying a centra'l prototype system, with Little help from 
other U S. agencies, and in attracting IAEA and'forelgn interest 
In what may yet prove to be a useful safeguards tool. However, 
ACDA's past management problems with RECOVER are signlflcant 
because more technical work 1s Fecessary before the system couLd 
be ready for lmplementatlon. ReseArchland development continues 
on making some sensors usable with RECOVER, but failure to com- 
plete development of interfaces for the cainera and of the fiber 
Optic seal could continue to delay avaiLabiLity of RECOVER- 
monitorable sensors. Moreover, redesign of some components 
seems necessary to allow for system growth. 
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To date, ACDA has provided most of the funds for RECOVER's 
development and lt 1s unclear when Its support of the pro]ect wlLL 
no longer be needed. IAEA financial support, although in accord 
with the IAEA-ACDA research agreement, appears to have been nom- 
inal. Despite the pos.slblLlty that a special multinational fund 
may be required to pay for RECOVER and other safeguards systems, 
there are no up-to-date estimates of how much the various RECOVER 
components would cost. 

RECOMMENDATIONS 

We recommend that, concurrent with the actions recommended 
in Chapter 2, the Director, ACDA, request assistance from the 
Departments of State and Energy, and the Nuclear Regulatory 
Commission In order to determine (L) RECOVER's priority among 
all U.S. safeguards equipment development efforts and (2) the 
appropriate dlvlslon of responslbllltles among U.S. Government 
agencies for expedltlously completing RECOVER tests and studies. 

We also recommend that the Director develop more reLlabLe 
and up-to-date cost estimates for RECOVER components and use 
these estimates co make cost proJections for an operational 
RECOVER system. The previously recommended assessment of 
RECOVER should help develop such estimates and pro]ectlons 

AGENCY COMMENTS AND OUR ANALYSIS 

In commenting on the draft of this report, ACDA, DOE, the 
State Department, and NRC agreed with us that the RECOVER system 
1s not yet ready for operational use by IAEA. ACDA agreed with 
our recommendation that up-to-date cost estimates are needed. 

In regards to our recorrmendatlon that the Director of ACDA 
confer with the heads of other executive branch agencies and NRC, 
ACDA commented that representatives of the Department of State, 
DOE, and NRC have met, and will continue to meet, in various forums 
to discuss U.S. efforts on remote verlflcatlon and secure trans- 
mission of inspector data. ACDA stated that there is agreement 
that, although RECOVER is a Long-term effort, further work on inter- 
faces, detailed utility studies, 
IIat an appropriate level." 

and facility tests should continue 
According to ACDA, arrangements are 

being worked out among ACDA, the Department of State, DOE, and DOE 
contractors on an integrated approach for continuing these efforts. 

NRC commented that RECOVER'S dlrectlon and scope needed to be 
be assessed and that NRC would be prepared to cooperate ln 
the recommended interagency review. 

DOE and the Department of State did not comment on the above 
recommendations. 
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We recognize that representatives of the executive branch 
and NRC have met In working-Level groups to discuss RECOVER 
and other safeguards pro]ccts However, thcsc meetings, and 
other efforts cited by ACDA, have not addressed the thrust of 
our recommendations. Although there 1s a general agreement that 
RECOVER 1s not urgently needed, tne meetings have falled to 
asslgn a prlorlty to RECOVER among aLL U S. safeguards efforts. 
Moreover, ACDA's efforts, as described above, have not secured 
a consensus wlthln the executive branch regarding an appropriate 
dlvlslon of responslblLltles for completing the proJect. There- 
fore, we belleve our recommendation 1s Justlfled, given (L) the 
importance ACDA offlcia'ls have placed on transferring RECOVER 
to another agency, (2) the many U S safeguards proJects competing 
for support, and (3) the wllllngness of NRC to partlclpate In 
an interagency review and the Lack of any expressed ObJectlon 
by DOE and the Department of State. 
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SOURCFS OF 1MFCRI"'ATIOK 

APPENCIX I 

Fye used the following sources of lnformatlon to address 
the ob-Jectlves of this review. 

U.S. agencies 

We revlewed records and lntervlewed officials at the Arms 
Control and Olsarmament Agency, the Oepartments of State and 
Energy; the Nuclear Regulatory Commission; and the U.S. Misslon 
to the International Atomic Energy Agency in Vienna. 

filatlonal laboratories 

U.S. national laboratorles are Government-owned, contractor- 
operated faCllltleS, which conduct extensive research and develop- 
ment. To gain insight into the relationship of RECOVER to other 
safeguards developrent pro]ects, we visited the Erookhaven National 
Laboratory's Internatlonal Safeguards Prolect Office and Technical 
Support Organization. In addltlon, we contacted officials at 
the Los Flamos, Sandra, and Eatelle natlonal laboratories. 

Foreign governments 

Fe attended the 1982 IAFA conference of U.S. and foreign 
FFCOVER experts and met with RECOVFR program participants from the 
governments of Australia, Eulgaria, Canada, kest Germany, Japan, 
and the United Kingdom. The purpose of these meetings was to 
discuss the partlclpants' experiences with the RECOVFR Fro]ect 
and their assessment of its progress and Froblems. 

International organization 

We visited the headcuarters of the Internatlonal Atomic Energy 
Agency in Vierna, and met with IAEA offlclals to determine their 
oplnlons on RFCCVER's utlllty and acceptablllty for lnternatlonal 
safeguards use. 

Private industry 

Fe net with representatives of RECCVER's primary contractor 
to discuss their involvement In the design and development of 
EECCVFR' s concept and corrponents. Also, we pet with a former 
RECOVER pro]ect officer to dlscu ss RECOVFF's origins and history 
and to determine the nature of other pro]ects based on RECOVER 
technology. 
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Reports 

Ae also reviewed a number of other publlshed reports, 
including the following 

--Annual Presidential ReFOrtS on Nuclear Non- 
Proliferation; 

--Brookhaven hational Laboratory report on RECOVER’s 
cost-effectiveness; 

--various IAEA reports; and 

--our previous reports on related Issues. 
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FROPOSED ALTEFNATIVF USES FOF RECOVER 

TRAhSEAVEP 

As sea transport of nuclear materials has grown In recent 
years, there have been suggestions that the physical security 
of sea ShlFrrents can be 1mFroved. KRC determlned one way to 
1mFrove the security of these shipments would be to provide 
a remote ShlFment status monltorlng capablllty similar to that 
which would be provided for fixed sites by the RECOVFR system. 
BRC and FCI)A have loaned resources on investigatirg the feasi- 
bility of a concept called TFANsport-by-SEA-VFRiflcation 
(TRAFSEAVER). 

The TRPNSFAVFR concept corrblnes RECOVER-type components 
with MARISAT (ErARItime SATellite) equipment, penetration resistant 
shipping containers, and remotely monltorable sensors to provide 
continual monltorlng of the locations and the lntegrlty of nuclear 
material containers in seaborne shipment. Deviation from planned 
course or attempted tampering of the cargo would produce an alert 
upon demand at a central command console. 

TRFNSFAVEP would use C/S devices and components common to 
FECOVEF and criteria, l.e., reliability, security, etc., similar 
to those applied to RECOVER. 

TRANSEAVEE, developed through a $70,000 sole source contract 
with a private firm, 1s a bilateral prolect of the United States 
and Japan. There is no IAEA involvement, however, and none expected 
in the foreseeable future because IAEA does not deal with physical 
security. 

Chemical weapons 

In 1981 ACDA proposed that the United Nations Committee on 
Disarmament consider the potential for using RECOVER to remotely 
monitor instruments verifying compliance with a future treaty 
banning chemical weapons prOdUCtiOn. As a result of U.S. efforts 
to bring the concept to the attention of other countries, a 
worklpg paper was produced during the parch 1982 rreetlng of the 
Committee. The paper proposes conducting an international tech- 
nical study to identify chemical weapons verification Froblems 
analogous to those faced by IAFA and amenable to a RFCOVER-style 
system. One posslblllty would be monltorlng of inactive chemical 
weapons production Flants to verify that no activity is occurring. 
A RECCVFR system could help cover the gap between inspector visits. 
The technical study would Include a demonstration of the concept. 
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ECIZF cfflclals speculated that a chemical weapons-RECOVER 
would be only one part of an overall network of overlapping and 
complementary verlflcatlon methods. 

The general reaction to the proposal has been cautious 
interest, according to ACCA officials. They also stressed that 
the precise nature of a chemical weapons-RECOVER is still hypo- 
thetical and undefined at this time. 

Cautioning that RFCCVFR should not be considered s panacea, 
one FCCF official emphasized that the system 1s a particular type 
of remote monitoring system, tailored for IAEA, that appears to 
have some apFllCablllty for certain chemical weapon uses. He is 
uncertain whether other suggested applications have any validity 
because rronltorlng systems generally are structured to rreet 
particular needs. 

Comprehensive Test Fan Treaty 

It is not clear, according to ACDA, what RECOVER's applica- 
tion could be in verifying corrpliance klth a Comprehensive Test 
Ean Treaty. The current RFCOVFR design, however, could not moni- 
tor sels~lc stations used to detect unlawful nuclear detonation, 
according to an FCI)? official. 

Comestlc safeguards 

To date, there has been consideration of using RECOVER in 
some countries' domestic safeguards systems. Principal interest 
has been shown by the United States and Japan. The U.S. Covern- 
merit has concluded, however, that RECOVER would have limited 
use for the U.S. dorrestlc safeguards system. Japan, on the other 
hand, 1s pursuing examination of possible RECOVER applications 
for that country's safeguards program. 

L,lttle use for U.S. domestic safequards 

In February 1982 NRC completed a review on the applicability 
of RECOWR to IYRC'S program for U.S. domestic safeguards of nuclear 
facilities. The review found that while such a remote monitoring 
capability as RECOVFR may be useful for international safeguards, 
where the ob]ectlve 1s limited to detectlon of diversion, It 1s 
of culte limited utility for domestic safeguards at facilities 
possessing formula auantitie s of special nuclear material, where 
the ObJectlve is preventing theft. Prevention of theft requires 
a capability for rapid assessment of and response to unauthorized 
actlvltles and an on-site security organization capable of contln- 
uous status monitoring, assessment, and responses. The only 
benefit to be gained by NRC from such a system would be a marginal 
increase in assurance that all such events were reported. 
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The review also noted that the utility of RFCOVFR 1s further 
reduced by ll~ltations In Its ablllty to monitor large bulk pro- 
cessing plants handling or capable of producing types of special 
nuclear material that are directly usable in a nuclear explosive. 

Furthermore, U.S. domestic licensees are responsible for 
notifying the Commission about safeguards events. 

Japanese interest in RECOVER for domestic use 

Japanese safeguards specialists in early 1982 completed a 
study of the use of RECOVER In their domestic safeguards program. 
According to the State Department, this posslblllty has elicited 
signlflcant interest by Japanese government officials. 
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UNITED STATES ARMS CONTROL AND DISARMAMENT AGENCY 

November 26, 1982 

Mr. Frank C Conahan 
Director, Internatlonal Division 
General Accounting Office 
Washington, D.C 20548 

Dear Mr. Conahan 

This 1s In response to your letter, dated October 28, 
1982, to Mr Rostow requesting comments on the draft GAO report 
entitled "The RECOVER System Is Not Ready For Use In Improving 
International Nuclear Safeguards." The recommendations made 
In the draft report are addressed in Attachment A whereas 
comments and corrections of a technical nature made directly 
to Messrs. Toureille and Phillips of your Staff in a meetlng 
held in my office on November 24 are summarized in Attachment B 
[See GAO NOTE 1 
The remarks below are intended to provide you with additional 
information on our perspective on the RECOVER effort 

The demands on the IAEA safeguards system are lncreaslng 
rapidly. In order to meet the challenge of these demands for 
efflclent as well as effective safeguards, the IAEA must take 
advantage of technological developments as they become available 
ACDA's external research program serves to explore lnnovatlve 
Concepts of potential use by the IAEA For safeguards Some of 
these concepts have not come Into routine use by the IAEA 
Until years after ACDA has completed the initial R&D phase For 
example, prototype spent fuel bundle counters for heavy water 
reactors which were developed and tested by ACDA during 1970-75 
in cooperation with Canada are expected to come into routine 
IAEA use in 1983 

GAO NOTE. We have modified the report to reflect the lnformatlon 
provided by those commenting on the report ACDA's 
technical corrections have not been reproduced here, 
however, appropriate changes have been made to the report 
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ACDA's safeguards research program has been involved in 
developing and testing new safeguards approaches, analytical 
techniques, and prototype safeguards equipment for nuclear 
facilities since 1968. Early work on isotopic correlations, 
resin bead analysis of chemical samples, and safeguards 
approaches based on diversion path concepts have resulted in 
safeguards procedures currently used by IAEA A number of 
ACDA-sponsored research provided a foundation for ethers to 
build upon, resulting in efforts Just now maturing to safeguards 
implementation For example, prototype reprocessing plant 
safeguards instrumentation was developed in 1972, work on TV 
surveillance was undertaken and long-term research on fiber-optic 
seals was initiated in 1973, experience was gained in 1978 
with motion detection and data encryption capability 

It should be pointed out, in no case were these develop- 
ment efforts predicated on an a priori acceptance by the IAEA 
of the equipment and/or results for routine safeguards use. 
Rather, these efforts were conducted in close cooperation with 
the IAEA using the iterative process fundamental to R&D. 

This is the context In which ACDA's efforts on remote 
verification must be viewed, namely in the context of ex- 
ploring the feasibility and utility of remote verification 
as a promlslng concept for potential use by the IAEA on a 
inter-facility, multi-faclllty, country, regional, and/or 
global basis. And in this context, there is no question that 
RECOVER has stimulated at the IAEA and in key member states 
serious consideration and analysis of remote verification 
for IAEA use. It is indeed significant when the Director 
General of the IAEA states that "RECOVER would improve safeguards 
by increasing assurance and credlblllty through timely warning 
of equipment malfunction and would be of great assistance to 
IAEA inspectorsW. It is no accident that Japan now spends 
$250,000 to modify the portal monitor at a nuclear facility 
for RECOVER and allocates around $400,000 In research on remote 
verification for potential IAEA safeguards use To a certain 
extent the RECOVER pro]ect must have influenced Germany's efforts 
in remote verlficatlon and Canada's interest in bringing data 
from various nuclear facilities to a central location. 
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Finally, while we certainly agree with GAO's conclusion 
that the RECOVER system is not yet in an operatlonal status for 
use by the IAEA, It should be pointed out that laboratory 
(Class I) and prototype (Class II) equipment for testing the 
feasibility of a concept, such as RECOVER, 1s by definition 
not lntented for routine IAEA use. With this in mind, a more 
appropriate title for the report should be found [See GAO NOTE 3 

I hope that the above has served to provide you with ACDA's 
perspective of the work on RECOVER. Your final report will 
undoubtedly provide the reader with a useful stock-taking of 
this effort and bring together the views of interested agencies 
and individuals. Please be assured of our fullest cooperation 
and support in this effort 

Joerg H- Menzel 
Chief, Nuclear Safeguards 
and Technology Division 

Attachments As Stated 

GAO NOTE: We have changed the report title 
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ATTACHMENT A 

ACDA Comments on GAO Draft Recommendations 

APPENDIX III 

1. "GAO recommends that before further effort 1s expended 
towards RECOVER's development, the Director of the Arms 
Control and Disarmament Agency obtain from the Inter- 
national Atomic Energy Agency definitive criteria for its 
acceptance of a operational RECOVER system for routine use ' 

ACDA derives its mandate to conduct external research for 
international safeguards from Section 31 of the Arms Control and 
Disarmament Act of 1961, as amended This research program has 
been in existence since 1968 It is specifically designed to 
provide relevant information on international safeguards to U S 
policy makers, to explore innovative safeguards approaches of 
potential use by the IAEA, and to support the U S effort in 
strengthening IAEA safeguards The program is characterized 
primarily by exploring the feasibility of new concepts and new 
technology, often with the close cooperation of one or more 
foreign government4 and/or the IAEA 

Under Section 31 of the Act mentioned above there is not, 
rlor can there be, a require-c?t to 3 b=tai? from a foreign govern- 
ment or international organization definitive criteria for their 
acceptance of research results and/or equipment as a condltlon 
for conducting such research Furthermore, the IAEA cannot, 
nor should it, commit itself a priori to using any specific 
safeguards equipment developed by a particular member state 
Consequently, ACDA could not accept a recommendation as contained 
ln the draft report 

2. "GAO recommends that, prior to expending further substantial 
effr,rts in developing RECOVER, the Director should reassess 
the RECOVER program in light of the problems outlined abpve 
and the International Atomic Energy Agency's criteria lr 

For FY-1983, ACDA staff has proposed the expenditure of 
$75,000 for RECOVER with emphasis on sensor interface development, 
more detalled studies on the steps necessary for the integration 
of remote verification and secure inspection data transmission into 
standard safeguards practices, and further communications develop- 
ment In regard to East-Bloc countries Consequently, in light of 
the comments In item 1 above and the on-going discussions among 
Executive Branch Agencies on remote verification, we do not believe 
a reassessment is called for but rather the normal review appropriate 
at this stage of development 
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3 "Upon completion of the reassessment, GAO recommends that 
the Director present the results to the Dlrector General 
of the Internatlonal Atomic Energy Agency and obtain his 
declslon regarding acceptance of RLCOVER for routine 
safeguards use If the Director General does not lndlcate 
acceptance of RECOVER at that time, the Director of the 
Arms Control and Disarmament Agency should terminate all 
further development of RECOVLR for lnternatlonal nuclear 
safeguards purposes 11 

In view of Section 31 of the Arms Control and Disarmament 
Act of 1961, as amended, and In view of the practices establlshed 
by the Executive Branch Agencies, the IAEA, and IAEA member states 
for the conduct of research in support of lnternatlonal safeguards, 
this draft recommendation is not appropriate. 

4 "GAO recommends that, concurrent with the actions recom- 
mended above, the Drrector of the Arms Control and Disarma- 
ment Agency confer with the Secretaries of State and Energy, 
and the Chairman of the Nuclear Regulatory Commission to 
obtain an executive branch determination of (1) RECOVER's 
priority among all U S safeguards equipment development 
efforts and (2) the appropriate division of responslbllltles 
among U S government agencies for expeditiously completing 
RECOVER tests and studies." 

Representatives of the agencies mentioned above have met, 
and will continue to meet, in various fora to discuss U b ettorts 
on remote verlflcatlon and secure transmission of inspection data 
On the priority of RECOVER there is agreement that, while a long- 
term effort, further work on sensor Interface, more detailed study 
of ut111ty, and faclllty tests should continue at an appropriate 
level Arrangements are being worked out among ACDA, State, DOE 
and its contractors on an integrated approach for contlnulng these 
efforts 

5 "Until the Director of the Arms Control and Disarmament 
Agency has obtained favorable International Atomic Energy 
Agency decision on adopting RECOVER for routine safeguards 
use, GAO recommends that he halt efforts to upgrade the 
central verification unit for implementation purposes ” 

Refer to items 1 and 3 above Also, there are no current 
efforts to upgrade the Resident Verification Unit for implemen- 
ration purposes. [See GAO NOTE on the next page ] 
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6. "Furthermore, the Dlrector should develop more reliable and 
up-to-date cost estimates for RECOVER components and should 
direct that these estimates be used to develop accurate cost 
proJections for the implementation of a RECOVFR system II 

We agree that up-to-date cost estimates are needed for the 
potential lmplementatlon of remote verlflcatlon and secure lnspectlon 
data transmlsslon by the IAEA 

GAO NOTE. During our review we Learned of a proposed ACDA plan to 
upgrade the RVU to handle "several hundred" faclLlties 
Because we belneved that the upgrade--4hlch was to have 
been given top prlorlty In 1983--would have been prema- 
ture, our draft report recommended that It be postponed 
until IAEA accepted RECOVFR However, an ACDA official 
subsequently informed us that the proposal had falLed to 
win further approval wlthin ACDA shortly before ACDA 
received our draft report Because ACDA no Longer has 
plans to upgrade the RVU in 1983, we have deleted the 
draft recommendation from the final report 
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Department of Energy 
Washington, D C 20585 

DEr 3 1982 

Mr J. Dexter Peach 
Director, Resources, Community 

and Economic Developlnent Illvision 

II. S. General Accounting Office 
Washington, I). C. 20548 

Dear Mr Peach 

The Department of Enerqy (tNE) appreciates the opportunity to WV~PW and 
comment on the GAO draft report entitled "The RFCDVFR Systpfl Is not Ready 
for Use in Improving International Nuclear SafPquards." The draft (40 
report correctly characterizes RECOVER as a systea initiated by the Arms 
Control and 9lsarmarlent Aqency (ACDA) and needlnq siqniflcant arlditional 
development before it can be used routinely for IAFA safeguards The 
report 1s correct in recommendlnq that suhstantlal questlons of system 
acceptability be addressed prior to a further mayor effort along lines 
pursued in the past In genrral, scrlous aid detailed consideration should 
he given to whether it is likely that technical assistance, carried through 
to completion, will then he used as intend4 In this instance and at this 
time, the IAEA may not be able to provide necessary and sufflclent crlterla 
for placing RECIWER in routine operational use An I9EA response to 
requests for such crlterla would have to reflect a hlqh level of confidence 
In the success of the system, whicn may nut yet have bppn adequately 
defined and derlonstrated, and would have to take Into account the wishes 
of 'lenber States of the 14EA Such 5tatPS are under no fOrTal obll(jatlOn 
to accept a RECOVER systerl Sow States would decline, at least initially 

Since the GAO staff prepared its report on the RECOVFq systemi, 4ClA has 
proposed informally to the lnterdqency Technlcal Support roordlnatlnq 
(lommittce that the II S nroqram of Technlcal 4sslstancP to I1EA Safcquards 
assume primary responsibility for future work on RFTOVER Considerable 
lnterest has heen expressed wlthln this co"1'7lttee on the broader suhjrct of 
remote monltorlng of safequards Plulpment by Inspectors Promising applica- 
tlons for reriote Inonltorinq exist wlthln facllltles now su$zect to continuous 
lnspectlon by the IAEA and wlthln facllltles located near exlstlnq IAFA 
offices in Austria, Canada, and Japan Possible steps now under consideration 
lncl ude rel lab1 1 lty testinq of much of the equipment that has been developerl 
under RFCOVFR dS well as the dcvelopWnt and testlnq of other required equip- 
ment. If work goes forward successfully on iore locallzei applications of 
remote monltorlnq, technlcal experience and acceptance by l'emoer States qay 
provide a sollnd hasls for fiJture declslons by the IAFA on the need and 

acceptability of nlore remote qonltorlnq as envlslon~~d In the I)tCfiVFR system 

GAO NOTE We have modified the report to reflect the lnformatlon 
provided by those commenting on the report 
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Comments of an edltorlal nature have been provided directly to members of the 
GAO audit staff. [SEE GAO NOTE 1 DOE appreciates the opportunity to comment 
on this draft report and trusts that GAO will consider the comments in preparing 
the final report. 

Sincere1 , 

6 Mart a 0. Hesse 
Assistant Secretary 
Management and Adminlstratlon 

GAO NOTE DOE's edltorlal comments have not been reproduced here 
However, appropriate changes have been made to the report 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON 0 L 20555 

NOV 3 3 1982 

Mr J Dexter Peach, Director 
Resources, Community and Economic 

Development Dlvlslon 
tl S General Accounting Offlce 
Washington, D C 2054 

Dear Mr Peach 

This IS in response to your letter of October 28, 1982, requesting 
~orrments on the draft report to the Congress entltled "The RECOVER 
System Is dot Ready For Use In Improving International Safeguards ' 
The proposed report has bwn reviewed by the Nuclear Regulatory 
Commission staff 

NRC shares the view, noted In the draft report, that RECOVER IS not 
ready for safeguards use and that the dlrectlon and scope of the 
program need to be reassessed This reassessmwt should include a 
careful conslderatlon of hair RECOVCR could be integrated into the 
IAEA safeguards approaches for the various types of facilities 

At the same tlmc, the NRC believes the RECOVER concept Ilerlts further 
conslderatlon as a tool to improve the effectiveness of the IAEA 
safeguards regime In this Lonnectlon, LJe would be prepared to 
cooperate in the recommended interaqency revlerl of RECOVER's prlorlty 
among U S safeguards development efforts In addition, the NRC 
plans to continue its participation in the U S interagency Technical 
Support Coordinating Committee for the U S Program of Technical 
Assistance to IAEA Safeguards (DOTAS) which IS already conslderlng 
a number of the problems raised ln your report 

With regard to the Crookhavrn study, the review was basically llmlted 
to the global application of RCCOVER and consider4 nnly hwwf1t.s 
relative to the ability Lo reestablish Inventories i!hen more 
localized applications are considered, and the benefits from timely 
detection are included, Ire believe that RECOVER could have application 
to bulk handling facilities to enable timely response to surveillance 
equipment problems 

During our revierr of the draft GAO report, WC noted in t.\qo places 
(top Of page 2 and bottom of pagc15) that the statement is made that 
U S officials have reJected use of RECOVER for U S domestic safeguards 

GAO NOTE We have modified the report to reflect the lnformatlon 
provided by those commenting on the report 
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Fir J Dexter Peach 

It would be more appropriate from an ?(RC viewpoint, to indicate that 
an NRC review concluded that the RECOVER concept would have quite 
limited utility and would not be cost effective for the NRC domestlc 
safeguards program (see pages 38 and39) 

To avoid confusion, the second full sentence on page 39 should be 
modified slightly to indicate that "U S domestic licensees are 
responsible for notifying NRC about safeguards events ' 

Sincerely, 

APPENDIX V 

Executive Director for Operations 
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29NOV 1982 

Dedr Frdllk 

I am replying to your letter of October 28, 1982, which 
forwarded copies of the draft report "The Recover System 1s 
not Ready for Use in Improving International Nuclear 
Safeguards n 

The enclosed comments on this report were prepared by the 
Acting Assistant Secretary in the Bureau of Oceans and 
International Environmental and Sclentlflc Affairs 

We appreciate having had the opportunity to review and 
comment on the draft report If I may be of further 
assistance, I trust you will let me know. 

Enclosure 
As stated 

Mr Frank C Conahan, 
DIrector, 

International Division, 
U S. General Accounting Office, 

Washington, D C 

GAO NOTE We have modlfled the report to reflect the lnformatlon 
provided by those commenting on the report 
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GAO Draft Report "The RECOVER System IS Not Ready for use in 
Improving InternatIonal Nuclear Safeguards" 

We agree with the GAO that the next step In the 
RECOVER development program should be to focus on the role 
RECOVER would play In an improved IAEA safeguards reglme 
We do not, however, agree with some of the specific re- 
commendatrons proposed Ln the draft report The RECOVER 
program is a U S in3t3ativer rather than an IAEA requested 
proJect The first step was to demonstrate the basic con- 
cept of remote verification of safeguards lnformatlon The 
next steps are generally well defined in the GAO draft report, 
but the recommendatron for "defrnltlve crlterra for LIAEAI 
acceptance of an operational RECOVER system for routine 
use ” appears to be premature Rather, the IAEA should seek 
at thus time to define more specifically how such a remote 
verification capability would be used and therefore what 
features the system should have In addltlon, It must be 
noted that the IAEA does not commit Itself to using any 
speclfrc safeguards equipment until that equipment has been 
completely developed and tested In field condrtrons We 
belleve this policy of not buying "a plq In a poke" IS a 
prudent procurement policy The proposed recommendation 
that further hardware development of RECOVER be dependent 
upon a decision by the IAEA "regarding acceptance of RECOVER 
for routine safeguards use” would require the IAEA to commit 
itself to buying and using a partially developed and unproven 
system We believe that hardware development should proceed 
upon completron of the reassessment outllned In your second 
recommendation 

Second, we note that the discussion on page 31 (and to 
some degree that on page 21) regarding possible extra- 
budgetary funding for RECOVER procurement IS ambiguous and 
SUbJeCt to mlslnterpretatlon Since the IAEA's safeguards budget 
1s severely constrained, procurement of the large quantities 
of new equipment proJected to be necessary over the next five 
years may require some fundlng outside of the regular budget, 
however, :t is not yet clear that the IAEA will need or seek 
such funding Should the IAEA seek such extra-budgetary funding, 
and should the IAEA also decide to purchase a RECOVER system 
for routine safeguards use, the funding for RECOVER would be 
through this extra-budgetary procedure because RECOVER would 
be a very substantial equjpment purchase We belleve that the 
GAO report should Indicate that the potential need for extra- 
budgetary fundlng is not unique to RECOVER, but rather may 
be a mechanism chosen by the IAEA to finance an lntenslve 
safeguards equipment procurement program In the near future, 
should that prove necessary 
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Third, the dlscusslon regarding possible extra-budgetary 
funding of RECOVER procurement, and that the U S 1s paying 
for the development of tnls U S inrtiative, are in a chapter 
entitled "Management Problems also Raise 9uestlons About ACDA's 
Future Role in RJXOVEP's Development 11 rqe do not see either of 
these specific sublects as ieflectlng management problems 
within ACDA, or elsewhere R.DC0VD.R is entirely a U S 
lnitiatlve, and therefore U S funding 1s to be expected In 
addition, the IAEA is not in a position to fund significant 
research and development work of any sort, this is the origin 
of the U S Program of Technical Support to Safeguards (POTAS) 
and the technical support programs of other countries 
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