
APRIL 14, 1981 

[GAUD AND =USE I N  FEDERAL F R O G R U G :  

THE A U D I T O R ‘ S  ROLE 

PRESENTED BY 

J O H N  D .  HELLER 
A S S I S T A N T  COMPTROLLER GENERAL 

O F  THE UNITED STATES 

B E F O R E  T H E  

N A T I O N A L  A S S O C I A T I O N  O F  ACCOUNTANTS 

WILKES BARRE, PENNSYLVANIA 

i 



Speaking a f t e r  d i n n e r  reminds m e  of an 

a n c i e n t  Roman h i s t o r y  lesson I l e a r n e d  i n  a 

c o u r s e  a t  K i n g ' s  c o l l e g e .  The s t o r y  t a k e s  p l a c e  i n  t he  

Roman c o l i s e u m  w i t h  l i o n s  and g l a d i a t o r s .  The Roman 

E m p e r o r  had  j u s t  s e t t l e d  down i n  h i s  s ea t  i n  t h e  b i g  

c o l i s e u m  t o  wat.ch the  C h r i s t i a n  g l a d a t o r s  f end  off t h e  

hungry  l i o n s .  The f i r s t  C h r i s t i a n  was s e n t  o u t  i n t o  

t h e  middle  of the a r e n a .  A l i o n  w a s  t h e n  l e t  loose, and 

j u s t  a s  it was a b o u t  t o  c h a r g e ,  the  C h r i s t i a n  r a n  up t o  

t h e  an imal  and whispered  something i n  i t s  e a r .  The l i o n  

assumed a t h o u g h t f u l  look and s lowly  but d e c i d e d l y  walked 

away. 

The Emperor, of course,  was a s t o u n d e d .  H e  be l lowed  

t o  one of h i s  g u a r d s  t o  b r i n g  him t h e  m y s t e r i o u s  and  

wonderful  C h r i s t i a n  who, w i t h  a f e w  words,  c o u l d  tame 

t h e  angry  l i o n .  

" C o m e  h e r e ,  C h r i s t i a n , "  t h e  Emperor s a i d  t o  the  man, 

"and I ' l l  spare you your  l i f e  i f  y o u ' l l  o n l y  t e l l  m e  

what you whispered  i n  t h e  ear  of  t h e  l i o n  t h a t  made 

him walk away." 

"That 's  e a s y , "  r e p l i e d  the C h r i s t i a n .  "I t o l d  him 

h e  could  have  m e  if h e  l i k e d ,  b u t  t h e r e ' d  be s p e e c h e s  

a f t e r  d i n n e r . "  



t 

So, now t h a t  we've a l l  had dinner ,  I'm going to t a l k  

about the problem of fraud, abuse, and waste i n  Federal 

programs. I a l s o  want t o  t a l k  about t he  auditor's ro l e  

i n  taking the  prevent ive,  de t ec t ive ,  and co r rec t ive  mea- 

su res  t o  combat t h i s  problem. 

Given the  magnitude of the problem--and we're  t a l k i n g  

b i l l i o n s  of d o l l a r s  here--the a u d i t o r  i s  i n  the hey- 

day of the  accounting and audi t ing  profession.  At l a s t  

we can shed our green-eyeshade image f o r  something a l i t t l e  

more hero ic .  The r o l e  of the aud i to r  today i n  the  salva- 

t i o n - o f  Federal programs has never been more c r u c i a l ,  more 

demanding, and p o t e n t i a l l y  more s a t i s f y i n g  and rewarding. 

A s  you a re  a l l  aware, GAO is t he  i n v e s t i g a t i v e  arm of 

t h e  Congress. We a r e  responsible €or reviewing Federal 

programs and r e l a t ed  annual expenditures of more than $650 

b i l l i o n  of the Government's purse. O u r  a u d i t  scope i s  j u s t  

about a s  broad a s  the  Federal Government i t s e l f .  A n d  we're 

no s t rangers  t o  waste and management i n e f f i c i e n c i e s  i n  

Federal programs. I n  f a c t ,  I thought I ' d  s t a r t  ton ight  

by t a lk ing  about a reas  we've a l l  heard a l i t t l e  something 

about--problems a t  t he  General Services  Administration 

and computer fraud. 



The GSA f r a u d  and c o r r u p t i o n  s t o r i e s  s t a r t e d  making 

t h e  h e a d l i n e s  i n  1978, b u t  t h e  a c t u a l  e v e n t s  unfo lded  

y e a r s  be fo re .  W e  know m o s t  of t h i s  because  of o n e  R o b e r t  Lowry, 

a p a i n t  c o n t r a c t o r ,  who o n e  day dec ided  t o  s p i l l  

t h e  beans.  According t o  Lowry, h e  provided  GSA o f f i c i a l s  

w i t h  cash,  t r i p s ,  c a l l  g i r l s ,  and f r e e  p a i n t  jobs o n  

t h e i r  homes i n  o r d e r  t o  g e t  G S A  c o n t r a c t s  t o  p a i n t  Federa l  

b u i l d i n g s  i n  Washington. L e t t e r s  h e  w r o t e  i n  1975  and '76 

t o  GSA, GAO, t h e  FBI, and Congressmen exposed b r i b e r y  and 

kickback schemes i n  d e t a i l .  This s t a r t e d  f u l l - s c a l e  

i n v e s t i g a t i o n s  and c o n g r e s s i o n a l  h e a r i n g s  and i s  s t i l l  

producing a long l i s t  of i n d i c t m e n t s  and c o n v i c t i o n s .  

I n  a d d i t i o n  t o  t h e  p a i n t  s c a n d a l s ,  i n v e s t i g a t i o n s  

s u r f a c e d  m i s u s e  o f  Government c r e d i t  c a r d s ,  man ipu la t ion  

of b u i l d i n g  l e a s e s ,  and a s s o r t e d  shady buying p r a c t i c e s  

invo lv ing  f u r n i t u r e ,  t y p e w r i t e r s ,  c a l c u l a t o r s ,  overhead 

p r o j e c t o r s ,  cameras, TV's, and you-name-it. 

Between 1 9 7 3  and t h e  t i m e  t h e  s c a n d a l s  broke  i n  1978 ,  

GAO had i s s u e d  200 r e p o r t s  on management improvements 

needed i n  numerous a r e a s  i n  GSA.  Most n o t a b l y ,  w e  put 

o u t  a r e p o r t  i n  1977 on GSA s e l f - s e r v i c e  s t o r e s .  Those 

a r e  sma l l - sca l e  o f f i c e  supply  s t o r e s  l o c a t e d  on t h e  premises  

o f  many Government agenc ie s .  Agency employees a r e  i s s u e d  

shopping p l a t e s ,  and with a g roce ry  c a r t ,  can go p i c k  up 

p a p e r ,  p e n c i l s ,  and misce l laneous  o f f i c e  s u p p l i e s  

needed f o r  a p a r t i c u l a r  o f f i c e  u n i t .  
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O u r  ' 7 7  r e p o r t  no ted  inadequate  cont ro ls  over '  s tore  

i n v e n t o r i e s ,  shopping p l a t e s ,  and s tore  purchases ,  among 

o t h e r  t h i n g s .  During t h a t  yea r ,  widespread f r a u d  s u r -  

faced i n  t h e  s e l f - s e r v i c e  s t o r e s .  U . S .  a t t o r n e y s  i n v e s t i -  

ga t ed ,  c o n v i c t i o n s  w e r e  o b t a i n e d ,  and p r i s o n  s e n t e n c e s  

were handed o u t .  Nonethe less ,  by l a s t  surruier, w e  i s s u e d  

ano the r  r e p o r t  on t h e  s e l f - s e r v i c e  s t o r e s  with n e a r l y  

i d e n t i c a l  f i n d i n g s :  l a c k  of adequate  con t ro l s  ove r  s tore  

i n v e n t o r i e s ,  o p e r a t i o n s ,  and shopping p l a t e s - - a l l  p r o v i d i n g  

t h e  p o t e n t i a l  f o r  f u r t h e r  f r a u d .  

. S i n c e  the 1 9 7 8  s c a n d a l s ,  GAO h a s  r e p o r t e d  on t h e  mul- 

t i p l e  award buying  p r o g r a n ,  q u a l i t y  a s s u r a n c e ,  t h e  r e p a i r  

and r e h a b i l i t a t i o n  program, and f u r n i t u r e .  The r e p o r t s  

c o n t a i n  a l i t a n y  of i n t e r n a l  c o n t r o l  recomnendations.  B u t  

what you w o n ' t  r e a d  i n  t h e  r e p o r t s  i s  t h a t  t h e  Commissioner 

of t h e  Fede ra l  Supply S e r v i c e ,  which o v e r s e e s  t h e  supp ly  

s t o r e s  I j u s t  t a l k e d  abou t ,  changed 8 t imes  i n  a p e r i o d  

of 3 yea r s .  

All of  which b r i n g s  me t o  t h e  moral of t h e  G S A  s t o r y  

and of my t a l k  t o n i g h t :  t h e  a u d i t p r ' s  role. i n  r educ ing  

Government f r a u d  and cor rupt iondcan  b e  seen o n l y  i n  tandem 
@ A u k  - ./ 

with t h a t  of t h e  F e d e r a l  program manager. I cannot  over- 

s t a t e  t h e  impor tance  of the Federa l  manager i n  d e a l i n g  wi th  

t h i s  massive problem of f r a u d ,  abuse ,  and was te  i n  Govern- 

ment. I f  t h e  F e d e r a l  manager does n o t  implement - and 
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. monitor and follow up on t h e  system of i n t e r n a l  con t ro l s ,  - 
the  aud i to r  can f ind  and recormend and f ind  aga in ,  but w e ' l l  

no t  see  an end t o  t h i s  s tagger ing  m i s u s e  and abuse of 

taxpayers '  money. 

Computer fraud i s  an a rea  which GAO h a s  been i n v e s t i -  

g a t i n g  f o r  years ,  with dramatic r e s u l t s .  A t  t he  Depart- 

rnent of Housing and Urban Development i n  1 9 7 5 ,  GAO a u d i t o r s  

t e s t ed  the agency's pay ro l l  computer. They managed t o  ge t  

Donald Duck on t h e  pay ro l l  and were about t o  i s s u e  him a check 

f o r  $99,000. Even f o r  a r e a l  person, t h e  idea of a check 

t h a t  s i z e  should have sounded some alarms, s ince  a t  t h a t  

time, t he  top Federal  b u r e a u c r a t ' s  annual s a l a r y  

was $47 ,500 .  GAO a u d i t o r s  a l s o  included Mickey and Minnie 

Mouse and 27 o the r  cartoon cha rac t e r s  on t h e  r o l l s .  

I f  t h i s  seems t o  be an extreme method of making a 

po in t ,  consider t he  following inc ident  which occurred 

a t  the  Social  Secur i ty  o f f i c e  i n  1 9 7 8 .  Soc ia l  Secur i ty  

o f f i c i a l s  had boasted t h a t  t h e i r  computer f i l e s  and equipment 

were completely secure.  To prove what they knew t o  be lax 

secu r i ty ,  GAO aud i to r s  deact ivated bu rg la r  alarms on e x i t  

doors by removing a couple of screws, scooped up blank 

Social  Secur i ty  and Medicaid c a r d s  from boxes of thousands 

ly ing  unattended i n  hallways,  ca r r i ed  s e c r e t  t apes  p a s t  

guards a f t e r  discovering t h a t  s e c u r i t y  guards d i d n ' t  check 

lunchbags o r  b r i e fcases  and removed 38 of the  most s e n s i t i v e  
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computer tapes  from the  Soc ia l  Secur i ty  c e n t e r  without 

challenge. These tapes  contained the  names of over a 

mi l l ion  Socia l  Secur i ty  r e c i p i e n t s .  

Of course,  GAO re turned the  " s to l en"  tapes .  B u t  

t h e  aud i to r s  made t h e i r  p o i n t .  

addressed the  problem of prevent ing fraud from occurr ing 

among people who work i n s i d e  t h e  computer room. 

The agency had not  

A few months l a t e r  GAO came out  with another  r epor t  

d i r ec t ed  s p e c i f i c a l l y  a t  t h e  Soc ia l  S e c u r i t y  Administra- 

t i o n .  One of t he  major problems fea tured  was t h e  a b i l i t y  

o f '  f i e l d  o f f i c e  personnel t o  over r ide  many of t h e  computer- 

ized system's con t ro l s .  This allowed t h e  computer t o  

e n t e r  i n c o r r e c t ,  incomplete, and erroneous d a t a .  This 

and o the r  i n t e r n a l  cont ro l  weaknesses r e s u l t e d  i n  $ 2 5  

mi l l ion  i n  erroneous b e n e f i t  payments t o  Supplemental Secur- 

i t y  Income r e c i p i e n t s .  

GAO had i t s  o m  way of t e s t i n g  the  ove r r ide  problem. 

Supposedly the  system had a number of c o n t r o l s  t h a t  pre- 

vent random data  en t ry  changes. So when GAO a u d i t o r s  

changed the  name and address  of a t e s t  f i l e  recip. ient  t o  

Darth Vadar--address, Lakewood County Soc ia l  Secur i ty  

D i s t r i c t  Office--they were ab le  t o  over r ide  t h e  con t ro l s  

designed t o  s top  these  bogus e n t r i e s .  Had t h i s  en t ry  

been made on o the r  than a t e s t  f i l e ,  t h e  S t a r  Wars v i l l a i n  

would have been e n t i t l e d  t o  b e n e f i t s  of  $189.40 a month. 
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. 
A t  t h i s  point, I ' d  l i k e  t o  stress t h a t  gove rnmen t  has no 

monopoly on fraud, abuse,  and mismanagement.  The t h i r t i e s  c a n  

be remembered f o r  the in famous  McKesson & R o b b i n s  a f f a i r .  A 

g e n i u s  con a r t i s t  named P h i l i p  Mus ica ,  w h o  c h a n g e d  h i s  name 

a n d  c r e d e n t i a l s  t o  Dr. F. Donald  Coster, i n v e n t e d  a n  u n c l e  

named G i r a r d  a n d  c r e a t e d  the p o w e r f u l  d r u g  f i r m  of G i r a r d  & 

C o .  Backed by N e w  E n g l a n d ' s  finest f a m i l i e s ,  he  was a b l e  t o  

absorb the p r e s t i g i o u s  b u t  d e c l i n i n g  McKesson & Robb ins  d r u g  

company, w h i c h  he  b u i l t  i n t o  a v a s t  empire. Through m y t h i c a l  

i n t e r n a t i o n a l  s u b s i d i a r i e s ,  t h i s  f i n a n c i a l  g e n i u s  made a 

f o r t u n e .  U s i n g  l i m i t e d  a u d i t s  by P r i c e ,  W a t e r h o u s e ,  he 

borrowed m i l l i o n s  of d o l l a r s  f rom banks o n  i n v e n t o r i e s  t h a t  

d i d n ' t  e x i s t ,  which  w e r e  s t o r e d  i n  warehouses  t h a t  d i d n ' t  

e x i s t ,  and  w e r e  s e n t  a b r o a d  i n  ships  t h a t  d i d  n o t  e x i s t .  The 

s w i n d l e  was f i n a l l y  uncove red  i n  1938.  

A case w i t h  f a s c i n a t i n g  p a r a l l e l s  t o  t h e  McKesson & 

R o b b i n s  d e b a c l e  w a s  the  g r e a t  s a l a d  o i l  s w i n d l e ,  w h i c h  i s  t h e  

s t o r y  o f  o n e  m a n ' s  m a n i p u l a t i o n  of m i l l i o n s  of g a l l o n s  of non- 

e x i s t e n t  s a l a d  o i l .  A s  it t u r n e d  o u t ,  by 1963 t w o  W a l l  S t r e e t  

b r o k e r a g e  houses w e r e  th rown i n t o  b a n k r u p t c y ,  an American 

E x p r e s s  s u b s i d i a r y  wen t  u n d e r ,  the  bottom d r o p p e d  out of the 

c o m m o d i t i e s  marke t ,  and  the f i n a n c i a l  e s t a b l i s h m e n t  f a c e d  a 

$150 m i l l i o n  l o s s .  

As r e c e n t l y  a s  l a s t  week t h e  Mohammed A l i  P r o f e s s i o n a l  

S p o r t s ,  I n c .  w h o s e  acronym i s  MAPS, w a s  i n  the  news a g a i n .  

A l i ,  b y  the way, l e n t  h i s  name t o  t h e  g r o u p  b u t  has n o t h i n g  
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. * t o  do with i t s  management. The head of t h e  group,  Harold J. 

Smith,  i s  accused o f  de f raud ing  t h e  W e l l s  Fargo bank of 

$21.3  m i l l i o n .  Smith t u r n s  o u t  t o  be an a l i a s  for R o s s  

F i e l d s ,  who used t o  run a d i s c o  i n  D . C .  H e  f l e d  t h e  a r e a  

l e a v i n g  many debts  and bad checks on h i s  t r a i l .  The W e l l s  

Fargo s u i t  charges  t h a t  Smith and MAPS a s s o c i a t e s  w e r e  i n  

cahoots  with a bank o f f i c i a l  t o  d i v e r t  bank funds by c r e d i t -  

i n g  MAPS accounts  w i t h  d e p o s i t s  t h a t  were neve r  made. 

Speaking of banks,  bank f a i l u r e s  a r e  a s t u d y  i n  p r i v a t e  

s e c t o r  mismanagement. A 1976 s t u d y  by t h e  Federa l  Depos i t  

In su rance  Corpora t ion  showed t h a t  compared with an e a r l i e r  

FDIC s tudy ,  p r o p o r t i o n a t e l y  m o r e  f a i l u r e s  w e r e  caused by poor 

loan  management than  by embezzlement. A 1 9 7 7  GAO comprehen- 

s i v e  s tudy  of banks r e v e a l e d  t h a t  bank f a i l u r e s  w e r e  caused 

p r i m a r i l y  by t h e  p o l i c i e s  used by t h e  b a n k ' s  managers. 

Examiners i n  1 7  of 30 c a s e s  s t u d i e d  had c r i t i c i z e d  t h e  banks*  

managers f o r  fo l lowing  s e l f - s e r v i n g  loan  p r a c t i c e s .  I n  2 6  

c a s e s ,  examiners cons ide red  managers i n c o m p e t e n t .  I n  1 7  

c a s e s ,  examiners had warned t h a t  t h e  banks were overconcen- 

t r a t i n g  t h e i r  l o a n  r i s k s  i n  a s i n g l e  i n d u s t r y  o r  t o  a s i n g l e  

borrower.  And i n  27  of 30 c a s e s  reviewed, examiners s t a t e d  

t h a t  t h e  banks '  l o a n  r eco rds  were inadequa te .  

I n  t h i s  same GAO r e p o r t ,  one c a s e  s t u d y  p r o v i d e s  a good 

i l l u s t r a t i o n  of f a i l u r e s  caused by t h e  mismanagement of l o a n s  

i n  gene ra l .  The bank i n  q u e s t i o n  was c l o s e d  i n  t h e  1970's. 

Some y e a r s  e a r l i e r ,  t h e  S t a t e ' s  c a p i t a l  c i t y  exper ienced  a 

8 



* boom i n  the  r e a l  e s t a t e  market, and developers s t a r t e d  

many new housing p ro jec t s .  Some of these  p r o j e c t s  were 

aided by a Federal program promoting low-income housing. 

The bank's d i r e c t o r s ,  according t o  Federal examiners, 

were eager f o r  the  bank t o  grow. They approved l a r g e  loans t o  

several  developers, thereby overextending the bank i n  t he  

r e a l  e s t a t e  a rea .  Examiners believed t h a t  many of these 

loans were made on the assumption t h a t  t he  r e a l  e s t a t e  

market would continue t o  expand and t h a t  the bank's o f f i c e r s  

paid too l i t t l e  a t t e n t i o n  t o  the  credi tworthiness  of the  

borrowers. Some of the  construction p ro jec t s  d i d n ' t  have 

s u f f i c i e n t  funds t o  complete them. 

The Federal Government announced p lans  t o  phase out i t s  

low-income housing subsidy, and the  r e a l  e s t a t e  market i n  

general  a l s o  suffered a dec l ine .  Loans made by the bank 

became overdue, and some borrowers were unable t o  meet t h e i r  

i n t e r e s t  payments. The bank made new loans t o  some of these 

borrowers so  they could make the  overdue payments on the  

previous loans.  B u t  according t o  the examiners, t he  bank 

d i d n ' t  accept enough c o l l a t e r a l  for  these new loans.  

Rumors of the  bank's f i nanc ia l  t roubles  caused many 

deposi tors  t o  withdraw t h e i r  funds, which severely a f fec ted  

the  bank's l i q u i d i t y .  I n  s p i t e  of a loan from the  F D I C  

and a l i n e  of c r e d i t  a t  another b a n k ,  t he  bank i n  question 

had t o  close.  

Nothing embodies the t o t a l i t y  of f r a u d ,  abuse, and m i s -  

management i n  the p r iva t e  sec tor  a s  the  E q u i t y  Funding scandal 
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! i n  1 9 7 3 ,  which involved an estimated l o s s  of $ 2  billion. As 

you  probably remember, the people from top  management schemed 

t o  c r e a t e  a good earnings record t o  inc rease  the  va lue  of com- 

pany s tock and the re fo re  enrich themselves. What ' s more, 

i n f l a t e d  reported earnings and  a s s e t s  made it p o s s i b l e  f o r  E q u i t y  

F u n d i n g  t o  acquire  o the r  companies in exchange for i t s  stock 

and to borrow money w i t h  which t o  make o t h e r  a c q u i s i t i o n s  and 

t o  f inance the  company's operations--which were l o s i n g  huge 

amounts each year.  La ter ,  i n s i d e r s  smelling imminent  d i s a s t e r  

sold ou t  t h e i r  stocks f o r  huge p r o f i t s .  

An ana lys i s  of t h i s  spec tacular  fraud i n  a book by 

Professor  Conklin from T u f t s  Univers i ty  ( I l l e g a l  b u t  no t  

Criminal ,  1977) i s  i n s t r u c t i v e  a s  t o  c e r t a i n  not ions  which 

opera te  i n  t h e  business world. F i r s t  i s  the  p r e s t i g e  which 

bus iness  confers  on high profit-making f i rms.  I n  t h e  

case of  Equity F u n d i n g ,  personal t h e f t  played a small  p a r t  

i n  t h e  fraud.  The primary goal was t o  aggrandize t h e  

company p r o f i t s  f i r s t ,  which would then accrue t o  t h e  

wealth of the  major stockholders.  

T r u s t  among business c i r c l e s  i s  another  b a s i c  assumption 

which allows the  commercial w o r l d  t o  function smoothly. When 

abused, however, people f a l l  victim t o  t h e  l i k e s  of  Robert 

Vesco o r  the  conspi ra tors  of the E q u i t y  Funding Corporation. 

A s  Professor  Conklin poin ts  ou t ,  t r u s t  was reinforced h e r e  

through the  use of computers t o  p r i n t  o u t  insurance p o l i c i e s ;  
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t h e  common assumption t h a t  anything t h a t  comes ou t  .of a 

computer m u s t  be c o r r e c t  w a s  an important element i n  t h e  

deception. 

Spec ia l i za t ion  i s  a t h i r d  f a c t o r  opera t ing  i n  big 

business.  As i n  government, corpora t ions  have t h e i r  own 

bureaucracies where d iv i s ion  of  t a s k s  is of t en  necessary.  

Spec i l i za t ion ,  w h i l e  needed, can a l s o  be conducive t o  

criminal a c t i v i t y  because of poor .communication among 

departments and lack  of e f f e c t i v e  supervis ion.  A s  Conklin 

po in t s  ou t ,  t he  Equity Fund ing  scandal was i n  p a r t  a r e s u l t  

of the  company's complex corporate  s t r u c t u r e ,  which allowed 

some of the consp r i a to r s  t o  l i e  t o  o the r  department man- 

agers  about t h e i r  f raudulent  a c t i v i t i e s .  

Whether p r i v a t e  o r  pub l i c  s e c t o r  fraud, what can the  

a u d i t  community do about i t ?  F i r s t ,  l e t  me speak from the  

Federal  perspec t ive .  
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GAO's emphasis i n  d e a l i n g  w i t h  f r a u d  has  b e e n  unequ ivo-  

cably on p r e v e n t i o n .  Given s m a l l  s t a f f  r e s o u r c e s - - w h i c h  

a r e n ' t  g o i n g  t o  g e t  a n y  b i g g e r  w i t h  major b u d g e t  

c u t s - - t h e  Government c a n n o t  a f f o r d  t o  manage i t s  a u d i t  

s t a f f s  i n e f f i c i e n t l y .  That means w e  c a n n o t  s p e n d  a l l  our 

t i m e  on f r a u d  d e t e c t i o n .  A l though  d e t e c t i o n  is v e r y  

i m p o r t a n t ,  i t ' s  l o n g  t e r n  e f f e c t s  a r e  n e a r l y  f u t i l e  i n  

c o m b a t t i n g  f u t u r e  e p i d e m i c s  of f r a u d  i n  the a b s e n c e  of a 

p r e v e n t i v e  program.  

GAO a u d i t s ,  a s  w e l l  a s  t he  i n t e r n a l  a u d i t  g r o u p s  

e s t a b l i s h e d  t h r o u g h o u t  t h e  b u r e a u c r a c y ,  c a n  be e f fec t ive  

when a l l o w e d  t o  c o n c e n t r a t e  t h e i r  e f f o r t s  o n  h e l p i n g  

d e s i g n  and  m o n i t o r  s y s t e m s  of i n t e r n a l  c o n t r o l s .  These 

systems i n c l u d e  n o t  o n l y  proper a c c o u n t i n g  c o n t r o l s  b u t  

a d m i n i s t r a t i v e  c o n t r o l s  a s  w e l l .  This i s  where t h e  

Federa l  manager  c o m e s  i n .  

A c c o u n t i n g  c o n t r o l s  c a n n o t  work i n  a vacuum. Manage- 

ment  m u s t  be r e s p o n s i b l e  fo r  i n s t i t u t i n g  p o l i c i e s  a n d  pro- 

c e d u r e s  t h a t  w i l l  p r e v e n t  i r r e g u l a r i t i e s  and  impropriet ies  

a n d  w i l l  r e w a r d  managers fo r  c l e a n  r e c o r d s .  A u d i t o r s  a re  

t h e r e  t o  t e s t  the c o n t r o l s  and  c a n n o t  s u b s t i t u t e  fo r  t he  

c o n s c i e n t i o u s  manager .  T h i s  p o l i c y  of p r e v e n t i o n ,  i n  

c o n j u n c t i o n  w i t h  m a n a g e r i a l  a c c o u n t a b i l i t y ,  i s  t a k i n g  

shape Government-wide.  

E v i d e n c e  of s u c h  a po l icy  i s  f o u n d ,  f i r s t ,  i n  the  

e s t a b l i s h m e n t  of t he  I n s p e c t o r  G e n e r a l  o f f i c e s  across 1 5  
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Federal departments and agencies ,  and second, i n  t h e  pro- 

posal of l e g i s l a t i o n  r equ i r ing  agencies t o  r e p o r t  yea r ly  

on t h e i r  systems of i n t e r n a l  cont ro ls .  

The idea behind the  establishment of t he  Inspec to r  

General o f f i c e s  was t o  u n i t e  t he  previously sepa ra t e  a u d i t  

o f f i c e s  and i n v e s t i g a t i v e  o f f i c e s  i n  Federal  departments 

and agencies.  I t  a l l  s t a r t e d  w>en the  Secre ta ry  of 

Agriculture i n  1 9 6 2 ,  O r v i l l e  Freeman, decided t o  consol i -  

da te  h i s  department 's  a u d i t  and i n v e s t i g a t i v e  responsibi-  

l i t i e s  under a s i n g l e  high-level  o f f i c i a l  a s  a response 

t o . t h e  mishandling of t h e  B i l l y  Sol Es tes  a f f a i r .  

I d o n ' t  know about you, but  I 'rn old  enough t o  remem- 

ber a few th ings  about t h i s  scandal.  Agr icu l ture  s t a r t e d  

t o  inves t iga t e  t h e  Texas wheeler-dealer i n  t h e  e a r l y  

f i f t i e s .  B u t  it wasn ' t  u n t i l  a decade l a t e r ,  when a Pecos, 

Texas, newspaper exposed E s t e s '  use of nonexis tent  f e r t i l i z e r  

tanks a s  c o l l a t e r a l  t o  obta in  mult imil l ion d o l l a r  loans,  

t h a t  the Federal Government was ab le  t o  b r ing  ac t ion .  A 

congressional i nves t iga t ion  surfaced A g r i c u l t u r e s ' s  prob- 

lems i n .  coordinating i t s  many inves t iga t ions  of E s t e s '  

operat ions.  

The Inspec tor  General Act of 1978  e s t ab l i shed  1 2  I G  

o f f i c e s  i n i t i a l l y ,  loca ted  i n  agencies which, i n  t he  

aggregate,  employ over 600,000 people and spend over $100 

b i l l i o n  every year.  Among the  four ob jec t ives  of t h e  I G  

o f f ices - - to  coordinate  a u d i t s  and inves t iga t ions ;  t o  
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increase  economy, e f f ic iency ,  and e f f ec t iveness ;  t o  inform 

t h e i r  top o f f i c i a l s  and Congress of f indings;  and t o  prevent 

and de tec t  Government fraud and abuse--the l a s t ,  of  course, 

has  received the  most pub l i c i ty  and emphasis. 

Consis tent  with h i s  pos i t ion  on the  a u d i t o r ' s  r o l e  i n  

fraud prevention, former Comptroller General S t a a t s  s t ressed  

the  ixportance of not ge t t i ng  bogged down i n  de tec t ion .  

Because the  resources of the I G  s t a f f s  were so l imi t ed ,  and 

t h e  numbers of people cheating the  Government were not ,  S t a a t s  

f e l t  I G  o f f i c e s  w o u l d  be overwhelmed by t h e  sheer number 

of cases they 'd  have t o  pursue. Ins tead ,  t he  Comptroller 

General pushed for  I G  resources t o  he lp  management e s t ab l i sh  

s t rong  i n t e r n a l  cont ro ls  t o  prevent funds from being misused 

i n  the  f i r s t  place.  This approach, of course,  has  elevated 

t h e  ro le  of t he  aud i to r  whose job it i s  t o  l e t  management 

know i f  these cont ro ls  e x i s t ,  function proper ly ,  o r  need t o  

. be changed t o  c lose  any loopholes. 

A second outgrowth of the prevention pol icy  t o  combat 

fraud i s  found i n  proposed l e g i s l a t i o n .  Here the  emphasis 

i s  on making program managers responsible  f o r  implementing 

preventive con t ro l s  aga ins t  fraud. The new l a w  would a l s o  

give the  appl ica t ion  of i n t e rna l  cont ro ls  a new and 

exc i t i ng  s igni f icance .  

Right now s imi l a r  bills being considered i n  Congress 

a r e  the  Financial  I n t e g r i t y  Act and the  Federal Managers 

Accountabili ty Act. They w i l l  r equi re  Federal agencies t o  
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? s t r e n g t h e n  t h e i r  systems of i n t e r n a l  c o n t r o l s .  Broadly 

speaking ,  t h e s e  b i l l s  w i l l  .mean more a c c o u n t a b i l i t y  in 

F e d e r a l  programs and agenc ie s .  The a b i l i t y  of Government 

o f f i c i a l s  t o  e f f e c t i v e l y ,  e f f i c i e n t l y ,  and h o n e s t l y  

a d m i n i s t e r  programs was a major i s s u e  i n  t h e  r e c e n t  n a t i o n -  

a l  e l e c t i o n  and h a s  i n t e n s i f i e d  t h e  need t o  improve account -  

a b i l i t y  a t  a l l  l e v e l s  of government. This proposed l e g i s l a -  

t i o n  embraces t h e  concept  of s t r o n g  i n t e r n a l  c o n t r o l s  a s  a 

means of a t t a i n i n g  an a c c e p t a b l e  l e v e l  of a c c o u n t a b i l i t y .  

S p e c i f i c a l l y ,  the l e g i s l a t i o n  c a l l s  for  e x e c u t i v e  

agency heads t o  s u b m i t  a r e p o r t  each y e a r  on t h e i r  a g e n c y ' s  

system of  i n t e r n a l  account ing  and a d m i n i s t r a t i v e  c o n t r o l s .  

Although t h e  Budget and Accounting A c t  of 1950 h a s  r e q u i r e d  

f o r  30 y e a r s  t h a t  agenc ie s  main ta in  e f f e c t i v e  i n t e r n a l  

con t ro l s ,  we've never  r e a l l y  had t o p  managementls commit- 

m e n t  and c o n s t a n t  v i g i l i a n c e ,  w h i c h  i s  what t h i s  new l e g i s -  

l a t i o n  i s  a f t e r .  I t  w i l l  r e q u i r e  each agency head t o  a d d r e s s  

an  annual  r e p o r t  on cont ro ls  t o  t h e  P r e s i d e n t ,  making c o p i e s  

a v a i l a b l e  t o  Congress and t h e  p u b l i c ,  wi th  s t a t e m e n t s  

d e s c r i b i n g  s i g n i f i c a n t  weaknesses i n  i n t e r n a l  c o n t r o l s ,  pro- 

p o s i n g  ways t o  c o r r e c t  them, and d i s c u s s i n g  unresolved 

f i n d i n g s  d i s c l o s e d  i n  a u d i t  o r  management reports.  

Hav.ing management r e p o r t  on the adequacy o f  i n t e r n a l  

c o n t r o l s  i s  n o t  unique i n  t h e  Federa l  Government. A s  you 

m a y  be aware, t h e  Foreign Corrupt  P r a c t i c e s  Act--for t h o s e  

of you who know, ho ld  t h e  tomatoes p l e a s e - - r e q u i r e s  p r i v a t e  
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companies who f i l e  wi th  t h e  S e c u r i t i e s  and Exchange C o m m i s -  

s i o n  t o  do p r e t t y  much t h e  same t h i n g ;  t h e y  have  t o  r e p o r t  

each yea r  t o  t h e  SEC on t h e  e f f e c t i v e n e s s  o f  t h e i r  i n t e r n a l  

c o n t r o l  systems.  The problems i n  complying w i t h  t h e  A c t  

have  consumed a n u m b e r  of pages  i n  t he  Congres s iona l  Record, 

t h e  c h i e f  c o n t r o v e r s y  c e n t e r i n g  around u n c l e a r  language  

which g ives  n o  guidance  f o r  s t a n d a r d s  of m a t e r i a l i t y  o r  

s p e c i f i c  c r i t e r i a  fo r  c l e a r l y  de te rmining  what i s  b r i b e r y .  

Those problems no twi ths t and ing ,  and I unde r s t and  

amendatory l e g i s l a t i o n  i s  underway, t h e  i n t e n t  of t h e  law 

p u t s  i n t e r n a l  c o n t r o l s  i n  t h e  l i m e l i g h t .  I t  i n v o l v e s  nanage- 

m e n t  i n  moni tor ing  an o r g a n i z a t i o n ' s  control  sys tems.  W i t h  

encouragement from t h e  SEC, management o f  p r i v a t e  companies, 

such a s  Xerox and Westinghouse,  have begun t o  i n c l u d e  

s t a t emen t s  of i n t e r n a l  control  systems i n  t h e i r  annua l  r e p o r t s  

t o  s t o c k h o l d e r s .  

I'd l i k e  t o  t h i n k  t h a t  GAO h a s  been i n  t h e  f o r e f r o n t  

o f  Federa l  f r a u d  p r e v e n t i o n  and improved i n t e r n a l  c o n t r o l  

a c t i v i t i e s .  The v e r y  e s sence  of our  economy and e f f i c i e n c y  

a u d i t s  a r e  des igned  t o  s u r f a c e  a t  l e a s t  a r e a s  of w a s t e  

and p o t e n t i a l  abuse, and ou r  reports recommend p r o c e d u r a l  and 

s y s t e m  s a f e g u a r d s  a g a i n s t  them. More d i r e c t l y ,  however, GAO 

e s t a b l i s h e d  a f r a u d  t a s k  f o r c e  a t  about  t h e  same t i m e  t h a t  

t h e  I n s p e c t o r  General  p o s i t i o n s  were . b e i n g  e s t a b l i s h e d .  You  

may a l r e a d y  know a b o u t  one of t h e  t a s k - f o r c e ' s  m o r e  p u b l i c  

a c t i v i t i e s .  
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Those of  you who a r e  nightowls and watch the  l a t e  show 

m u s t  be - famil iar  with the  800-number ads. I f  so, you might 

know, then, t h a t  i n  addi t ion t o  c a l l i n g  f o r  t he  new "Best of 

E l v i s "  album, you can c a l l  our nationwide t o l l - f r e e  fraud (800-424-5454) 

h o t l i n e .  This i s  our f i r s t  attempt a t  having p r i v a t e  c i t i -  

zens contact the Government's watchdog about what they 

be l i eve  i s  waste, fraud, abuse, and  i l l e g a l  ac t ions  i n  

Government a c t i v i t i e s .  In the f i r s t  18 months of i t s  

ex is tence ,  the  h o t l i n e  logged over 21,000 c a l l s .  Allega- 

t i o n s  ranged from i l l i c i t  co l lec t ing  of small b e n e f i t  

checks t o  i l l e g a l l y  awarding Government con t r ac t s .  Criminal 

cases have been r e fe r r ed  t o  the J u s t i c e  Department. One 

c a l l  resul ted i n  recovering over $7 mi l l ion  from f a l s e  

Small Business Administration loan app l i ca t ions .  Another 

t i p  ended up saving the  taxpayers over $ 5  mill ion from a 

Defense Department maintenance contract  which was being 

poorly performed. 

GAO has  made o the r  organizat ional  and program changes 

which s t r e s s  fraud prevention. Here a r e  some p o s i t i v e  

r e s u l t s ,  with the emphasis on systemwide improvements. 

--A GAO repor t  on c i v i l i a n  a u d i t  organizat ions prompted 

the Government's budget o f f i c e  t o  be pe t i t i oned  

successful ly  by the new Inspector  General o f f i c e s  

fo r  a 20-percent increase i n  staff--about 1 , 0 0 0  

jobs. 
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--A GAO r e v i e w  of i n t e r n a l  c o n t r o l s  o v e r  community 

a c t i o n  p r o g r a m s  helped r e c o v e r  o v e r  $700,000.  

M o t i v a t e d  by o u r  r e v i e w ,  t h e  Government  a g e n c i e s  

i n v o l v e d  h a v e  a c t e d  t o  t i g h t e n  t h e i r  p rac t ices  

o v e r  cash-on-hand and  a c c o u n t a b i l i t y  of carry- 

o v e r  f i lnds .  Such p r e v e n t i v e  c o n t r o l s  o u g h t  t o  

r e s u l t  i n  a d d i t i o n a l  s a v i n g s  f o r  t h e s e  p r o g r a m s .  

--Our r e v i e w s  of s e v e r a l  D e f e n s e  D e p a r t m e n t  agen-  

cies have c o n v i n c e d  C o n g r e s s  of the  u r g e n t  n e e d  

f o r  a n  I n s p e c t o r  G e n e r a l ' s  p o s i t i o n  i n  DOD. 

- -Act ing  on o u r  r ecommenda t ions ,  the  F e d e r a l  bud- 

g e t  o f f i c e  h a s  r e v i s e d  i t s  i n s t r u c t i o n s  f o r  i m -  

p r o v i n g  the  a u d i t s  of F e d e r a l  a s s i s t a n c e  p r o g r a m s  

and  fo r  s t r e n g t h e n i n g  the a c c o u n t a b i l i t y  for 

col lege and  u n i v e r s i t y  g r a n t s .  

--We i s s u e d  g u i d e l i n e s  for  t h e  s i n g l e  a u d i t  c o n c e p t ,  

a s t r e a m l i n e d  a p p r o a c h  t o  a u d i t i n g  a m u l t i f u n d e d  

p rogram or o r g a n i z a t i o n .  

N o w  I ' d  l i k e  t o  c o n c l u d e  w i t h  a b r i e f  summary. When 

it c o m e s  t o  f r a u d ,  a n  o u n c e  of p r e v e n t i o n  is w o r t h  a pound 

of c u r e .  I n  f a c t ,  how much would t h e  c u r e  c o s t ?  H o w  much 

would w e  h a v e  t o  p a y  t o  catch e v e r y  c r o o k ?  The cos ts  f o r  

d e t e c t i o n  and  e n f o r c e m e n t  c o u l d  be s t a g g e r i n g ,  a n d  t o  

e s t ab l i sh  p r e v e n t i v e  c o n t r o l s  f o r  e v e r y  poss ib l e  c o n t i n g e n c y  

c o u l d  s t r a n g l e  e f f e c t i v e  p rogram d e l i v e r y .  
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I n  making prevention a p r i o r i t y ,  t he  manager h'as t o  

decide how t o  s t r i k e  the appropriate  balance between a 

system which has  enough f l e x i b i l i t y  t o  promptly and 

e f f i c i e n t l y  de l ive r  services  and y e t  has  enough i n t e r n a l  

cont ro l  t o  prevent the f inanc ia l  devastat ion of fraud 

and waste. 

F r a u d  i s  a cos t ly  and widespread problem. Once the 

Government allows fraud t o  happen, chances a r e  it w i l l  

never recover the  loss. Not only i s  fraud expensive i n  

terms of d o l l a r s  and cents ,  but it a l s o  v i o l a t e s  t he  

i n t e g r i t y  of Federal programs and makes people lose con- 

fidence i n  publ ic  i n s t i t u t i o n s .  

Good systems of i n t e rna l  cont ro ls  would prevent much 

of t he  fraud, o r  would a t  l e a s t  r e s u l t  i n  i t s  quicker 

de tec t ion .  Controls over Federal programs a r e ,  however, 

o f t en  inadequate, nonexistent, o r  ignored. Furthermore, 

Federal managers a r e  often unconcerned with enforcing 

t h e  cont ro ls  needed t o  prevent f rauds.  Fraud can f lou r i sh  

i n  such an environment. 

Much fraud i s  detected by chance. Given the  poor s t a t e  

of cont ro ls  i n  many programs, most fraud probably remains 

undetected. For those who a r e  caught committing fraud, the 

chances of being prosecuted and eventual ly  going t o  j a i l  

a r e  s l i m .  Besides, agencies only inf requent ly  use the  

adminis t ra t ive  ac t ions  ava i lab le  t o  d e t e r  persons from 

committing fraud. 
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* 
Poor c o n t r o l s  combined w i t h  a l a c k  of p r o s e c u t i o n s  or  

a d m i n i s t r a t i v e  a c t i o n s  means t h a t  those who commit f r a u d  

a g a i n s t  t h e  Government h a v e  a good chance  of g o i n g  

unde tec t ed ,  and,  i f  d e t e c t e d ,  c a n  o f t e n  expect t o  g e t  

away w i t h o u t  punishment .  The sad t r u t h  i s  t h a t  c r i m e  

a g a i n s t  the  Government often does pay .  Agency I n s p e c t o r s  

Genera l ,  t h e  Department  of J u s t i c e ,  and GAO a r e  a l l  

work ing  hard t o  see t h a t ,  i n  t h e  f u t u r e ,  it d o e s n ' t .  
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