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Dear Mr. Chairman: 

This report responds to the Subcommittee’s request that we review the 
United States National Central Bureau’s (LJSNCB) use of the International 
Criminal Police Organization’s (INTERPOL) red notice system to apprehend 
fugitives internationally who have committed crimes in the United States. 
The red notice is a part of the INTERPOL lookout system, which also 
includes an automated all points bulletin capability, internationally known 
as a “diffusion.” Each year numbers of individuals involved in criminal 
activity flee the United States to avoid prosecution and incarceration. 
Issuing a diffusion is the first step USNCB takes to alert INTERPOL member 
countries to be on the lookout for a U.S. fugitive. The red notice follows. 
Red notices are international “wanted posters,” used to help identify these 
fugitives to foreign law enforcement officials, who can then aid in their 
capture and return to the United States. 

Specifically, we were asked to determine (1) the arrest rate for United 
States fugitives for whom red notices are issued; (2) whether red notices 
have been sought for all eligible United States fugitives, and if not, why 
not; (3) the accuracy of data sent abroad; and (4) the adequacy of 
automated data processing (ADP) security for relevant computer systems. 
Details of our objectives, scope, and methodology are in appendix I. 

The arrest rate for United States fugitives who are the subjects of red 
notices is unknown because these data are not compiled by IJSNCB, 
INTERPOL, or the Department of Justice. Red notices have not been sought 
for all eligible fugitives from justice mainly because law enforcement 
officials view them as not being necessary or useful in all cases. Regarding 
the accuracy of red notice data, we found discrepancies in 43 percent of 
the files and associated documentation for red notices issued in fiscal year 
1992. However, law enforcement officials we spoke with characterized 
these discrepancies as being minor. 
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ALP security for relevant computer systems is inadequate. For example, at 
the time of our review IJSNCB had not developed contingency plans or a 
computer security plan. As a result, USNCB had no reasonable assurance 
that (1) its data processing facility and systems would continue operat,ing 
in the event of an emergency, and (2) computer security threats would be 
identified and countered. Additionally, critical back-up files were not 
stored apart from the IJSNCXS site. Should these files be destroyed during an 
emergency at t,he site, their loss would cripple IJSNCB’S ability to perform 
even basic computer processing such as receiving, transmit,t,ing, and 
processing electronic messages. 

Background 
-______ 

INTERI’OL is a worldwide network of about 160 member countries that 
exchange information to assist law enforcement agencies in the detection 
and deterrence of international crime and criminals. Nat,ional Central 
Bureaus in each participating country serve as liaisons between their 
country’s law enforcement agencies and the INTERPOL network. 

IISNCB, housed within the Department of Justice, serves as the 1Jnited 
States representative to INTERPOL. ~JSNCIS is a clearinghouse for information 
on U.S. fugitives and receives requests for investigative assistance from 
domestic and foreign law enforcement communities. Additionally, I’SNCB is 
the liaison between the U.S. and INTERPOL’S red notice system and is 
responsible for disseminating and tracking red notice information.’ 

Red notices are similar in concept to wanted posters and they, or selected 
computerized data from them, are posted at international border 
crossings. When U.S. officials suspect that a fugitive has fled t,he country, 
they may request, that a red notice profile of the fugitive be issued 
internationally to all National Central Bureaus. These notices contain 

l 
biographical information, travel document information, a photograph, 
fingerprints, criminal history, and specific details regarding the charges, 
along with warrant information. In many countries a red notice is 
sufficient grounds for temporarily detaining a US. fugitive, pending a 
formal request for provisional arrest and extradition through diplomatic 
channels. 

Issuing an all points bulletin, known as a “diffusion,” is the immediate step 
IJSNCB takes to disseminate critical information concerning a U.S. fugitive 
worldwide. For example, at the request of the Federal Bureau of 
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Investigation (FBI) and the Fairfax, Virginia, County Police Department, 
USNCB issued a diffusion for the suspect in the January ‘25,1993, shooting 
of five men outside the Central Intelligence Agency headquarters in 
Langley, Virginia. The diffusion alerts INTERPOL member countries about 
the U.S. fugitive while the red notice is being processed. 

Law enforcement officers and federal law enforcement agents can request 
that a red notice be issued if the case circumstances meet all of the 
following criteria: 

. a crime has been committed; 

. an arrest warrant has been issued; 

. there is reason to believe the subject has fled the jurisdictional boundaries 
of the United States; and 

l the US. Attorney, State Attorney, or State Extradition Officer having 
jurisdiction in the matter confirms that extradition will be sought. 

During fiscal year 1992, 60 red notices were issued for US. fugitives. The 
largest group of notices (26) were issued for U.S. fugitives wanted for 
drug-related crimes; the remaining red notices (34) were for U.S. fugitives 
wanted for a variety of non-drug-related crimes, including mail and wire 
fraud, kidnapping, and murder. Appendix II outlines the process for 
requesting a red notice. 

Red Notice Arrest 
Rate Data Are Not 
Available 

Statistics specifically pertaining to the arrest rate for U.S. fugitives who 
are the subjects of red notices are not available because such data are not 
compiled by the Department of Justice, IJSNCB, or INTERPOL headquarters in 
Lyons, France. However, INTERPOL'S Secretary General stated that while the 
capture rate specifically for U.S. fugitives who are the subjects of red 
notices is unavailable, the international arrest rate for red notices and 
diffusions combined is about 60 percent. Also, the Drug Enforcement 
Administration indicated that of the 114 U.S. fugitives it entered into the 
red notice system between April 1990 and December 1992,42 fugitives, 
about 37 percent, have been apprehended as the result of red notices and 
diffusions combined. 

LJSNCB’S chief, assistant chiefs, and agents said the data are not compiled 
because (1) the red notice is just one of many law enforcement tools used 
to apprehend fugitives; (2) U.S. fugitives are more often apprehended as a 
result of a diffusion, rather than a red notice; and (3) it is not always 
possible to attribute an arrest to a specific cause, For example, a 
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suspec ted  terror ist  w a n te d  by  th e  Un i ted  S ta tes  w a s  a p p r e h e n d e d  w h e n  h e  
a tte m p te d  to  e n ter  G e r m a n y  us ing  fa lse  i den tif ication. G e r m a n  a u thor i t ies 
b e c a m e  susp ic ious  b e c a u s e  th e  suspect  w a s  car ry ing w h a t a p p e a r e d  to  b e  
a  b o ttle  o f w ine.  U p o n  fur ther  inspect ion,  th e y  d e te r m i n e d  th a t th e  w ine  
b o ttle  actual ly  c o n ta i n e d  exp los ives.  O n e  o f th e  o fficials recogn ized  th e  
sub ject  f rom a  p h o to g r a p h  in  a  red  n o tice p o s te d  a t th e  airport .  A  
s u b s e q u e n t fingerpr in t  check  c o n firm e d  th a t h e  w a s , in  fact, a  fug i t ive 
f rom th e  IJni ted S ta tes.” In  this, as  in  o the r  cases,  th e  a p p r e h e n s i o n  o f th e  
fugi t ive cou ld  b e  a t tr ibuted as  m u c h  to  g o o d  po l i ce  work  a n d  luck as  to  
th e  red  n o tice. 

R e d  N o tices  A re  N o t 
A lways S o u g h t fo r a  
V a rie ty o f R e a s o n s  

~ ~ _ _  __-- .  
T h o u g h  gene ia l l y  r e g a r d e d  as  a  u s e fu l  too l  fo r  a p p r e h e n d i n g  cr iminals,  r ed  
n o t ices a re  n o t a lways  reques te d  fo r  a  var iety o f reasons .  Focus ing  o n  
d rug- re la ted  cr imes,  w e  o b ta i n e d  th e  FBI’S  f iscal year  1 9 9 2  N a tiona l  C r ime  
In fo r m a tio n  C e n ter  (NCIC)  records  fo r  fug i t ives w a n te d  fo r  d rug -smugg l i ng  
c r imes a n d  i den tifie d  th e  n a m e s  o f 1 9 9  U .S . fugi t ives.” W e  th e n  c o m p a r e d  
th e  NCIC records  to  th e  red  n o t ices a n d  fo u n d  th a t n o n e  o f th e  1 9 9  fugi t ives 
w e r e  th e  subjects  o f r ed  n o tices. 

To  d e te rm ine  w h y  th e  1 9 9  U .S . fug i t ives in  th e  NCIC sys tem w e r e  n o t th e  
subjects  o f r ed  n o tices, w e  in te rv iewed law e n fo r c e m e n t o ff icials in  th r e e  
s tates-Ar izona,  F lor ida,  a n d  N e w  York- that  a c c o u n te d  fo r  4 5  pe rcen t 
(90)  o f th e  1 9 9  NCIC d rug -smugg l i ng  c r ime records.  T h e s e  o fficials g a v e  th e  
fo l l ow ing  reasons  fo r  n o t, r eques tin g  red  n o tices, as  s h o w n  in  fig u r e  1 . 

. In  hal f  o f th e  cases,  th e  c o u n try w h e r e  th e  fugi t ive w a s  s tay ing w a s  a l ready  
k n o w n  to  U .S . l aw  e n fo r c e m e n t o fficials, a n d  th e y  w e r e  work ing  c lose ly  
wi th the i r  A m e r i c a n  a n d /or  fo re ign  c o u n terpar ts  to  a p p r e h e n d  a n d  
ext , radi te th e  fugi t ive.  Thus,  a  red  n o tice w a s  n o t necessary  a t th e  tim e . 

l In  over  a  th i rd  o f th e  cases,  l aw  e n fo r c e m e n t o ff icials w e r e  n o t a w a r e  o f a  
th e  red  n o tice system. 

9  In  th e  rema in ing  cases,  th e  cost  o f ext radi t ion o u twe ighed  th e  s ign i f icance 
o f th e  cr ime,  o r  o ff icials l acked  th e  financ ia l  resources  to  r eques t 
extradi t ion.  

‘I”rom Rc~l lcc l . ions of  INTERI’O L ’s R o l e  in  S e e k i n g  Ret .u rn  of  Fugi t . ives t,o t,hc I!nit.td S t.af.es, Mar .  5,  
1 0 9 2 ,  h ~ S ~ ,% % % n ~ :r chief,  he fo re  the  G o v e r n m e n t  In fo rnWion ,  .Just. ice, a n d  Agr i cukurc  
Subc~ommi t . t . c~ t~ .  Commit , t .oc~ o n  G o v ~ ~ r n r n m t .  Opr ra t ions ,  I lousc~ of  Rcprcsmt,at, ivc,.s, w h o  usc~ l  t h ( ’ 
c ~ x a n ~ p l r  L O  s h o w  that  tugh ly  v ls lhW fugHIves h a v e  b e e n  dct.cct.rd t h r o u g h  t.htb r e d  rrot. icr syslern.  

‘NCIC rc*cords of  U.S.  fugit lvcs w a n d  for  d r u g - s m u g g l i n g  c r imes d o  no t  represen t .  a  statistically 
p ro~ jc -c’t .ahle sanrp lc .  I lowc-xr,  acco rd ing  to U S N C B  assistant,  chiefs,  the  fugit , ives w a d e d  for  
d r u g - s m u g g l i n g  c*r inu*s art:  most  l ikely 1 .0  mc’et t,hc r e d  no t i ce>  cr i ter ia.  
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W & e  Not  R e q u e s t e d  for  Se lec ted  NCIC 
Records .  Fiscal  Y e a r  1 9 9 2  Ext rad i t ion  too  cost ly ( 1 2  cases)  

Not  a w a r e  of  r e d  not ice  ( 3 3  cases)  

Not  necessa ry  ( 4 5  cases)  

T h e  current  chief,  assistant  chiefs,  a n d  a g e n ts ass igned  to  U S N C R  a lso  sa id  
th a t red  n o t ices typical ly a re  n o t r eques te d  w h e n  law e n fo r c e m e n t o ff icials 
k n o w  w h e r e  th e  fugi t ive fle d  o r  k n o w  th a t th e  c r ime c o m m i tte d  in  th e  U .S . 
is n o t cons ide red  a  c r ime in  th e  fo re ign  c o u n try to  wh ich  th e  fugi t ive is 
l ikely to  h a v e  fle d  ( i ncome tax  evas ion ,  fo r  example ) .  U S N C B  o fficials a lso  
sa id  a  red  n o tice w o u l d  n o t b e  reques te d  w h e n  a  fugi t ive fle d  to  s o m e  
c o u n tr ies b e c a u s e  cer ta in  c o u n tr ies m a y  n o tify th e  fugi t ive th a t th e  U .S . 
w a s  seek ing  the i r  extradi t ion,  To  rema in  free, th e  fugi t ive w o u l d  n o t l eave  
th e  c o u n try a n d , as  a  result ,  th e  Un i ted  S ta tes’ o p p o r tuni ty  to  a p p r e h e n d  
th e m  u p o n  e n try in to a n o the r  c o u n try w o u l d  b e  lost. 

- 

R e d  N o tice  D a ta  
C o n ta in  M in o r 
D iscre p a n c ies  

W e  rev iewed  th e  6 0  red  n o t ices i ssued  in  f iscal year  1 9 9 2  fo r  U .S . fugi t ives.  
For  2 6  o f th e  n o tices, w e  i den tifie d  3 9  d isc repanc ies  in  in format ion 
b e tween  th e  n o t ices a n d  records  m a i n ta i n e d  in  I JSNCB red  n o tice case  f i les 
a n d  th e  a u to m a te d  case  t rack ing system. W e  d iscussed  e a c h  o f th e  3 9  
d isc repanc ies  wi th I JSNCB o fficials as  wel l  as  l aw  e n fo r c e m e n t exper ts  in  
ou r  O ffice o f Spec ia l  Invest igat ions.  B o th  par t ies a g r e e d  th a t th e  
d isc repanc ies  w e r e  m inor  b e c a u s e  th e  red  n o tice inc ludes  a  p h o to g r a p h  
a n d /or  fingerpr in ts  th a t a re  th e  pr inc ipa l  m e a n s  o f i den ti fying U .S . 
fugi t ives.  
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For example, over half of these discrepancies involved minor 
inconsistencies in the subject’s height and weight. Height discrepancies, 
ranging from 1 to 3 inches, accounted for 13 of the inconsistencies and 
appeared to be the result of inaccurate metric conversion or typographical 
errors. Weight discrepancies accounted for 9 of the inconsistencies. 
Officials said this is not unusual because fugitives can easily change their 
weight. However, as a result of our findings, USNCB developed procedures 
to ensure that red notice information maintained in its automated case 
tracking system and its manual records is consistent. 

Weaknesses in 
USNCB’s Computer 
Security 

Federal laws and regulations require government agencies to adequately 
protect the sensitive information they possess on computers. Federal 
agencies are required to identify and develop security plans for computer 
systems they designate as containing sensitive information. In addition, 
federal policies direct agencies to protect access to and operation of 
sensitive computer systems by conducting risk analyses and implementing 
contingency plans,4 as critical first steps for ensuring the establishment of 
necessary security safeguards and continuity of data processing. However, 
IJSNCB computer security practices jeopardize its basic mission. 

IJSNCB is a unique communications resource. Each year IJSNCB receives 
nearly 100,000 requests from police entities at all levels within the United 
States, National Central Bureaus, and INTERPOL for information concerning 
criminal and noncriminal investigations.” IJSNCB’S sensitive international 
criminal investigative data reside in USNCB’S automated case tracking 
system; however, these data are not adequately protected. 

At the time of our review, IJSNCB had not conducted a risk analysis to 
identify threats to its systems and computer data, and had not developed 
contingency plans or a computer security plan. IJSNCB officials told us that 6 
higher priority work and limited resources delayed these activities. As a 
result of these weaknesses, USNCB has no reasonable assurance that (1) its 
data processing facility and systems would continue operating in the event 
of an emergency, and (2) computer security threats would be identified 
and countered. Additionally, critical back-up files were stored in the 
computer room. Should these files be destroyed during an emergency at 
the site, the loss would cripple IJSNCB’S ability to perform even basic 
computer operations such as receiving, transmitting, and processing 

‘~Oflice of Management anti Budget (OMI3) Circular No. A-1:30, ApI>. III., Managwwnl of Fedwrd -~~ 
Information Resources, (Dec. 12, IW5). 

“Nwwxnmal invesr.igations include such mat.ters as missing persons. 
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hundreds of routine electronic messages and operating its automated case 
tracking system. 

As the result of our review and an internal Department of Justice security 
study, USNCB is taking action to improve the security of its computer 
systems and sensitive information. 

Our work was conducted at USNCB, Washington, D.C., from 
September 1992 to February 1993, in accordance with generally accepted 
government auditing standards. As requested, we did not provide a draft of 
this report to LJSNCB officials for their review and comment. However, we 
discussed the report’s contents with IJSNCB’S chief and assistant chiefs and 
they agreed with the facts presented. 

As arranged with your office, unless you publicly announce its contents 
earlier, we plan no further distribution of this report until 30 days from the 
date of this letter. At that time, we will send copies to the Department of 
Justice, IJSNCB, and other interested parties, Copies will also be made 
ava5labk to others upon request. 

Should you have any questions about this report or require a&-.Mon~ 
information, please contact me at (202) 512-6418. Major contributors to 
abJ w&ji#si~~ ,,&J izppendix III. I 
Sirvxrely yours, 

Howard G. Rhile 
Director, General Government 

Information Systems 
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A.Apendix I 

Objectives, Scope, and Methodology 

Our objectives were to determine (1) the arrest rate for United States 
fugitives for whom red notices are issued; (2) whether red notices have 
been sought for all eligible United States fugitives, and if not, why not; 
(3) the accuracy of data sent abroad; and (4) the adequacy of ADP security 
for relevant computer systems. As agreed, we focused our review on red 
notices issued for U.S. fugitives during fiscal year 1992. 

To determine whether statistics were available on the arrest rate for 1J.S. 
fugitives, we met with current and former IJSNCB officials and an official 
from the Department of Justice’s Office of International Affairs. In 
addition, we contacted INTERPOL headquarters in Lyons, France. 

To determine if red notices were sought for all eligible fugitives from 
justice in the United States, we identified the universe of red notices for 
fiscal year 1992, the largest group of which were for drug crimes. After 
consulting with law enforcement experts in our Office of Special 

NCB officials, we analyzed the FBI 
US. fugitives wanted for dru$ 

compared the NCIc records to the fiscal year 1992 red 

To determine why none of the names entered into 
were the subjects of red notices, we interview 
from three states-Arizona, Flordia, and New 
wq%?;ns f~~,,,~~~~~,~~~~~ ,‘,&I& *id “wH-= Y-m@fe 

%d 
th because 46 percent oft e rug smuggling crimes o 

To determine the accuracy of red notice data residing id USNCB’S manual 

red notices issued in fiscal year 1992, we compared the originating request 
from law enforcement officials and associated docum&ation to (1) the 
form used by USNCB to request a red notice from INTERPOL headquarters, 
(2) the actual red notice, (3) data in USNCB'S red notice case tracking 
system, and (4) data residing in NCIC. 
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We physically inspected the IJSNCB facilities to determine the adequacy of 
ADIJ security for relevant computer systems. In addition, we reviewed 
documentation and interviewed responsible ~JSNCB officials concerning 
personnel security, information security, and computer security. 



Page 9 GAO/IMTEC-93-23 USNCB’Y IJse of Red Notices 

VI I., Pl ., ;I, i ,‘.‘ ,*; : 



Appendix II _-.- _. .._. _-I--~_-_____ 

Process for Creating a Red Notice 

Agents 

St.at.tt Liaison Officers 

I JSN(:B 

State and local law enforcement officers and federal law enforcement 
agents can request a red notice when the case circumstances meet the red 
notice criteria. The following outlines the roles of those involved in the 
process of creating a red notice. 

Contact the State Liaison Officer or IJSNCB for information and assistance 
with the preparation of red notice request documentation. 

Contact agency counterparts assigned to USNCB for information and 
assistance with the preparation of red notice request documentation. 

Provide information and assistance to officials completing documentation 
requesting a red notice. Review the red notice documentation and mail the 
documentation to IJSNCB. 

Provide information and assistance to law enforcement officials requesting 
red notices. Send a diffusion (all points bulletin) to INTERPOL member 
countries. Review and approve request for the red notice and mail the 
request to INTERPOL. 

Review the red notice request to determine if it is complete and complies 
with INTERPOL'S constitution (i.e., the crime is not political, military, 
religious, or racial in nature). Upon approval, publish and distribute the 
red notice. 

Place lookout data in appropriate border control systems. 

Figure II. 1 depicts the process that law enforcement personnel follow in 
creating a red notice. 
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Appendix IX 
Process for Creating a Red Notice 
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Figure 11.1: Red Notice Process 

Officer 
P 

State Liaison 
Officer 

Diffusion 
b USNCB b (all points 

bulletin) 

INTERPOL 
headquarters 

Lyons, France 
yes 

, i -_ -... _ __ _ - - I - - no-l I -- 

- --) Returned for iuriher 
information or clarification 

Paper red notice 
mailed to all 
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Major Contributors to This Report 

Information 
Management and 

William D. Hadesty, Technical Assistant Director 
Thomas E. Melloy, Assistant Director 
Ona M. Noble, Evaluator-in-Charge 

Technology Division, Frank J. Philippi, Senior Evaluator 

Washington, D.C. Janet C. Eackloff, Reports Analyst 
Lynne L. Goldfarb, Publishing Adviser 
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