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Executive Summary

In 1974 India detonated a nuclear device using materials obtained from
its civilian nuclear facilities. Since then, the United States has strength-
ened controls over exports of nuclear technology and hardware in an
effort to curb the spread of nuclear weapons.

Concerned over the effectiveness of these controls, the Chairman, Sub-
committee on Energy Conservation and Power, House Committee on
Energy and Commerce, and Senator William Proxmire asked GAO to eval-
uate the controls administered by the Department of Energy (DOE).

Background

The Atomic Energy Act and the Nuclear Non-Proliferation Act of 1978
place primary responsibility for controlling nuclear exports with the
Nuclear Regulatory Commission and DOE. The Commission regulates the
export of nuclear facilities, such as reactors; major equipment for such
facilities; and nuclear materials, such as reactor fuel. It cannot license
exports unless recipient countries meet nonproliferation standards set
out in the 1978 act. Two examples of these standards are a country’s
acceptance of international safeguards on its nuclear facilities and the
existence of an agreement for cooperation providing the framework for
U.S. nuclear assistance to a country.

The acts also require persons or companies intending to export nuclear
technology—such as information, engineering services, and certain
equipment—to obtain the authorization of the Secretary of Energy. The
Secretary can authorize an export only upon determining that it would
not be detrimental to U.S. interests and with the concurrence of the
Department of State. The 1978 act did not specify standards for
approval as it did for the Commission. Instead, it directed the Secretary
to quickly establish any necessary standards.

In addition, the 1978 act created a special category of technology
requiring the Secretary’s specific authorization called sensitive nuclear
technology. This is technology that is important to civilian nuclear facili-
ties providing the most direct links to nuclear weapons proliferation.
Unlike other technology regulated by DOE, sensitive nuclear technology

may be exported only if the recipient country agrees to certain condi-
tions regarding its use.

Results in Brief :

DOE has not established objective standards for specifically authorizing
exports. It approves exports on the basis of nonproliferation, political,
and economic considerations. Because DOE gives considerable weight to
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Principal Findings

political and economic factors, a significant inconsistency exists in DOE
and Commission export controls.

DOE has also authorized exports without review for sensitive nuclear
technology and on the basis of factors not contained in the 1978 act.
Reports containing significant information about nuclear facilities and
operations have been exported, under a general authorization, without
DOE review. This occurred because DOE does not require advance review
of reports that, although based on publicly available information, con-
tain new analyses and are not publicly available.

Specific Authorizations

Technology exports subject to DOE approval can have as much prolifera-
tion significance as material and equipment exports, Rather than
adopting nonproliferation standards, however, DOE weighs six factors in
making export decisions. Four factors are similar to Commission stan-
dards. The other two address the availability of the technology from
other sources and U.S. political, economic, or security interests. DOE
believes that flexibility in weighing its factors enables it to help the
United States influence foreign nuclear programs and may lead coun-
tries to accept nonproliferation controls. From 1980 through 1985, DOE
authorized 47 exports largely on the basis of political and economic,
rather than nonproliferation, factors.

GAO is concerned that DOE's disproportionate weighting of political and
economic factors does not provide the level of nonproliferation assur-
ances desired by the Congress when it passed the 1978 act. GAO believes
that now, after 8 years of experience with the act, DOE should be able to
develop more objective criteria that will still allow flexibility but will
better meet the nonproliferation goals of the act. (See ch. 3.)

Sensitive Nuclear
Technology

From 1978 until 1983 DOE did not have procedures for identifying tech-
nology that is important to sensitive nuclear facilities. On 11 occasions
during this period, private firms and DOE, through its exchanges of tech-
nical information with foreign countries, provided equipment and infor-
mation to sensitive nuclear facilities. For 8 of these cases, DOE did not
determine if the exports contained sensitive nuclear technology.
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Since 1983 DOE has made determinations on 12 proposed exports to sen-
sitive nuclear facilities. In four proposals it identified and did not permit
sensitive nuclear technology to be exported. In the other eight cases, DOE
determined that no sensitive nuclear technology was involved. DOE made
these determinations, however, on the basis of factors that are not
included in the 1978 act. For example, in 1983 it determined that infor-
mation on reprocessing—a method of extracting plutonium from used
reactor fuel—to be transferred to the United Kingdom was not sensitive
nuclear technology because that country already possessed reprocessing
capabilities. The 1978 act, however, limits the determination of sensitive
nuclear technology to its importance to sensitive facilities, not to recip-
ient countries. DOE needs standards for identifying sensitive nuclear
technology that are consistent with the 1978 act. (See ch. 4.)

General Authorizations

DOE's regulations contain a general authorization to export information
that is publicly available. Because these exports do not require advance
review, DOE does not know how many have occurred. However, Gao
identified seven reports exported under the general authorization that,
although based on publicly available information, contained new anal-
yses and were not publicly available. Further, they provided informa-
tion on sensitive nuclear facilities. Because these reports were not
publicly available, DOE should have reviewed them and either approved
or disapproved their export. (See ch. 2.)

Recommendations

GAO recommends that the Secretary of Energy

establish objective nonproliferation standards on which to base specific
authorization decisions and describe how political and economic factors
will be weighed as part of the authorization process,

develop criteria consistent with the 1978 act for identifying sensitive
nuclear technology, and

limit general authorization of information exports to that which is
readily available to the public.

GAO is also recommending other improvements in DOE’s procedures for
controlling exports.
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GAO made similar recommendations for DOE to establish objective export

Matter fo,r authorization standards in 1980, but DOE did not act on those recommen-
Congressional dations. If GAO’s recommendation is again rejected, the Congress should
Consideration consider whether the dissimilarity between DOE’s and the Commission’s

approaches to nonproliferation decisions—especially the weight given
to economic and political considerations by DoE—adequately achieves
the objectives of the act.

GAQ discussed the report’s material with DOE officials responsible for
export control. They said that corrective actions have been initiated on
GaO’s findings except that they have no plans to establish objective stan-
dards for making authorization decisions. Ga0 did not request official
agency comments on this report.

Agency Comments
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Chapter 1

Introduction

The potential proliferation of nuclear weapons is a major concern facing
our nation. Currently six countries—China, France, Great Britain, India,
the Soviet Union, and the United States—have acknowledged deto-
nating a nuclear explosive device. However, many other nations have
the basic technological skills and the economic resources necessary to
develop nuclear weapons, and as discussed in the Congressional
Research Service’s August 1985 Nuclear Proliferation Factbook, a
number of these nations are perceived as attempting to do so through
research, purchases of technology, or surreptitious activities.

A key factor in the production of nuclear weapons is obtaining the
means to generate *‘special nuclear material”’—enriched uranium or plu-
tonium—required for a nuclear explosive device. Controlling this capa-
bility is complicated by the widespread use of nuclear power reactors,
which employ facilities and engineering concepts similar to those
required in a nuclear weapons program. For example, the fuel for a
nuclear power reactor is generally uranium that has been enriched (or
processed) to increase the concentration of the material needed to sus-
tain a chain reaction.! Plants that enrich uranium for nuclear reactor
fuel can also be used to enrich uranium for nuclear weapons purposes.
Further, nuclear reactors generate plutonium as a by-product of the
nuclear chain reaction. The spent (used) fuel removed from reactors
contains a mixture of unused uranium, plutonium, and highly radioac-
tive waste products. Because plutonium can be substituted for uranium
in commercial reactor fuels, systems have been developed to extract it
and the unused uranium from the spent fuel. Figure 1.1 depicts an
advanced version of the commercial nuclear fuel cycle and its relation to
the production of nuclear weapons material.

! The majority of reactors in commercial use are so-called “light water” reactors that require low-
enriched fuel. However, “heavy water” reactors use deuterium (D, 0) instead of water in the reactor
and can operate on natural uranium. For these reactors, enriched fuel is not required.
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Figure 1.1: Relationship of the Commetcial Nuclear Fuel Cycle to the Production of Special Nuclear Material
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Chapter 1
Introduction

U.S. Reliance on
Political Commitments
and Export Controls

Despite the relationship between commercial nuclear power and nuclear
weapons production, the United States and other advanced nuclear
nations initially believed that the special nuclear material needed for
weapons would, for technical and economic reasons, be obtained only
from facilities dedicated to a nuclear weapons program. However,
India’s explosion of a nuclear device in 1974 changed this belief. The
device used in this explosion contained special nuclear material gbtained
from a civilian reactor built and operated in part with indirect assis-
tance from the United States as well as other nuclear exporting nations.

Although the risk of proliferation is inherent in commercial nuclear
power, the United States has maintained a policy of promoting the
peaceful domestic and foreign uses of nuclear energy since the enact-
ment of the Atomic Energy Act of 1954 (42 U.S.C. 2011). During the
1960’s, the United States was the predominant supplier of nuclear fuel
and reactors throughout the free world. Since then, a nuraber of coun-
tries—particularly western European nations—have undertaken a
larger role in nuclear commerce. Although the United States is no longer
the predominant supplier, it remains a major supplier of nuclear fuel,
equipment, and technology.

As a major supplier for foreign nuclear power programs, the United
States could inadvertently contribute to increased proliferation of
nuclear weapons through its export activities. To reduce this prolifera-
tion risk, the United States for many years has relied on foreign political
commitments and government controls to ensure that U.S. assistance to
foreign nuclear programs is not diverted to nuclear weapons-related
activities.

With respect to political commitments, the United States relies on gov-
ernment-to-government agreements, nuclear facility safeguards adminis-
tered by an international organization, and international treaties to
ensure that foreign countries undertake only peaceful nuclear activities.
Each of these is discussed below.

Agreements for cooperation. These are intergovernmental agreements
negotiated between the United States and other nations or groups of
nations. The agreements provide the basic framework for U.S. nuclear
assistance and the specific safeguards and controls to be applied to
nuclear exports. For example, most agreements require guarantees that
material and equipment exported will not be used for the development
of any nuclear explosive device.
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The International Atomic Energy Agency (JAEA). An autonomous organi-
zation of the United Nations established in 1957, the IAEA administers a
system of international safeguards with the objective of timely detec-
tion, and hence deterrence, of illicit diversion of nuclear materials from
peaceful nuclear activities. To accomplish these objectives, the IAEA
attempts to account for all nuclear materials at nuclear reactors and
other nuclear facilities using as safeguards on-site inspections, remote
surveillance, and material containment measures. The IAEA currently
has over 100 member nations.

The Nuclear Non-Proliferation Treaty (NPT). Under the specific provi-
sions of the NPT, which went into effect in 1970, each nonnuclear
weapon state? agrees not to manufacture or otherwise acquire nuclear
weapons and to accept IAEA safeguards on its nuclear facilities. In
return, all parties to the NPT agree to facilitate cooperation in the
peaceful uses of nuclear energy. The NPT has been ratified by 124
countries.

The Treaty of Tlatelolco (formally titled the Treaty for the Prohibition
of Nuclear Weapons in Latin America). Under this treaty, 23 Latin
American nations have agreed not to manufacture or acquire nuclear
weapons and not to permit such weapons to be stored or deployed in
their territories. Additionally, each nation is required by the treaty to
place IAEA safeguards on its nuclear activities.

While there is considerable international support for these nonprolifera-

tion agreements, treaties, and organizations, 35 nations have not ratified

a nonproliferation treaty or agreed to conduct all of their nuclear activi-
ties under IAEA safeguards. According to the Congressional Research
Service’s Nuclear Proliferation Factbook, some of these nations have
acquired significant nuclear capability and are developing
unsafeguarded facilities that are capable of producing weapons-grade
nuclear material.

India’s nuclear explosion caused a shift in emphasis in U.S. nonprolifer-
ation strategy. Before the explosion, the United States relied primarily
on political commitments to restrain nuclear proliferation. After the

explosion, the Congress and the Executive Branch focused on restricting
the capabilities of nations to produce nuclear weapons., The most signifi-

cant result of this shift in emphasis was the Nuclear Non-Proliferation
Act of 1978 (NNPA). In passing the act, the Congress found that the pro-
liferation of nuclear weapons posed a grave threat to the security of the

2 Under the NPT, there are only five nuclear weapons states: China, France, Great Britain, the Soviet
Union, and the United States.
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United States and that there was an urgent and imperative need to pre-
vent proliferation; consequently it established as the act’s overall objec-
tive the efficient and effective control over the proliferation of nuclear
explosive capability. In this regard, the act substantially revised the
terms and conditions for U.S. nuclear cooperation with other nations. It
also committed the United States to a broad range of unilateral and
international initiatives for curbing the proliferation risks of nuclear
power. Among them were stronger domestic controls over nuclear-
related exports.

Domestic controls over nuclear-related exports are intended to ensure
that U.S. exports of nuclear fuel, equipment, and technology are not
used to assist a foreign nuclear weapons program. The primary respon-
sibilities for administering nuclear export controls are divided among
the Nuclear Regulatory Commission (NRC), the Department of Com-
merce, the Department of Energy (DOE), and the Department of State as
shown in tabie 1.1.

Table 1.1: Federal Control of Nuclear
Exports

DOE Controls Over U.S.
Assistance to Foreign
Atomic Energy
Programs

Item Responsible agency
Nuclear materials: NRC
—S8pecial nuclear material (primarily enriched uranium and
plutonium)

—Source material {natural uranium}

—By-product material
Complete nuclear facilities and specially designed equipment NRC
Nuclear components, items, and substances NRC

Dual-use components (applications in both nuclear and nonnuciear  Commerce and DOE
facilities)

Nuclear technical services and technology transfer DOE®

2DOE has primary responsibility, but State must concur in DOE authorizations. In addition, Commerce
requires validated export licenses for the export of certain technology and information, particularly
related to sensitive nuclear facilities.

Section 57(b) of the Atomic Energy Act assigns DOE its basic authority
and responsibility for controlling U.S. involvement in foreign nuclear
programs. The act states:

It shall be unlawful for any person to directly or indirectly engage in the produc-
tion of any special nuclear material outside the United States except (1) «5s specifi-
cally authorized under an agreement for cooperation...or (2) upon authorization by
the Secretary of Energy after a determination that such activity will not be inimical
to the interest of the United States....”
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Agreements for cooperation negotiated to date, however, have not spe-
cifically authorized any person to assist in the production of special
nuclear material. Consequently, all such assistance must instead be
authorized by the Secretary as directed by the act.

To implement the above requirement, DOE established regulations (Title
10 of the Code of Federal Regulations [CFR], Part 810) governing unclas-
sified U.S. activities in foreign atomic energy programs. The regulations
cover several types of assistance including

technology transfers, such as nuclear facility designs and equipment-
manufacturing technology;

equipment intended for use in nuclear facilities but not controlled by
NRC, such as process control instrumentation, lasers for enrichment
research, and reactor simulators for operator training;

assistance in operations and maintenance of nuclear facilities, including
design and engineering services, construction management, and quality
control/assurance services;

training given to foreigners on nuclear-related matters (not including
college courses); and

assistance to foreign nuclear programs provided by overseas licensees of
U.S. firms.

According to sections 141 and 144 of the act, activities involving classi-
fied nuclear information (termed “‘Restricted Data” by the act) cannot
be exchanged with other nations uniess authorized by the President.

The act requires the Secretary of Energy to make a determination that
an activity will not be “inimical,” or detrimental, to the interest of the
United States before authorizing the export of assistance related to the
production of special nuclear material. DOE's regulations set forth the
policy and procedures for implementation of this authority. To ease the
administrative burden, the Secretary does not require exporters to
request authorizations for every proposed export. Its regulations con-
tain a general authorization permitting, without prior review and
approval, activities with little or no nonproliferation or national
security significance. For example, the general authorization allows any
person to provide publicly available published information without
prior review and approval by the Secretary.

Other types of assistance that DOE considers relatively nonsensitive,
such as power reactor technology, are also generally authorized unless
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they are intended for certain countries. DOE has identified certain coun-
tries viewed as a proliferation or national security risk because they (1)
have not ratified a nonproliferation treaty or (2) are located in areas of
volatility or sensitivity. DOE's regulations list these countries and require
that proposed assistance to any of their nuclear facilities beyond pub-
licly available information must be specifically authorized by the Secre-
tary. In this report, these countries are referred to as restricted
countries.

Proposed assistance to enrichment, reprocessing, and heavy water pro-
duction facilities and to plutonium fuel fabrication facilities beyond pub-
licly available information requires specific authorization by the
Secretary before the technology can be exported to any country,
including nuclear weapons nations. In addition, DOE’s regulations incor-
porate by reference the requirements of the Atomic Energy Act (as
amended by the NNPA). These include the requirement that if proposed
assistance to a sensitive foreign nuclear facility involves sensitive
nuclear technology (SNT), additional assurances must be obtained from
the recipient country regarding the nuclear materials or equipment pro-
duced from the use of the exported technology. Table 1.2 summarizes
DOE’s export control requirements in order of ascending proliferation
importance.

Table 1.2: Applicability and Scope of
General and Specific Authorizations

Nonrestricted
Type of activity Restricted countries countries
Transferring technical information that is General authorization General authorization
available to the public in published form
Providing assistance to “nonsensitive” Specific authorization General authorization
foreign nuclear activities (e.g., uranium
mining and milling, power and research
reactors)
Providing assistance to "sensitive” foreign  Specific authorization; Specific authorization;
nuclear facilities (i.e., reprocessing, assurances required  assurances required
enrichment, heavy water production, on transfers of SNT on transfers of SNT

piutonium fuel fabrication)

DOE’s Office of International Security Affairs, Assistant Secretary for
Defense Programs, reviews and processes requests for specific authori-
zations submitted by companies and individuals. With the assistance of
technical staff from other DOE offices and national laboratories, it may
also perform a technical review of the proposed export to determine its
proliferation significance. Finally, the office performs a policy review to
determine the proliferation credentials of the recipient country with
regard to the assistance it will receive and any other factors that may
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Objectives, Scope, and
Methodology

bear upon the interests of the United States. On the basis of these
reviews, the office initially determines whether the activity should be
authorized. If this determination is favorable, it prepares a written anal-
ysis recommending that the Secretary of Energy approve the export. If
the office cannot make a favorable determination on an activity, it
either recommends that the Secretary disapprove the activity or, in
most cases, notifies the applicant of its initial unfavorable determina-
tion. Applicants may appeal an unfavorable determination made by the
Office of International Security Affairs and request that the Secretary
make the final determination on whether the activity can be conducted.

Before the Secretary can specifically authorize an export, five agencies
that, along with DOE, make up the Subgroup on Nuclear Export Coordi-
nation (SNEC)—the Departments of State, Defense, and Commerce; the
Arms Controel and Disarmament Agency (ACDA); and NRC-—are afforded
an opportunity to comment on the initial favorable determination. State
must concur with DOE’s tentative favorable determination before the
Secretary can authorize the export. The views of the other four agencies
are advisory.

However, if an export is permissible under DOE’s general authorization,
none of the five other agencies are involved under DOE’s regulations,
although some may have responsibilities under other provisions of law.

The Chairman, Subcommittee on Energy Conservation and Power, House
Committee on Energy and Commerce, and Senator William Proxmire
asked us, in a joint letter dated December 13, 1984, to review DOE’s con-
trols over the export of nuclear technology. To accomplish this objec-
tive, we reviewed DOE's implementation of its regulatory procedures
from 1980 through 1985 in three areas:

granting general authorizations for assistance involving publicly avail-
able information (see ch. 2);

granting specific authorizations for assistance involving restricted coun-
tries (see ch. 3); and

identifying assistance involving SNT (see ch. 4).

In addition, we reviewed administrative policies and procedures that are
applicable to all three areas (see ch. 5).

In addressing this objective, we focused our work on evaluating the
implementation of DOE’s controls over nuclear technology exports and
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assessing the conformance of these controls with the requirements and
intent of the Atomic Energy Act and the NNPA. We did not attempt to
determine if any exports increased the potential for the proliferation of
nuclear weapons or to assess how the exported technology and assis-
tance has been used by the recipient countries. Determinations and
assessments of the increased nuclear weapons proliferation threat
resulting from this assistance are inherently difficult as detailed knowl-
edge of the various countries’ nuclear activities and intentions would be
required. In addition, opinions are diverse on the proliferation signifi-
cance of commercial nuclear technology.

To obtain an overall perspective, we discussed DOE's regulation of
unclassified export activities with officials in DOE’s Offices of Interna-
tional Security Affairs and General Counsel. We discussed with them the
objectives of the regulations, the history of the program and the rela-
tionship of the regulations to the governing legislation, a February 1983
revision to the regulations, and other general matters. We reviewed
related documents and files describing past activities and obtained
information on the 148 requests for specific authorization submitted to
DOE during the 6 years covered in our review. Of these 148 requests, 126
involved assistance to restricted countries, and 30 involved sensitive
nuclear facilities (7 requests involved both restricted countries and sen-
sitive facilities).

To address the general authorization area, we discussed with DOE regula-
tory officials the intent of the regulations and DOE’s knowledge of assis-
tance provided to foreign countries under this authorization. We
reviewed relevant DOE documents and files that provided information on
19 generally authorized activities identified to DOE by various U.S. firms
and individuals. We also discussed the general authorization and the
assistance provided with officials of the other SNEC agencies. In addition,
we compared DOE’s general authorization regulations, and the way DOE
officials interpret them, to export regulations of the Departments of
Commerce and State.

From DOE documents identifying generally authorized assistance, we
identified 11 examples that initially appeared to require specific author-
ization, We wrote to the companies that conducted 10 of these assistance
activities to obtain copies of the documents provided to foreign coun-
tries (copies of the documents provided under the eleventh activity were
available at DOE). To determine whether the assistance was appropri-
ately performed under the general authorization, we assessed each doc-
ument we obtained, using advisory guidance DOE has provided to
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various companies. We also had officials at the other SNEC agencies
review the documents and give us their views on the significance of the
assistance and the appropriateness of providing it under the general
authorization.

To address the specific authorization area, we discussed with DOE offi-
cials their procedures for reviewing requests for authorization involving
exports of technology to restricted countries. We examined available
documents relating to these authorization requests and listings provided
by DOE of the 125 requests of this type that it had received in the 6 years
covered in our review, Of these 125 requests, DOE had authorized 47 and
denied 38. Eighteen others had been withdrawn, and 22 were pending.

We attempted to review DOE's files on each authorized activity, but as
noted in the limitations on our work discussed below, some files were
not available or were incomplete. Nevertheless, we examined 44 files to
identify DOE's reasons for authorizing these activities. Further, we
examined the files of the 38 disapproved activities to identify DOE’s
bases for disapproval. We also discussed these types of activities with
officials of the other SNEC agencies to obtain their perspectives. We
reviewed, where available, relevant records on these agencies’ reviews
of the activities to be authorized.

To address the SNT area, we discussed with DOE program officials the
significance of SNT. We obtained a DOE listing of 30 activities that had
been authorized, or for which authorizations had been requested,
related to sensitive nuclear facilities. Of these 30 requests, 11 had been
authorized, 7 denied, 10 withdrawn, and 2 were pending. In addition,
because SNT requirements apply to DOE cooperative activities with for-
eign countries, we obtained a list of these DOE activities. We also dis-
cussed the intent of the SNT provision with officials from DOE’s Office of
the General Counsel and reviewed three studies on the applicability of
SNT to various export activities performed for DOE by outside firms.

We reviewed records of the 29 private sector and 8 DOE activities that
occurred between 1980 and 1985 and could have involved SNT.? We
reviewed DOE’s files on each activity to ascertain whether DOE had deter-
mined that it involved SNT. We discussed certain cases in detail with DOE
officials to understand the rationale for their SNT determinations. We

3 One of the 30 activities related to sensitive nuclear facilities deals with plutonium fuel fabrication,
which requires specific authorization under DOE's regulation but is not included in the legislative
definition of SNT. Consequently, it cannot involve the transfer of SNT and is not included in the
activities that we reviewed. ’
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also obtained the views of officials from the other SNEC agencies on SNT
and on DOE’s interpretation of SNT. In conjunction, we discussed with
them certain activities that DOE has authorized and obtained information
on the input of these agencies on DOE's SNT determinations related to its
own cooperative activities.

As we reviewed records and discussed all of these matters with DOE and
other officials, we noted areas where potential weaknesses exist in DOE’s
general administration of its regulations. We discussed each area with
DOE regulatory officials and with officials of other SNEC agencies as
appropriate.

At the request of the Subcommittee on Energy Conservation and Power,
House Committee on Energy and Commerce, we did not obtain official
agency comments on this report. Nevertheless, we discussed the matters
presented in the report with officials within DOE’s Offices of the Assis-
tant Secretary for Defense Programs and General Counsel and made
changes where appropriate,

Our work was conducted from June through December 1985. Our work
was performed in accordance with generally accepted government
auditing standards.

Limitations on the Scope of
Our Work

We encountered two limitations on the planned scope of our work. One
limitation related to the completeness of DOE files on requests for spe-
cific authorizations for the period 1980 through 1983. We encountered
difficulties in locating all the files we needed, and many of those that we
did obtain were incomplete. Consequently, we were not able to com-
pletely assess DOE’s decision-making process on these activities. This
issue is discussed in more detail in chapter 5.

The other limitation related to activities conducted under the general
authorization contained in DOE’s regulations. In our efforts to evaluate
this issue, we found it necessary to contact private firms to obtain
copies of information they had provided under this authorization. One
firm—Bechtel National, Inc., of San Francisco, California—did not pro-
vide us the information we needed to evaluate the activities they had
performed under this authorization. In October 1985 we requested
copies of documents that the company had provided to Japan under the
general authorization, and in November 1985 Bechtel’s Vice President,
Marketing and Business Development, Advanced Technology Division,
told us that the requested documents were the property of its clients
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and could not be released without the clients’ permission. Although the
firm agreed to seek permission to provide us with these documents, in a

tha +if30d g that it RN
J anuary 16 1086, letter, the company notified us that it would be

unable to provide the documents. This is discussed in more detail in
chapter 2.

The subject documents all involved assistance to sensitive foreign
nuclear facilities. Although not having them did not preclude us from
drawing conclusions on DOE’s export controls under its general authori-
zation, not having them prevented us from assessing whether the infor-
mation contained in the documents was significant enough to warrant
review under DOE’s specific authorization procedures.
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DOE generally authorizes the transfer of publicly available information
to foreign nuclear programs. Similar provisions exist in the export regu-
lations of the Departments of Commerce and State. Compared to these
agencies, however, DOE interprets its regulations broadly. Commerce and
State limit their general authorization to documents available to the
public free or at nominal cost from libraries or other sources. DOE, on the
other hand, allows firms to develop and provide documents to foreign
countries that are specially produced at substantial cost and that are not
generally available themselves to the public but are based on publicly
available information. The limited available data on DOE’s general
authorization experience indicate that assistance has been provided,
such as reprocessing plant design assistance, that should have had prior
DOE review under its specific authorization procedures.

DOE Broadly Interprets
What Is Publicly
Available Information

Export regulations of DOE and the Departments of Commerce and State
provide a general authorization for the transfer of publicly available
information to foreign sources. In implementing this part of its export
regulations, however, DOE has allowed the transfer of documents that
are not publicly available but are “based on” publicly available informa-
tion. The other two agencies have defined publicly available information
in comparatively narrow terms.

DOE’s regulations state that the general authorization covering publicly
available information is “limited to the furnishing of information which
is available to the public in published form.” Neither DOE review of the
information to be furnished nor notification to DOE of the activity is
required. Similarly, Commerce’s Export Administration Regulations (15
CFR), which govern the majority of exports from the United States, pro-
vide a general license for the export of publicly available technical data.
In addition, the State Department controls the export of arms and runi-
tions. The Department’s International Traffic in Arms Regulations (22
CFR 121-130) allow the uncontrolled transfer of technical data that are
in the public domain.

Both the Commerce and State regulations define the information that
can be transferred without prior specific approval. Commerce defines
this information as

“Publications that may be purchased without restrictions at a nominal cost or
obtained without cost or are readily available at libraries open to the public.”
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Information
Transferred Was Not
Publicly Available in
Published Form

The regulations further state that the term ‘‘nominal cost” is intended to
reflect only the cost of preparing and distributing a publication and not
the intrinsic value of the technical data it contains. If these costs are
sufficient to preclude general availability of the technical data to the
public, the general license is not applicable.

State’s regulations provide that information in the public domain is not
subject to its export licensing requirements. The regulations define
information in the public domain as information that is both published
and generally accessible or available to the public (1) at newsstands and
bookstores, (2) through subscriptions available without restriction, or
(3) at public libraries.

Unlike Commerce and State, DOE has never clearly defined in its regula-
tions what constitutes publicly available information. At the time that
DOE issued a proposed rule in September 1982 prior to its latest (Feb-
ruary 1983) change in its regulations, DOE stated that it was “‘consid-
ering additional guidance concerning the term ‘information available to
the public in published form.”’ As of March 1986, however, DOE had not
developed such guidance.

In practice, DOE, in comparison to Commerce and State, is broadly inter-
preting what is or is not publicly available information. According to
DOE records and DOE regulatory officials, DOE is allowing new publica-
tions that are not available to the public at nominal cost to be provided
to foreign countries under its general authorization if they are based on
publicly available information. Although DOE has advised firms pro-
viding new documents to foreign countries not to convey proprietary
information unavailable in published form or any evaluations, conciu-
sions, or recommendations, DOE does not review the documents for such
information or material.

Like Commerce and State, DOE does not require reporting on publicly
available information provided to foreign countries under the general
authorization. In addition, advance DOE review and approval of such
transfers are not required. Therefore, DOE has little information avail-
able to it on the nature and extent of information transferred to foreign
sources under its general authorization. Occasionally, however, persons
or corpanies make inquiries or seek clarification of DOE’s general
authorization regulation. We identified 19 instances in which U.S. firms
brought to DOE’s attention their planned transfers of information to for-
eign sources under the general authorization. Of these, 11 involved the
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planned transfer of new studies or reports, based on publicly available
information, to restricted countries or to countries not on the restricted
list but involving sensitive nuclear facilities.

We reviewed DOE’s files on the latter cases. According to representatives
of the companies involved, four transfers never occurred. As shown in
table 2.1, the remaining seven activities involved providing assistance to
a nuclear power plant in China—a restricted country—and assistance
related to developing reprocessing plants in Japan and South Korea.

Table 2.1: Generally Authorized
Assistance to Restricted Countries or
for Sensitive Facilities, 1980-1985

Activity Country Company

Assistance to restricted country

Engineering services for a nuclear power plant China Sargent and
Lundy

Assistance to sensitive facilities

Participate in the review of the conceptual design of  Japan Bechtel
a reprocessing plant

Study on the evolution of reprocessing plant Japan Bechtel
equipment and design in the United States

Study of reprocessing plant instrument systems Japan Bechtel
Study on the design and operation of a critical Japan Bechtel

component to a reprocessing plant (solvent
extraction pulse columns)

Report on analytical lab systems necessary to Japan International
support operation of a reprocessing plant Energy
Associates,
Limited
Conceptual development of a more proliferation- S. Korea Battelle
resistant reprocessing method (coprocessing) Columbus

Under DOE’s export regulations, assistance to restricted countries or
related to sensitive facilities, such as reprocessing plants, requires the
prior specific authorization of the Secretary unless the assistance is lim-
ited to transfer of technical information that is available to the public in
published form. We found, however, that in the seven cases listed in
table 2.1, the studies and reports transferred under DOE’s general
authorization were not available to the public in published form. In addi-
tion, the high cost of the publications precludes their general availa-
bility, and contrary to DOE advisory guidance, two of the three reports
we obtained and reviewed contained conclusions, evaluations, and rec-
ommendations. Finally, although the reports were provided to foreign
countries under the general authorization, they constituted assistance to
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these countries that was potentially significant enough to have war-
ranted prior DOE review under its specific authorization procedures.

Documents Were Not
Publicly Available

According to DOE regulatory officials, each of the seven documents pro-
vided under the general authorization was a new study being performed
and issued specifically to the client country. In no instance was the doc-
ument available to the public when the assistance was provided. In fact,
we found that, as of December 1985, five of the documents are consid-
ered proprietary and are still not publicly available, Specifically,

The four Bechtel studies were not available for public review. The com-
pany told us that as a matter of business practice they do not release
documents that were developed for their clients. We requested copies of
the reports from Bechtel in order to review the information provided,
but the company declined to provide them.
International Energy Associates, Limited, provided us with the study it
had performed; however, company officials told us that they consider
the report a proprietary document because it represented a substantial
effort for their client.
The two remaining studies were made available to us without restriction
but were not publicly available when the companies provided them to
foreign countries. One company atterapted to address the publicly avail-
able criterion at the time it sent its report to the recipient country by
sending it to DOE with instructions to place the document in DOE’s public
document room. DOE returned the report without making it publicly
available. Nevertheless, to make it publicly available, the firm placed
the document in the public library of a professional society 2 months
after it was provided to the foreign country. We pointed out in a pre-
vious report! that this is a loophole that had been used earlier by
another firm to circumvent the specific authorization process by making
new documents publicly available and therefore generally authorized.

Some Documents Had More
Than Nominal Cost

Cost is one criterion for determining if data are publicly available. The
Export Administration Regulations state that if a document has a cost
sufficiently high to prevent it from being available to the public, it
cannot be exported under Commerce’s general license.

! Evaluation of Selected Features of U.S. Nuclear Non-Proliferation Law and Policy (EMD-81-9,
Nov. 18, 1980).
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Data on the amount that the firms received for the documents they pro-
vided under the general authorization were not provided to DOE. How-
ever, DOE regulatory officials stated that in at least one instance the
amount the company received was several million dollars and that
others likely had costs that would place their acquisition out of the
public’s reach.

Documents Contained
Conclusions, Evaluations,
and Recommendations

DOE had advised firms not to include conclusions, evaluations, and rec-
ommendations in new reports and studies transferred to foreign coun-
tries under its general authorization. As discussed previously, we were
not permitted to examine four of the seven documents to ascertain
whether they had complied with this guidance. However, such informa-
tion was included in two of the three documents that we did review. One
document on coprocessing (a more proliferation-resistant form of
reprocessing) contained new analyses based on various reprocessing
computer codes and also contained data on how this form of reproces-
sing affects the use of the produced material in a nuclear weapon. One
other document provided information on possible problems and solu-
tions to the design of portions of a Chinese nuclear power plant. Some of
the information provided was based on publicly available documents
related to U.S. nuclear power reactors; however, much of the informa-
tion, as stated in the document, was based on the company’s experience
and on industry practices and was not attributed to published docu-
ments. Further, this document contained recommendations for
improving the plant design.

Assistance Provided Is
Potentially Significant

Because these seven activities were carried out under DOE's general
authorization, no specific review and authorization controls were per-
formed by DOE before the activities occurred.2 However, the activities
that were carried out appear to be of such significance that specific
authorization may have been warranted. For example, two of the activi-

ties have direct parallels to other activities requiring specific authoriza-
tion, as discussed below.

The Bechtel study for Japan of the design and operation of solvent
extraction pulse columns, a critical reprocessing plant component, is
similar to a 1983 activity involving assistance in the design and study of
pilot-scale pulse columns in Canada. This assistance to Canada was also

2 DOE did review cne generally authorized activity before it was transferred to the recipient country.
The circumstances surrounding this activity are discussed in more detail in chapter 4.
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based on publicly available information, yet required the specific
authorization of the Secretary because it involved the specific applicas
tion of this published information to Canadian processes and equipment.
The Sargent and Lundy study for China involved the review of a nuclear
power plant’s auxiliary building design and the training of Chinese
nationals in U.S. facilities. Similar activities for China that required spe-
cific authorization included a review of reactor building design docu-
ments in 1986, seven authorizations for engineering and design services
in 1985, and two authorizations for training of Chinese nationals at U.S.
facilities in 1981 and 1982. DOE required specific authorization in these
instances because, as stated in DOE documents, the Atomic Energy Act
prohibits these activities except as authorized by the Secretary. Under
DOE’s regulations, the Secretary has not provided approval for training
and other activities for a restricted country under a general
authorization.

We discussed the seven activities conducted under the general authori-
zation with officials from the other SNEC agencies. Representatives of all
these agencies agreed that the activities that have been conducted
appear to provide significant assistance to foreign nuclear programs.
Further, officials from NRC, ACDA, and State who reviewed the three
reports we obtained, as well as the subjects of the four reports we could
not obtain, stated that the information provided could benefit a nuclear
program. According to these officials, the knowledge and experience of
U.S. firms in this area is valuable, and the firms' knowledge of what
information is relevant and important to a subject facility can greatly
assist a foreign country’s efforts to develop a nuclear capability. They
stated that the six activities related to reprocessing provided under the
general authorization appeared to be the most significant. In this regard,
officials from all three agencies stated that the reprocessing studies to
Japan, because of their subject matter, appeared significant enough that
they should have had prior DOE and SNEC agency review under specific
authorization procedures. Officials from ACDA also stated that the
coprocessing study for South Korea was significant and should have
been handled under DOE’s specific authorization procedures.

They also said that there appeared to be little difference between these
activities and others requiring prior DOE review and specific authoriza-

tion by the Secretary of Energy. Officials from NRC and aAcpa stated that
because of DOE’s broad interpretation of publicly available information

and the applicability of its general authorization to all countries, activi-
ties similar to the seven examples could also be performed, without
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Conclusions

prior federal review and approval, for countries that are poor prolifera-
tion risks. They added that the identified activities conducted so far set
a precedent and that the regulations need to be changed to ensure that
such activities do not occur without federal oversight.

DOE regulatory officials agreed that weakness exists with the agency’s
publicly available information provision of the general authorization. In
this regard, they stated that they have begun the initial steps to narrow
the publicly available provision to allow general authorization only of
published documents available for the cost of reproduction or readily
available at libraries. They added that this proposed revision to the reg-
ulations is under internal review but they could not estimate when the
revision would be available for public comment.

Because of the broad language of Subsection 57(b) of the Atomic Energy
Act, any activity dealing with nuclear power plants or the nuclear fuel
cycle could require the specific authorization of the Secretary. The gen-
eral authorization provision in DGE’s regulation is meant to allow
nuclear-related activities that are not significant to the production of
special nuclear material to be conducted without prior DOE review. The
existence of such a general authorization in DOE's export regulation is
consistent with the export regulations of Commerce and State and
appears to be a valid method of reducing the administrative burdens of
the regulation.

However, DOE's broad interpretation of what constitutes publicly avail-
able information in its general authorization allows U.S. companies to
develop and provide to foreign countries proprietary documents that not
only include previously published information but aiso incorporate the
experience and special knowledge of the firms. This potentially signifi-
cant assistance can then be provided to restricted countries or for sensi-
tive facilities without oversight by DOE. This is inconsistent with export
regulations of Commerce and State and, in our view, is ineffective imple-
mentation of the Atomic Energy Act and the NNpA, These acts contem-
plate federal review and approval of proposed significant and sensitive
export activities to ensure that they are not detrimental to the interests
of the United States. New documents to foreign countries that are based
on publicly available information, but which also incorporate special
knowledge and expertise of U.S. firms, allow companies to bring their
special knowledge and expertise to bear and consequently provide
important information and/or significant assistance to recipient coun-
tries’ nuclear programs. Such activities involving restricted countries or
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Recommendation to the
Secretary of Energy

sensitive facilities are the type of activity that the Secretary should
review in advance and either specifically authorize or deny.

DOE’s interpretation of its general authorization also weakens inter-
agency federal control over U.S. nuclear assistance to foreign countries.
Under DOE’s broad interpretation, activities of potential significance can
be performed for restricted countries or sensitive facilities without con-
sultation and/or concurrence of other interested federal agencies listed
in the statute. Further, this interpretation provides U.S. firms and indi-
viduals too much discretion to determine what information can or
cannot be provided without the specific authorization of the Secretary

of Energy.

To better ensure effective regulation of transfers of publicly available
information to foreign sources, DOE needs to narrow the interpretation
of publicly available information in a manner similar to Departments of
Commerce and State export regulations. The proposed approach of the
DOE regulatory staff, as we understand it, would do this. It would allow
only documents that are truly publicly available to be exported under
the general authorization and would require that new documents ‘‘based
on” publicly available information be reviewed by DOE under its specific
authorization procedures.

To better ensure federal control over the U.S. assistance provided to for-
eign atomic energy programs, we recommend that the Secretary of
Energy revise the general authorization provision of DOE’s regulations to
(1) allow only previously published documents readily available to the
public for the cost of reproduction to be provided under the general
authorization and (2) require that any new documents, even if based on
publicly available information, be submitted to DOE for specific authori-
zation if they are being sent to restricted countries or involve sensitive
facilities.
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Established for Authorizing Assistance to
Restricted Countries

For the most part, DOE considers certain exports of assistance to foreign
nuclear programs, such as exports of power reactor technology, to be
relatively nonsensitive. For many countries, therefore, these types of
exports are generally authorized. Because nonsensitive nuclear tech-
nology can indirectly aid development of nuclear weapons capability,
however, the specific authorization of the Secretary is required for
exports to restricted countries. Further, DOE requires that all assistance
to sensitive facilities in any country be specifically authorized.

The NNPA directed DOE to establish any necessary standards and criteria
for making authorization decisions. DOE has established categories for
which a general authorization is adequate. However, DOE has established
six “factors” for consideration in assessing whether proposed export
activities are detrimental to the interest of the United States for the pur-
pose of specific authorizations. In contrast to NRC's export regulations,
DOE’s authorizations need not be based on specific nonproliferation cri-
teria. As a result, authorizations are granted not only on the basis of
nonproliferation reviews but also because of political and economic fac-
tors, and exports have been authorized to restricted countries without
obtaining firm nonproliferation assurances. DOE should revise its regula-
tions to establish clear nonproliferation standards upon which to base
its authorizations. In addition, the Congress may wish to consider estab-
lishing nonproliferation standards through legislation.

DOE Requirements for
Specific Authorizations

Except for nuclear material and equipment exports licensed by NRC, DOE
is charged with reviewing and either authorizing or denying any activity
that assists directly or indirectly in the production of special nuclear
material. For sensitive facilities—uranium enrichment, reprocessing,
heavy water production, and plutonium fuel fabrication—DOE requires
specific authorization of any export regardless of the recipient country.
DOE considers the other areas of the nuclear fuel cycle—nuclear power
reactors, uranium mining and milling, and fabrication of low-enriched
reactor fuel—as relatively nonsensitive. Power reactor technology is not
considered sensitive because special nuclear material produced in reac-
tors is not readily accessible in spent reactor fuel and because the fuel is
in the form of countable assemblies that are relatively easy to safeguard
and control. The other fuel cycle areas are too indirectly related to the
production of special nuclear materials to be considered sensitive.

Nevertheless, the possibility exists that a foreign country could extract

weapons material from spent reactor fuel and divert the material to a
nuclear weapons program. In fact, the United States has shown that
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spent reactor fuel could be used in a nuclear device. As we discussed in a
previous report,! the United States announced in 1977 that a successful -
nuclear test had been conducted with “reactor-grade” plutonium, thus
demonstrating that plutonium from spent nuclear fuel is usable for
weapons. Moreover, some forms of nonsensitive assistance could also be
useful at indigenously developed facilities dedicated to the production of
weapons material. Thus, the transfer of nonsensitive nuclear technology
could assist a foreign nuclear weapons program. DOE's export regula-
tions, therefore, require the Secretary’s specific authorization for export
of nonsensitive nuclear assistance to the restricted countries listed in its
regulations. Until 1983 these countries were limited to 19 primarily com-
munist nations. However, in February 1983 poE added 43 countries that
(1) had not signed the NPT or the Treaty of Tlatelolco or (2) were in
geographic areas of particular volatility or sensitivity. These countries
are listed in table 3.1.

! Quick and Secret Construction of Plutonium Reprocessing Plants: A Way to Nuclear Weapons Prolif-
eration? (EMD-78-104, Oct. 6, 1978).
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Table 3.1: Countries Requiring Specific
Authorization for Nonsensitive Nuclear
Technology

No Standards for
Authorizing Assistance
to Restricted Countries

Prior to February 1983

Added to regulation in February 1983

Albania Afghanistan Malawi
Bulgaria Algeria Mauritania
Cambodia? Andorra Mozambique
China Angola Niger
Cuba Antigua and Barbuda Oman
Czechoslovakia Argentina Pakistan
East Germany Bahrain Qatar
Estonia Belize Saint Vincent and the
Hungary Bhutan Grenadines
Laos Brazil
Latvia Burma Sao Tome and Principe
Lithuania Chile
North Korea Comoros Saudi Arabia
QOuter Mongolia Djibouti Seychelles
Poland Dominica Solomon Islands
Romania Equatorial Guinea South Africa
Southern Rhodesia® Guyana Syria
Soviet Union India Tanzania
Vietham Iran United Arab Emirates
Iraq
Israel Vanuatu
Kiribati Yemen
Kuwait Zambia
Libya

3Now Kampuchea

5Now Zimbabwe

The Atomic Energy Act requires that the Secretary of Energy must
determine that a proposed export is not detrimental to the interests of
the United States before authorizing any export that could be used to
produce special nuclear material outside the United States. The act does
not provide the Secretary with criteria or guidance for making this
determination; however, the NNPA stated that an immediate effort

should be undertaken to establish quickly any necessary standards and
criteria, including the nature of any required assurances or evidentiary
showings, for making these determinations.

While such standards and criteria are generally useful for making objec-
tive decisions, they could be particularly useful for authorizing assis-
tance to restricted countries. These countries, for the most part, have
not agreed to political assurances that they will not develop nuclear
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weapons, and some nations—in particular Argentina, India, Israel, and
South Africa—are operating nuclear facilities that are not monitored
under international safeguards. The nuclear weapons intentions of these
nations are therefore not fully known, and the capability may exist in
these nations, or is being developed, to produce special nuclear material.
Consequently, standards and criteria for authorizing assistance to such
countries may provide a safety net to ensure that inappropriate assis-
tance is not authorized.

Rather than establish standards and criteria for making specific authori-
zation determinations, DOE has established six “factors” used in
reviewing applications for exports of nuclear technical services and
transfers of technology. The factors do not serve as standards—that is,
DOE’s regulations do not specify how they will be applied in making
authorization determinations—and no single factor or combination of
factors must be met in order for the Secretary to grant a specific author-
ization. The factors are

whether the United States has an agreement for cooperation with the
country;

whether the country is a party to the NPT or a full party to the Treaty of
Tlatelolco;

whether the country accepts IAEA safeguards on all its peaceful nuclear
activities (referred to hereafter as “full-scope safeguards');

whether the country will accept IAEA safeguards on the project for
which the export is intended (referred to hereafter as “facility
safeguards’);

the relative significance of the export and availability of comparable
assistance from other sources; and

any other factor that may bear upon the political, economic, or security
interests of the United States.

In contrast to the factors for consideration used in DOE’s specific author-
ization process, NRC has nonproliferation standards that, by law, must
be met before it can license the export of nuclear facilities and their
components. Exports of nuclear components are governed by Section
109 of the Atomic Energy Act, which states that no exports of nuclear
components can be made unless (1) IAEA safeguards will be applied; (2)
the export will not be used in, for research on, or for the development of
any nuclear explosive device; and (3) the export will not be retrans-
ferred to any other nation without prior U.S. approval.
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Exports of nuclear facilities are subject to more stringent conditions.
Section 103 of the Atomic Energy Act precludes facility exports unless
an agreement for cooperation is in place. Section 127 of the act also
requires that, in addition to the conditions imposed on component
exports, adequate physical security measures must be maintained.
Finally, section 128 of the act further precludes exports of nuclear facil-
ities to a nonnuclear-weapons state unless the recipient state maintains
full-scope safeguards.

If NRC determines that proposed exports do not meet one of these stan-
dards, the exports cannot be effected unless the President determines
that failure to approve an export would be seriously prejudicial to the
achievement of U.S. nonproliferation objectives or would otherwise
jeopardize the common defense and security.

From a nonproliferation viewpoint, assistance in the form of nuclear
technical services or transfer of technology requiring the specific
authorization of the Secretary of Energy can be as significant as the
export of nuclear facilities and equipment regulated by NRC. Types of
assistance authorized by the Secretary of Energy include the technology
necessary to manufacture nuclear facilities and equipment; the knowl-
edge and expertise necessary to design, construct, operate, and maintain
such facilities; and any nuclear-related equipment not licensed by NRC
(NRC licenses nuclear power reactor equipment related only to the
reactor and the primary reactor cooling system). Thus, while NRC regu-
lates the export of nuclear facility hardware, DOE regulates the export of
technology and equipment that can enable a foreign country to design,
construct, and operate nuclear facilities.

In a November 1980 report,2 we pointed out that, unlike NRC licensing of
facility hardware exports, DOE's regulations and procedures for control-
ling assistance provided to foreign countries lacked determinative stan-
dards. We noted that the factors used by DOE in evaluating proposed
assistance gave the executive branch considerable flexibility and discre-
tion in determining how each factor will be weighed in reaching its deci-
sion on whether the assistance should be authorized and that this
provided opportunities for arbitrary decisions. Therefore, we recom-
mended that the Secretary of Energy take the lead in coordinating a
comprehensive interagency review of all U.S. export controls to ensure
that the United States approaches the control of nuclear-related exports
in a consistent manner. In response, DOE stated that U.S. action on

2 (EMD-81-9, Nov. 18, 1980},
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requests for authorization pursuant to its regulations is very much a
part of the delicate balance of incentives and controls necessary to
obtain U.S. objectives. In the agency’s view, the development of rigid
criteria and procedures for such exports was not in the interest of sound
decision making in the area of U.S. foreign policy. DOE concluded that its
procedures for reviewing requests for specific authorizations are suffi-
cient and questioned the desirability of a general review of U.S, export
controls just 3 years after the NNPA had been enacted.

In rebutting DOE’s response, we noted that in the past DOE had consid-
ered the transfer of some reactor manufacturing technology under its
regulations more sensitive than the export of nuclear equipment and
materials subject to strict nonproliferation standards required for
exports licensed by NRC. We added that DOE’s position did little to ensure
that foreign countries would not purchase U.S. reactor manufacturing
technology as a way of circumventing NNPA-required nonproliferation
conditions imposed on exports of nuclear facilities, equipment, or
materials.

During the period 1980 to 1986, the Secretary of Energy specifically
authorized 46 nonsensitive activities, and 1 activity to a sensitive
facility, to be conducted with 7 nations on DOE’s restricted list. The large
majority of authorizations—31 of the 47—was for engineering services,
and 28 of these were to China and South Africa, as shown in table 3.2.

Table 3.2: Activities With Restricted
Countries Authorized by the Secretary
of Energy, 1980-1985

Activities

Engineering Manufacturing
Country Total Training services technology Equipment
Argentina® 2 1 1
Brazil 2 2
China 24 4 16 3 2
East
Germany 1 1
Romania 4 4
Saudi Arabia 1 1
South Africa 13 13
Total a7 5 31 7 4

*One authorization for assistance to a sensitive facility in Argentina occurred in 1981, before Argentina
became a restricted country. However, because Argentina posed the same proliferation risk before it
was included as a restricted country as it did after it was included, we are including this authorization as
one that provided assistance to a restricted country.
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The five DOE authorizations for training allowed firms to provide basic
nuclear reactor training. The engineering services authorized by DOE
were for assistance in the construction, operation, decontamination, or
maintenance of power reactors. The seven authorizations for export of
manufacturing technology either allowed the export of technology for
large power reactor components, such as steam generators and pumps,
or, as in one authorization to China, permitted the establishment of a
power reactor licensee relationship. Finally, three of the four authoriza-
tions involving equipment approved the export of equipment for pro-
ducing milled uranium, permitted the export of reactor instrumentation,
and allowed a foreign licensee of a U.S. firm to manufacture and supply
nuclear reactor components to a restricted country. The fourth equip-
ment authorization allowed the export of process control instrumenta-
tion to a sensitive heavy water production facility in Argentina.
Appendix I provides further details on these activities.

DOE also denied 38 authorization requests for restricted countries during
the same time period. These included disapproval of

22 requests by U.S. citizens to work at nuclear power reactors in South
Africa,

5 requests to export equipment to nuclear facilities in India,

b requests to export equipment and services to nuclear facilities in
Pakistan,

3 requests to export heavy water plant equipment to Argentina,

2 requests to export equipment to the Soviet Union, and

1 request to export engineering services to Iran.

Of the six factors for consideration used by DOE, the one addressing the
political, economic, or security interests of the United States was the
controlling factor in DOE’s decisions to authorize or deny assistance to
restricted countries. Full records were available on 44 of the 47 autho-
rized activities. Our review of these 44 cases and of the 38 activities that
DOE denied showed that DOE cited four types of policy reasons in its
authorization decisions:

To support U.S. nonproliferation goals. In 38 of the 44 authorized activi-
ties, DOE determined that allowing the export would support nonprolifer-
ation goals, such as improving the likelihood that the recipient nation
will accept full-scope safeguards. In these cases, DOE believed that
failure to approve the assistance would limit nuclear dialogue between
the United States and the recipient countries and, in some cases, that the
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assistance would enhance U.S. understanding of the countries’ nuclear
program.

To support U.S. economic or industrial goals. DOE cited increased oppor-
tunity for future sales of nuclear equipment and services as a basis for
the approval of 21 activities to China and one to Saudi Arabia.

To enhance political relationships with other countries. DOE cited this as
a specific justification in three authorizations. For example, two of the
authorizations involved the export of manufacturing technology for
components of a heavy water power reactor to Romania to improve rela-
tions with that country and to assist Canada in its sales of heavy water
reactors to Romania. In many other authorizations, the enhancement of
the political relationship with the recipient country was not expressly
stated but appeared to influence the authorization decision. For
instance, in authorizing exports to Brazil DOE stated that denial of the
assistance could adversely affect relationships with that country.

To limit involvement with certain countries in fulfillment of foreign
policy objectives. Twenty-five of 38 activities that DOE denied were dis-
approved because of foreign policy concerns. Twenty-two U.S. citizens
were denied authorization in June 1985 to work at safeguarded nuclear
power reactors in South Africa. According to DOE records, the activities
involved were similar in nature and scope to activities authorized in
September 1983; however, because of foreign policy considerations,
these activities were not authorized. Two activities involving valves for
nuclear power reactors and furnaces for uranium fuel fabrication to the
Soviet Union were denied in 1982 because of administration policy to
restrict trade with that country because of its involvement in Afghani-
stan. Finally, proposed assistance to Iran involving safety analysis ser-
vices was disapproved in January 1984 because of U.S. policy not to
provide assistance to Iran.

DOE regulatory officials acknowledged that policy considerations play a
magjor role in these decisions. They pointed out that the Atomic Energy
Act requires DOE to determine that proposed activities are not detri-
mental to the interests of the United States. In their view, the Congress
wanted DOE to examine, on the basis of the existing system of interna-
tional controls, more than just the proliferation aspects of proposed
assistance to restricted countries. Otherwise, they said, the act would
have simply required that assistance to foreign nuclear programs be lim-
ited to NPT signees, countries with full-scope safeguards, and/or coun-
tries with agreements for cooperation with the United States. The
regulatory officials added that by broadly interpreting the act, DOE can
provide limited assistance that can help the United States maintain a
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nuclear dialogue and influence the nuclear programs of foreign coun-
tries. In the long run, they said, this may lead to acceptance of non-
proliferation assurances and controls by foreign countries.

DOE’s approach, however, does little to ensure that foreign countries will
not purchase U.S. nuclear technology as a way of developing their
nuclear programs while circumventing the conditions imposed by the
NNPA on exports of facilities, equipment, and materials that are under
NRC’s jurisdiction. In this regard, our analysis of DOE’s approved authori-
zations shows that authorized assistance does not have to meet any of
the objective nonproliferation factors, as approved assistance to China
was based on political and economic reasons and did not meet any of the
objective factors. In addition, some of the authorizations related to sig-

nificant manufacturing technology, equipment, and engineering services.

Had this assistance involved facilities or equipment regulated by NRC, it
could not have been exported under NRC’s export control criteria. Fur-
ther, two cases of assistance to sensitive heavy water facilities in Argen-
tina—one that was approved and one that was initially recommended
for approval by DOE staff but eventually denied—illustrate the effect of
emphasizing political and economic factors compared to objective non-
proliferation assurances.

Assistance Authorized
Without Objective
Nonproliferation
Assurances

The first four factors for consideration in DOE’s regulations address key
nonproliferation controls or assurances. These factors—agreement for
cooperation, party to a nonproliferation treaty, full-scope IAEA safe-
guards, and facility safeguards—can be objectively assessed, that is,
either a foreign country meets or does not meet each factor. As shown in
table 3.3, none of the 7 restricted countries receiving the 47 authorized
exports meet all of the first 3 factors, which relate to the countries’
overall nonproliferation status, and only East Germany and Romania
are full parties to a nonproliferation treaty and/or maintain full-scope
safeguards on their nuclear facilities.
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Table 3.3: Proliferation Status of
Restricted Countries Receiving U.S.
Nuclear Technology

Partyto a
Agreement for nonproliferation Full-scope

Nation cooperation treaty safeguards
Argentina Yes No? No

Brazil Yes No? No

China NoP No No

East Germany No Yes Yes
Romania No Yes Yes

Saudi Arabia No No N/A®

South Africa Yes No No

2These nations are not full parties to the Treaty of Tlatelolco.

bAn agreement for cooperation with China was put into effect after the assistance to China was
authorized.

®Saudi Arabia currently has no nuclear facilities.

The fourth objective nonproliferation factor—facility safeguards—
relates to the nonproliferation controls on the facility for which the
export is intended, and DOE has consistently applied this factor in its
authorizations to restricted countries that are not nuclear weapons
states. All assistance to these countries that DOE authorized was to safe-
guarded facilities (except in the case of the four authorizations to pro-
vide training, as there were no foreign facilities involved). In addition,
we identified four proposed export activities—two to Argentina and
two to India—that DOE denied because they were intended for
unsafeguarded facilities.

DOE did not apply this standard, however, in September 1985 when the
Secretary of Energy specifically authorized 19 activities involving
unsafeguarded nuclear power reactors in China. These 19 activities
involved provision of engineering services, manufacturing technology,
and equipment related to these reactors. Although China did not meet
any of the four objective factors, including facility safeguards, the Sec-
retary of Energy authorized the proposed activities on the basis of a
determination that China is considering the acceptance of IAEA safe-
guards and that the operation of these unsafeguarded reactors does not
pose a direct proliferation threat since China is a nuclear weapons state.

Significant Assistance Does
Not Meet NRC Export
Criteria

Since 1980 DOE has authorized firms to transfer manufacturing tech-
nology for various reactor components, to export equipment that is not
regulated by NRC, and to provide engineering and design services for
nuclear power plants that, according to DOE documents, are necessary
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for the successful completion and operation of the plants. According to

NRC officials, from a proliferation standpoint, such activities may be as

significant as the direct export of nuclear equipment and facilities from
the United States.

Exports authorized by NRC must meet the criteria established by the
Atomic Energy Act. These include assurances that the equipment will
not be used for weapons purposes and that the equipment will not be
retransferred without U.S. approval. Further, if the export involves
facilities or major components, an agreement for cooperation must exist
with the recipient country. However, exports authorized by DOE do not
have to meet these criteria. As a result, significant assistance has been
authorized by DOE that could not have been licensed under NRC export
criteria for the following reasons.

DOE does not require assurances that recipient countries would use
exported assistance only for peaceful purposes or that the technology
would not be retransferred to other countries or unsafeguarded facilities
without U.S. consent. While such assurances may not be applicable to all
assistance authorized by DOE, NRC officials stated that technology
exports can have as much proliferation risk as equipment. They pointed
out that the United States usually obtained rights to observe exported
equipment to ensure that it is being used for peaceful purposes and is
not retransferred, whereas such rights are not obtained for technology
exports authorized by DOE. In this regard, DOE apparently was concerned
about the potential for reexport in two instances involving Romania. In
these cases it imposed a requirement on the companies providing the
technology not to allow retransfer without U.S. consent. However, DOE
did not obtain such assurances from the government of Romania, nor
did it obtain assurances from other national governments in other cases
involving restricted countries.

DOE authorized a U.S. company to allow foreign licensees to provide
nuclear power reactor main coolant pumps, steam generators, and fuel
storage racks to East Germany. According to NRC officials, main coolant
pumps are viewed as major plant components that cannot be exported
from the United States unless there is an agreement for cooperation
between the United States and the recipient country. No such agreement
exists with East Germany.

Additionally, the policy regarding exports to various countries varies
between NRC and DOE. NRC officials pointed out that, for policy reasons,
they have not been able to obtain State Department approval for
exports to Argentina and Brazil, even though DOE has been authorizing

Page 40 GAO/RCED-86-144 Nuclear Nonproliferation




Chapter 3

Nonproliferation Standards Should Be
Established for Authorizing Assistance to
Restricted Countries

assistance to these countries. According to these officials, they have
been informed that this discrepancy exists because the statutory criteria
for approving DOE authorizations is less stringent and because DOE
authorizations are less sensitive. In this regard, they stated that, in their
view, activities authorized by DOE are not less sensitive from a non-
proliferation standpoint but because DOE, unlike NRC, does not make
public its export decisions. (The issue of public disclosure of DOE author-
ization decisions is discussed in detail in chapter 5). Consequently, assis-
tance authorized by DOE does not have to meet the same policy
standards as does NRC.

Exports to Argentina
Highlight DOE’s Reliance on
Political and Economic
Factors

Although DOE considers political and economic factors important in
making authorization decisions, its heavy reliance on these factors can
result in arbitrary decisions. Two cases involving Argentina illustrate
this point. In one instance, discussed below, DOE reversed a previous
denial and authorized assistance to a sensitive facility in Argentina even
though the nonproliferation status of the country had not changed. In
the second instance, also discussed below, DOE relied on a policy review
instead of a detailed examination of the export and had planned to
authorize assistance intended for an unsafeguarded facility.

In 1980 DOE denied an authorization to the Foxboro Company to provide
process control instrumentation to a heavy water production plant in
Argentina.? DOE records show that its staff, after consulting with the
SNEC, determined that the activity could not be authorized. The policy at
that time was to persuade Argentina to sign and ratify a nonprolifera-
tion treaty and accept full-scope safeguards as a condition for exports to
sensitive facilities. In fact, at that time the United States was critical of
Switzerland, which was providing the heavy water plant to Argentina,
without requiring full-scope safeguards.

In 1981 the company again requested a specific authorization, and at
this time DOE authorized the export. According to DOE records, this assis-
tance was authorized because the facility was safeguarded and because
the equipment was available from other sources. DOE recognized that
this was a reversal of previous policy regarding exports to Argentina
but stated that this authorization may also help in the effort to get

3 A discrepancy exists over the facility for which this proposed export was intended. DOE records on
this activity are limited, but they indicate that in 1980 DOE believed that the export was intended for
a safeguarded heavy water production plant. According to correspondence from the Foxboro Com-
pany to DOE in December 1885, this assistance was intended for an unsafeguarded pilot-scale heavy
water production plant.
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Argentina to accept full-scope safeguards. We found, however, no
improvement in Argentina’s nonproliferation status as a result of this
assistance. Further, at the same time Argentina was constructing this
safeguarded heavy water production plant, it was also building an
unsafeguarded pilot-scale heavy water production plant. Consequently,
assistance provided to the safeguarded facility may, albeit indirectly,
assist in the country’s efforts on the unsafeguarded plant.

Finally, we noted that subsequent proposed assistance to this plant was
denied. In 1983 the company attempted to export spare parts for the
process control system. However, while DOE had approved spare parts in
its 1981 authorization, the Commerce export license for these spare
parts had expired and, on the advice of the SNEC, Commerce would not
extend the license.*

In another instance, DOE received an application in 1981 for the Spanish
subsidiary of Masoneilan International, Inc., to provide process control
valves for use in a heavy water plant in Argentina. In an October 1981
letter, DOE submitted its proposed approval of this assistance, on the
basis of the same criteria as that used in the Foxboro export, to the SNEC
agencies. DOE also cited that earlier export as a basis for approving this
request. Further, DOE stated that expeditious action was needed or the
sale would be lost to a foreign competitor.

However, DOE subsequently learned that the proposed assistance for
which DOE staff had recommended approval was not intended for the
safeguarded heavy water facility but was intended for the pilot heavy
water production plant that was not under international safeguards. DOE
records do not show how or when it discovered that this assistance was
not intended for the safeguarded facility. DOE’s file on this activity con-
tained only the letter eventually disapproving the application. However,
according to an ACDA official, the problem was discovered by an ACDA
reviewer who noted a discrepancy between the equipment to be pro-
vided and the type of facility for which DOE thought it was intended. DOE
then denied the export.

A DOE official agreed that acDa did first note this problem but stated
that it occurred because DOE was not fully informed of the intended des-
tination by the applicant. He said that DOE never would have considered
approving the export had the applicant made it clear that the equipment

4 Commerce must license all nuclear equipment exports not under NRC jurisdiction, even if DOE
grants an authorization.
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Conclusions

was intended for an unsafeguarded facility. The official added that, had
this export been authorized, the authorization would have stated that
the export could go only to the safeguarded heavy water plant, which he
believes would have precluded the company from sending the equip-
ment to the unsafeguarded facility. Nevertheless, as pointed out by the
ACcDA official, DOE did not do an adequate job of assessing the proposed
activity because of its overriding interest in the policy and economic
factor.

In our view, this example points out good and bad points in DOE’s
authorization process. On the positive side, the checks provided by the
SNEC agencies served to ensure that proper nonproliferation evaluations
were made on assistance that DOE intended to authorize. However, it also
shows that international political objectives and economic concerns can
play too large a role in DOE’s process for making authorization decisions.

Assistance to foreign countries requiring the specific authorization of
the Secretary of Energy can be as significant from a nonproliferation
standpoint as the export of nuclear facilities and equipment regulated
by NRC. For example, while the export of a nuclear power reactor pro-
vides a recipient country with the capability to produce plutonium (in
spent reactor fuel), exports of nuclear power reactor design and engi-
neering services and other reactor technology can provide a recipient
country with the knowledge and expertise necessary to design, con-
struct, and operate its own nuclear power reactors.

The NNPA stated that an immediate effort should be undertaken to
quickly establish any necessary standards and criteria, including the
nature of required assurances and evidentiary showings, for deter-
mining whether or not proposed assistance to foreign countries regu-
lated by the Secretary is detrimental to the interests of the United
States. DOE has chosen, however, to use six factors in making these
determinations for specific authorizations in lieu of establishing stan-
dards and criteria. DOE does not treat any one or combination of these
factors as a minimum condition for authorizing an activity. In contrast,
NRC may not license the export of nuclear materials and equipment that
it regulates unless assurances, safeguards, and physical security
requirements specified in the NNPA have been met. For such assistance,
the President may override an NRC decision not to license an export that
does not meet all of these legal requirements upon a determination that
not approving the export would prejudice U.S. nonproliferation objec-
tives or jeopardize the common defense and security.
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In 1980 we noted that, unlike the controls over NRC-licensed exports,
DOE's approach to controlling export activities provided considerable
discretion in evaluating proposed assistance and opportunities for arbi-
trary decisions. Therefore, we recommended that DOE spearhead a
review of U.S. export controls to ensure their consistent application by
all affected U.S. agencies. DOE questioned the desirability of such a
review just 3 years after the NNPA had been enacted. It also pointed to
the delicate balance of incentives and controls necessary to achieve U.S,
objectives and the deleterious effect that rigid criteria would have on
the conduct of foreign policy. After noting the sensitivity that bOE had
ascribed to the export of some reactor manufacturing technology, we
concluded that DOE’s position did little to ensure that foreign countries
would not purchase U.S. technology to circumvent the legally mandated
conditions on exports of nuclear facilities, equipment, or materials.

Our evaluation of DOE's regulation of export activities during the period
1980 through 1986 reaffirms our earlier conclusions. Although four of
DOE’s six factors address nonproliferation assurances that can be objec-
tively measured, such as whether a recipient country has signed a non-
proliferation treaty or accepted full-scope safeguards, none of them
necessarily have to be met for DOE to authorize an export. Moreover,
political and economic considerations play a major role in DOE’s authori-
zation decisions. These considerations include encouraging recipient
countries to accept nonproliferation controls, supporting economic or
industrial goals, enhancing political relationships, and limiting involve-
ment with certain countries in pursuit of foreign policy objectives.

We recognize that political and economic factors need to be taken into
account in making decisions on these exports. However, we continue to
be concerned that DOE’s approach does not provide the level of non-
proliferation assurances desired by the Congress when it passed the
NNPA, Specifically,

DOE’s approach is not consistent with the purpose of the NNPA to ensure
effective U.S. controls over exporting nuclear technology. Although the
act did not establish standards, for DOE as it did for NRC, it directed the
Secretary of Energy to immediately establish any necessary standards,
including the nature of required assurances and evidentiary showings.
In making this distinction, the Congress may have recognized that cer-
tain activities authorized by DOE were not of major proliferation signifi-
cance and, therefore, did not need to be subjected to all of the standards
applicable to NRC-licensed exports. It does not appear to us, however,
that the Congress would have required strict standards for NrC-licensed
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Secretary of Energy

Matter for
Consideration by the
Congress

exports but not have expected DOE to establish similar controls over
assistance of equal importance to the construction and operation of
nuclear facilities.

The international political and economic factors carry disproportionate
weight in making authorization decisions. Basing authorizations on these
factors allows DOE to approve exports in the hope that recipient coun-
tries will eventually accept international nonproliferation standards,
such as safeguards on all their nuclear facilities, or to encourage sales of
U.S. nuclear services, without actually realizing improvements in the
nonproliferation status of recipient countries. DOE’s authorization of
assistance to an Argentine heavy water production plant in 1981 after
denying it in 1980 illustrates this point and shows the inconsistency that
can occur in basing authorizations on these subjective factors.

We believe that now, after nearly 8 years experience under the NNPa,
DOE should be in a good position to develop more objective criteria that
will still allow flexibility but will better meet the nonproliferation goals
of the act. In our view, DOE’s procedures for specifically authorizing
assistance to restricted countries’ activities would be improved by devel-
oping nonproliferation standards that must be met by recipient coun-
tries before DOE will authorize assistance. Such standards, which would
address the requirement of the Atomic Energy Act, could be based on
the proliferation significance of proposed types of activities. This would
help make clear to persons outside DOE the basic criteria that proposed
exports have to meet. In addition, the standards could describe how
policy and economic considerations are to be weighed in conjunction
with objective nonproliferation standards.

To establish a clear nonproliferation basis for specifically authorizing
U.S. assistance to foreign atomic energy programs, we recommend that
the Secretary establish objective standards and incorporate such stan-
dards in DOE's regulations. As a part of this effort, the Secretary should
describe how political and/or economic factors will be weighed in con-
Jjunction with objective nonproliferation standards, such as facility
safeguards.

GAO made similar recommendations for DOE to establish objective export
authorization standards in 1980, but DOE did not act on these recommen-
dations. Should DOE again not act to establish standards for authorizing
U.S. assistance to foreign nuclear programs, the Congress may wish to
consider whether DOE-regulated exports should be subjected to export
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control standards similar to those currently required of NRC-licensed
exports. In considering this matter, the Congress may wish to review the
role of political and economic factors in reaching export regulation
decisions,

Page 46 GAO/RCED-86-144 Nuclear Nonproliferation




GAOQ/RCED-86-144 Nuclear Nonproliferation

Page 47



Chapter 4

DOE Needs Better Criteria and Procedures for
Identifying Sensitive Nuclear Technology

Requirements for
Authorization of

Sensitive Nuclear
Activities

The NNPA requires that exports involving SNT must meet strict export
requirements stated in the act. These requirements must be met by indi-
viduals and companies that apply for specific authorizations to export
SNT and also by DOE in its nuclear activities involving the exchange of
technical information with foreign governments. Between 1980 and
1985, private firms and DOE conducted 19 activities involving assistance
to sensitive foreign nuclear facilities. Each of these activities potentially
involved the transfer of SNT to foreign countries.

From 1978 until 1983, DOE did not have a regulation implementing the
SNT provisions of the NNPA, and in that time frame 8 of 11 activities
involving assistance to sensitive facilities were not subjected to docu-
mented SNT reviews. Since then, DOE has developed an SNT regulation and
has reviewed all assistance related to sensitive facilities for potential
transfers of SNT. Nevertheless, DOE has not established criteria for iden-
tifying SNT. As a result, DOE has made SNT determinations that are not
founded on a consistent and logical basis, particularly in regard to for-
eign reprocessing assistance, and that are inconsistent with the provi-
sions of the NNPA. Officials of other SNEC agencies share our views. A
lack of independence in SNT decision making, particularly with regard to
DOE’s technical exchange activities, has contributed to these arbitrary
decisions.

The activities of greatest proliferation concern are those associated with
nuclear facilities that enrich uranium, produce heavy water, or
reprocess spent fuel. From a proliferation standpoint, these facilities
represent sensitive steps in the commercial fuel cycle because they can
provide the capability to fuel and operate unsafeguarded reactors,
directly produce weapons-grade material, or convert reactor fuel into
usable weapons material. However, the United States has traditionally
followed a policy of promoting the peaceful domestic and foreign uses of
nuclear energy. Therefore, U.S. assistance in these areas is not prohib-
ited but is subject to the requirements of the Atomic Energy Act and the
NNPA. In fact, in 1982 the President issued a policy directive allowing
assistance in reprocessing technology to, and the use of related pluto-
nium by, certain countries provided that all statutory requirements for
providing this assistance are met. Private individuals or companies must
obtain the specific authorization of the Secretary before providing any
assistance to foreign countries in the development or use of these sensi-
tive facilities.
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According to DOE records, since 1980 U.S. companies and DOE have pro-
vided assistance to 7 foreign countries in the development of sensitive
nuclear facilities. This assistance, provided under 19 separate activities,
was primarily related to reprocessing, as shown in table 4.1.

Table 4.1: U.S. Assistance to Foreign
Countries in the Development of
Sensitive Nuclear Facilities

Technology

Heavy water

Country Enrichment Reprocessing production

Argentina 1
Canada 1
France 4 32
Japan 5
Switzerland 1e
United Kingdom 2
West Germany 1 3

5 13 1

&France, Switzerland, West Germany, and the United States were involved jointly on one activity
involving reprocessing.

Eleven of the 19 activities were carried out by U.S. companies after they
obtained the specific authorization of the Secretary. DOE conducted the
other eight activities, all related to reprocessing research, as a part of
technical exchange agreements with other countries. Appendix II pro-
vides details on the assistance provided and the recipient countries.

Of the seven countries receiving this assistance, six met high non-
proliferation standards. Only Argentina, which received assistance in
1981 for a safeguarded heavy water production plant, is viewed by the
United States as a potential proliferation risk, because it is a non-
nuclear-weapons state that has not ratified either of the nonprolifera-
tion treaties or agreed to IAEA safeguards on all its nuclear facilities.
Although Argentina was not a restricted country when this activity was
authorized, DOE designated it as a restricted country in 1983.

In addition, DOE had documentation on six private company exports of
publicly available information on reprocessing that were conducted
under DOE'’s general authorization. These activities are discussed in
chapter 2.
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Important assistance to sensitive foreign nuclear facilities is subject to
requirements established in 1978 by the NNPA. As stated in subsection
4(a)(6) of that act:

“Sensitive nuclear technology means any information (including information incor-
porated in a production or utilization facility or important component part thereof)
which is not available to the public and which is important to the design, construc-
tion, fabrication, operation or maintenance of a uranium enrichment ¢r nuclear fuel
reprocessing facility or a facility for the production of heavy water, but shall not
include Restricted Data controlled pursuant to chapter 12 of the 1954 [Atomic
Energy] Act;....”

The act placed controls on SNT comparable to those it placed on nuclear
facilities licensed for export by NRC. Specifically, no SNT can be exported
to any country—whether a nuclear-weapons country or a nonnuclear-
weapons country—unless the recipient country agrees that any nuclear
material produced or nuclear facility constructed through the use of
such sNT will (1) be subject to 1AEA facility safeguards, (2) not be used
for any explosive device, (3) be protected by adequate physical security
measures, (4) not be retransferred to another nation without prior
approval of the United States, and (5) not be reprocessed or altered
without prior U.S. approval. In addition, nonweapons countries must
accept IAEA full-scope safeguards before they can receive SNT from the
United States.

DOE technical exchange activities with foreign countries that involve
SNT, as well as SNT assistance by private companies must meet the above
SNT requirements. DOE regulatory officials stated that its Office of Gen-
eral Counsel has held that DOE must comply with the SNT requirements
in the conduct of its technical exchange activities because the NNpa did
not explicitly exempt DOE from its SNT requirements.

DOE did not have regulations implementing the SNT provisions of the
NNPA until February 1983. Between January 1980 and February 1983,
11 activities involving enrichment, reprocessing, or heavy water produc-
tion assistance to foreign countries were either specifically authorized
by the Secretary or were being conducted by DOE as a part of technical
exchange agreements with other countries. In 3 of the 11 instances, DOE
made specific, documented determinations that they did not involve the
transfer of SNT. Two of the three cases involved assisting in the repair of
a reprocessing plant and demonstrating reprocessing technology for
Japan. The third case involved providing equipment to a heavy water
production plant in Argentina.
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For the other eight activities, DOE made no documented assessment of
the SNT implications of the assistance being provided. These activities—
four private company activities specifically authorized by the Secretary
and four DOE technical exchange activities—are described in table 4.2.

Table 4.2: Activities Not Reviewed for
SNT

Activity Country

Speclfically authorized

Lasers for uranium enrichment research (3 export authorizations France
involving 10 lasers) West Germany

Process control instrumentation for reprocessing plant France

DOE activities

Liguid Metat Fast Breeder Reactor (LMFBR) fuel cycle West Germany
High-temperature gas-cooled (HTGR) fuel cycle West Germany
France

Switzerland

LMFBR fuel cycle Japan
Mechanical head-end shearing of LMFER fuel United Kingdom

Although the eight activities were not reviewed by DOE to determine if
they contained SNT, documents related to these activities indicate that
they may have provided significant assistance to sensitive nuclear facili-
ties. Specifically,

Three activities authorized by the Secretary in 1981 involved the export
of lasers for uranium enrichment research to France and West Germany.
Records relating to these exports show that one agency—acpa—had
stated in 1979 that these laser exports were an essential tool for
research in the laser isotope separation method of enriching uranium
and that laser exports “are generally recognized to have been a mis-
take.” DOE considered these lasers significant enough to require the
recipient countries to ensure that they would protect the data obtained
through the use of these lasers as Confidential/Restricted Data. This
illustrates the significance of these activities, especially since direct
export of information classified as Restricted Data is considered highly
sensitive and can be authorized only by the President.

One specific authorization allowed the export of $10 million in process
control equipment to a French reprocessing plant. Although DOE noted
that the equipment was not specially designed for the reprocessing plant
and was available from other sources, it also noted that the equipment
provided more than incidental assistance to the plant. In addition, DOE
recognized that U.S. policy was to not provide significant assistance to
the establishment of new foreign reprocessing capability. Because the
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assistance was to be provided to an existing reprocessing facility, how-
ever, DOE concluded that providing the assistance would not violate this
policy.

Four activities consisted of DOE reprocessing research with other coun-
tries. Although these activities may have provided significant informa-
tion, we found no record of DOE reviews for SNT. For example, a 1979
technical exchange agreement with Japan provides for a 10-year
exchange of scientists, equipment, materials, instruments, and informa-
tion in LMFBR technology, including the reprocessing phase of this type
of reactor’s plutonium fuel cycle. In addition, a 1980 DOE agreement with
the United Kingdom involves equipment crucial to preparing spent fuel
for reprocessing. Although documents related to the agreement state
that it does not contain sNT, we found no evidence of review for SNT by
DOE’s regulatory staff.

DOE regulatory officials told us that the assistance provided by private
firms without DOE assessments for SNT was not significant enough to be
considered SNT, They pointed out that the lasers were low-cost items,
other sources for lasers existed outside the United States, and they were
not used to enrich uranium. With regard to the assistance provided the
French reprocessing plant, these officials stated that the equipment pro-
vided was not important to the operation of the plant and therefore was
not SNT, because the plant could operate without this assistance. The
regulatory officials could not comment on the SNT implications of the DOE
technical exchange activities because they had not reviewed them.

Lack of Criteria and
Independence Hampers
Current SNT Reviews

Since 1983 when DOE added SNT review requirements to its export con-
trol regulation, it has made SNT determinations on all specific authoriza-
tion requests and DOE technical exchange activities involving sensitive
nuclear facilities. It identified SNT in four cases and has not allowed it to
be exported. In eight other instances, DOE has determined that SNT was
not involved and allowed the activities to be conducted. Although this is
an improvement over its earlier efforts, DOE has not developed criteria
for identifying SNT. In addition, SNT decision making has been heavily
influenced by the DOE organization responsible for nuclear energy
research and development, including cooperative activities with foreign
governments that potentially involve SNT assistance. In our opinion,
DOE’s negative SNT determinations are not in compliance with the
requirements of the NNPA. -
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DOE Now Reviews
Proposed Activities for SNT

DOE regulatory officials stated that the Department added SNT review
requirements to its regulation in February 1983 to improve these
reviews. As now stated in subsection 810.8(c) of the regulation,

*...if the proposed activity involves the export of ‘sensitive nuclear tech-
nology’...other requirements of law (section 127 and section 128 of the [Atomic
Energy] Act) and the requirements of any international commitments to which the
U.S. subscribes must be met.”

Since February 1983 DOE has identified four activities involving the pro-
posed transfer of SNT. In none of these instances did DOE allow the SNT to
be provided to foreign countries. As illustrated in table 4.3, DOE allowed
a private firm to change the scope of one proposed activity and then
perform it under the general authorization. DOE denied approval for one
other activity and another one was withdrawn by the applicant. The
remaining specific authorization request is pending.

Table 4.3: Proposed Activities
Identified by DOE as Containing SNT

Proposed activity SNT concerns Resolution

Participation in review of a Activity is important to the DOE allowed firm to revise
reprocessing plant’s plant design and is not scope of work to alleviate
conceptual design available to the public SNT concerns

Studies on the reliability and  (No DOE file documenting Denied by DOE
maintenance of reprocessing SNT concerns)
plant components and

process

Evaluation of reprocessing {No DOE file documenting Withdrawn by applicant
components, materials of ONT concerns)

construction, and operating

experience

Fuel reprocessing services Activity is important to the Export still listed as pending
and technology plant design and is not by DOE

available to the public

DOE regulatory staff have also made documented SNT determinations on
eight other activities they reviewed since February 1983. Four specific
authorization requests involving assistance to sensitive nuclear facilities
recommended for approval by the Secretary were determined not to
involve SNT. The regulatory staff also now review DOE activities that
may involve SNT. Four such activities have been identified since 1983.
Finally, DOE established an internal committee in 1983 to review poten-
tial SNT activities referred to it by the regulatory staff. This committee,
initially referred to as the sNT Committee and now known as the Export
Control Working Group, consists of officials from various DOE offices,
such as the Office of Nuclear Energy and the Office of International
Affairs and Energy Emergencies.
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Lack of Criteria for
Identifying SNT

The NNPA established three basic tests for identifying sNT. First, for an
activity to be SNT, it must not include Restricted Data. The Atomic
Energy Act does not permit the Secretary of Energy to authorize the
export of Restricted Data. Second, the activity must not consist of the
transfer of information that is available to the public. As discussed in
chapter 2, publicly available information can be transmitted under the
general authorization provided in DOE's regulations. Third, the activity
must be important to the design, construction, fabrication, operation, or
maintenance of an enrichment, reprocessing, or heavy water production
facility. This test requires DOE to determine whether or not a proposed
activity meets the “important to” threshold.

DOE's 1983 SNT regulation and review procedures represent improvement
in the identification and controli over the export of SNT. Nevertheless,
DOE has not developed criteria for determining whether an activity
meets the test of importance. According to DOE regulatory officials,
efforts to define the term have met with little success. They pointed out
that during 1982 and 1983 they initiated three studies of the legislative
intent of the SNT legislation and attempted to develop consistent
approaches for identifying SNT. Such approaches included developing a
detailed list of SNT items or detailed parameters for identifying SNT.
Since 1984 DOE has also been attempting to develop SNT guidelines. How-
ever, none of these efforts have yet been successful. According to these
officials, it became apparent that detailed criteria would not be effec-
tive, particularly detailed listings of SNT activities, because such criteria
may not sufficiently cover all sensitive activities while at the same time
may unnecessarily restrict activities that are not particularly sensitive.

Consequently, DOE has been reviewing proposed activities for SNT on a
case-by-case basis and making SNT determinations on the particulars of
each activity. As a result, through experience DOE has used a number of
different interpretations of “important to a facility.” We identified four
activities, described below, that provided significant assistance to sensi-
tive foreign nuclear facilities but were not considered SNT by DOE. DOE
made these determinations for the following reasons:

Not important to the recipient country. DOE has been exchanging tech-
nical information with the United Kingdom in LMFBR spent fuel reproces-
sing since 1965. Under an exchange agreement, in 1983 DOE and the
United Kingdom proposed an exchange of citizens from each country to
observe and record data on reprocessing operations. This cooperative
effort also involves the transfer of proprietary information on U.S.
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reprocessing activities. DOE’'s SNT Committee determined that these activ-
ities did not involve SNT. The basis for this decision was that the infor-
mation would not be important to the United Kingdom because it
already has reprocessing capabilities. The committee acknowledged,
however, that the information would be important-—and therefore
SNT—to countries without this capability.
Not important because it relates to safety and economics. In 1983 DOE
initiated the transfer of data related to LMFBR spent fuel reprocessing to
Japan that would eliminate technical uncertainties in facilities for han-
dling special nuclear material. The SNT Committee determined that this
did not involve SNT because, among other reasons, it is relatively unim-
portant to the Japanese nuclear program because it involved improving
the economics and safety of a reprocessing facility and therefore did not
meet the importance test of the NNPA. However, related documents
acknowledge that the information would be important to a country, such
as Japan, with an advanced LMFBR program.
Information will not be used directly in a sensitive facility. A U.S. com-
pany, Allied-General Nuclear Services, requested authorization to pre-
sent a seminar on pulse column technology to Atomic Energy of Canada,
Limited, and to review the design of a pilot-scale pulse column intended
for experimental work. This critical component of a reprocessing facility
separates plutonium from the uranium and waste products in spent fuel.
DOE regulatory staff concluded that this proposed activity was not SNT
because (1) Canada could build a pulse column without U.S. assistance,
(2) the pilot-scale pulse column would not be a part of a reprocessing
facility, and (3) the pulse column would not produce special nuclear
material.
Equipment not important to a sensitive facility. Another U.S. company,
Plasma Kinetics, requested authorization to export a copper vapor laser
to France for laser isotope separation studies related to uranium enrich-
ment. The sSNT Committee reviewed this proposed activity and deter-
mined that it did not involve SNT. Although the laser is important to
research and development work on this method of enriching uranium,
the committee decided that it does not ‘‘constitute equipment ‘important’
to an enrichment facility” because it cannot be used in such a facility
but is simply a tool useful in a laboratory and is not capable of sepa-
rating significant quantities of uranium from a nuclear weapons prolif-
eration standpoint. Nevertheless, DOE required that all information
pertaining to the use of this equipment or developed as a result of its use
be protected as Confidential/Restricted Data.
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DOE regulatory officials stated that the recipient country and the type of
end-use facility involved have been major factors in DOE’'s SNT determi-
nations. They pointed out that the NNPA requires DOE to determine what
is “important to” sensitive facilities, defines those types of facilities, but
is silent on the issue of recipient countries. Therefore, they consider it
appropriate to take the identity of recipient countries into account in
making SNT determinations on the basis of a realistic view of the SNT
provision. The regulatory officials said that countries such as the United
Kingdom have excellent nonproliferation credentials and already have
the capability to produce special nuclear material; consequently, the
incidental LMFBR reprocessing assistance the United States provided does
not represent “important’ assistance or an increase in the United
Kingdom’s capability of producing such material. The officials added,
therefore, that activities that may be SNT for some countries may not be
SNT for advanced nuclear nations such as the United Kingdom, Canada,

and Japan.

DOE regulatory officials also stated that the controls over SNT required
by the NNPA were intended to limit the further spread of the capability
to produce special nuclear materials and that distinguishing among
recipient countries in making sNT determinations takes this into consid-
eration. Further, they said that foreign governments find the SNT condi-
tions onerous and are unwilling to agree to the stringent
nonproliferation assurances that the NNPA requires on sensitive facilities
built using SNT from the United States. Consequently, they said, not con-
sidering recipient countries in SNT determinations would restrict U.S.
cooperation with friendly foreign countries in these sensitive areas. In
the view of these officials, this would limit any influence the United
States may have on the development and use of sensitive nuclear facili-
ties in these countries and would limit the knowledge that DOE and pri-
vate firms gain from these countries in return for U.S. assistance.

Other SNEC agencies have disagreed with DOE’s SNT determinations or the
basis for its position, as discussed above. For example,

State and ACDA expressed concern with DOE’s position that reprocessing
services and technology to be provided to West Germany does not
involve SNT. Initially, DOE determined that this proposed activity would
involve SNT, and the company then revised its proposed scope of work.
DOE subsequently determined that SNT was no longer involved. State and
ACDA, however, informed DOE that they had concerns over whether DOE
was adequately addressing SNT. As a result, no final decision has been
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made on whether this assistance involves SNT or if it should be

L Yy |

authorized.

NRC also was concerned with DOE’s position that assistance to Canada on
pilot-scale puise columns did not involve SNT because it would not be
used in a reprocessing facility. NRC notified DOE that it had concerns with
DOE’s SNT determination because (1) the stated objective of the Canadian
program is the processing of spent reactor fuel from reactors of Cana-
dian design, (2) the information being provided may ultimately be used
in the design and construction of a reprocessing plant, and (3) the infor-
mation is important because it deals with the selection of process equip-
ment for a reprocessing plant. DOE did not agree with NRC's concerns and

authorized this activity.

Officials we talked with at SNEC agencies all indicated that DOE's inter-

pretation of what activities constitute SNT does not appear to be consis-
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ysis of the importance of proposed exports to the development of sensi-
tive facilities than on either the nuclear capabilities and status of
recipient countries or whether the export will be directly used in the
production of special nuclear materials. They added that DOE needs both
to develop a clear definition of SNT and criteria for identifying SNT and to
consistently apply that criteria in its SNT reviews.

While we recognize that there is logic to DOE’s position, particularly with
respect to nuclear weapons countries and close allies, we do not find
support for DOE’s position in the NNPA and its legislative history. In
defining SNT, neither the act nor its legislative history distinguished

among countries, their nuclear weapons capabilities, or their non-
proliferation credentials. The act requires DOE to determine if informa-
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tion to be provided to a foreign country is important to the design,
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reprocessing, or heavy water production facility.

Although the act does not take recipient countries into account for the
purpose of identifying SNT, it makes a clear distinction between coun-
tries with and without nuclear weapons capabilities regarding the con-
trols that must be applied to SNT exports. The act requires controls
comparable to those that it requires on nuclear facilities licensed for
export by NRC. As is required for facilities licensed by NRC for export,
recipient countries that do not possess nuclear weapons capabilities
must accept IAEA full-scope safeguards before they can receive SNT from
the United States. The act does not impose this condition on nuclear
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weapons nations. In our opinion, therefore, the better view is that the

NNPA requires DOE to make SNT determinations strictly on the basis of the

technical importance of proposed assistance to sensitive nuclear
facilities.

In discussing this issue further with DOE regulatory officials, they stated
that they are once again trying to better define SNT and to develop
guidelines for identifying SNT. These guidelines, they said, will place less
emphasis on the country to receive the proposed export and more
emphasis on the technical aspects of the export. They added that DOE is
not, however, planning to add criteria for identifying SNT in its SNT
regulation.

Insufficient Independence
in SNT Decision Making

DOE has placed the responsibility for regulating exports of nuclear tech-
nology in the Office of International Security Affairs, under its Assis-
tant Secretary for Defense Programs. In DOE’s organization, this
Assistant Secretary has no responsibility, except for this regulatory
role, related to civilian nuclear technology. Initial DOE decisions on spe-
cific authorization requests, and possible SNT applications, flow from the
security affairs office through the Office of the Assistant Secretary for
Defense Programs to the Secretary of Energy.

Although this organizational alignment appears to separate DOE’s regula-
tory and civilian nuclear energy research and development responsibili-
ties, its SNT review procedures provide a significant role for another DOE
organization—the Assistant Secretary for Nuclear Energy (NE)—
responsible for research and development of civilian nuclear energy pro-
grams and technical exchange activities with foreign countries. These
officials are involved in the Export Control Working Group (formerly
the SNT Review Committee) and are consulted by DOE’s regulatory staff
on a case-by-case basis to assess the technical significance of export
activities. While this technical assistance is necessary and useful to eval-
uate proposed export activities, it appears to have gone beyond tech-
nical SNT reviews in some cases. The following three instances, two
involving DOE’s technical exchange activities and one involving an
export of information to Japan, clearly show where the lack of clear
separation of the regulatory and promotional functions made SNT deci-
sions appear to be unduly influenced by the nuclear energy staff.

DOE’s LMFBR fue] reprocessing activity, conducted by NE, with the United

Kingdom was reviewed by the SNT Committee in April 1983. As stated in
a memorandum from the chairwoman of the committee, this activity
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“would include the exchange of fast breeder reprocessing technology
which would be sensitive nuclear technalogy.... What NE is trying to do
is find a way that DOE can cooperate in this area without imposing the
SNT assurances on the U.K....” In June 1983, however, the committee
determined that the activity would not include SNT as long as DOE
exchanged only published information. Officials from NE would not
agree to that restriction. Consequently, in October 1983 the SNT Com-
mittee also allowed the transfer of certain unpublished information by
stating that the information was not ‘important’ to the United Kingdom.
Nevertheless, the committee required that the information not be
retransferred to a third party without prior U.S. approval—one of the
SNT export conditions required by the NNPA.

DOE's activity with Japan on fast breeder reactor fuel criticality data—
also conducted by NE—was reviewed by the sSNT Committee in May 1983
because DOE regulatory and General Counsel officials could not agree
with the NE staff position that the activity did not involve SNT. The
assistance at issue was verification of nuclear criticality calculations at
DOE experimental facilities. Japan had agreed to pay $6.3 million for the
information. DOE regulatory officials tentatively considered the activity
SNT because it applied to reprocessing and involved the transfer of
unpublished information. The nuclear energy staff disagreed on the
basis that the information would eventually be published and therefore
would become publicly available. In addition, the nuclear energy staff
maintained that the information was not ‘important’ because Japan
could reprocess without it and it was not valuable enough for the United
States to obtain it through expenditure of U,S. funds. The SNT Com-
mittee decided that this information was not SNT. Its basis for that deter-
mination generally paralleled the nuclear energy staff’s position, and it
did not address the concerns of DOE’s regulatory staff.

In August 1982 Bechtel National, Inc., notified DOE that it was planning
to review a preliminary reprocessing plant design for Japan. On the
basis of information provided by the company, DOE reviewed the
planned activity and initially determined that it would involve SNT. A
key factor in this determination was the expertise that Bechtel had
obtained through reprocessing design activities in the United States and
the significant assistance that such expertise could provide. Subse-
quently, according to a memorandum from the chairwoman of the SNT
committee, six DOE officials—including three from NE—met in April
1983 to discuss how the sensitive nuclear technology determination
could be reversed. In May 1983 Bechtel officials met with DOE on this
issue. At the time these discussions were occurring, DOE learned that
Bechtel was already reviewing the plant design. Although the company
notified DOE that it was revising the scope of its work to eliminate the
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SNT concerns, an analysis by the director of DOE’s regulatory staff noted
that the revised written scope of work may not reflect the actual work.

The sNT Committee ultimately determined that the activity, as described
in the revised scope of work, no longer involved SNT. Nevertheless, DOE's
regulatory staff wanted the company to request a specific authorization
from the Secretary of Energy for the revised scope of work because it
involved providing proprietary information to Japan—information that
was not readily available to the public—and thus did not meet DOE gen-
eral authorization requirements. According to DOE regulatory officials,
the company received several million dollars for this review, and conse-
quently the activity had to have value above that of simply providing
published information. However, DOE's Deputy Assistant Secretary for
Security Affairs determined, after discussion with two NE officials, that
the activity could be performed without the specific authorization of the
Secretary because the information being provided was publicly
available,

One method of providing more independence over review of activities
for SNT is review by the other SNEC agencies. According to DOE reguiatory
officials, DOE submits favorable initial determinations on specific author-
ization requests to SNEC agencies for comment. Any such determinations
involving SNT would, therefore, be subject to SNEC agency reviews. They
added, however, that activities that are not subject to specific authoriza-
tion, such as generally authorized and DOE technical exchange activities,
are not subject to interagency review. Therefore, these three activities
were not sent to the SNEC agencies for review,

Officials at the SNEC agencies expressed concern over the independence
of DOE’s SNT decision making. They stated that although DOE regulatory
officials attempt to objectively determine whether proposed activities
involve SNT, DOE's mission of developing and promoting nuclear energy
influences the agency’s determinations. An official from State said that
DOE’s SNT analyses and decisions are not limited to the technical impor-
tance of proposed activities to sensitive foreign nuclear facilities but are
oriented toward developing nuclear technology. An AcDa official stated
that DOE’s independence is particularly questionable in the reprocessing
area. In the views of these officials, all assistance to sensitive foreign
nuclear facilities proposed by private companies and DOE should be sub-
jected to review by the SNEC agencies.

DOE regulatory officials stated that they have taken steps to ensure that
their SNT decisions on DOE activities are appropriate. They said that they
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Conclusions

are now referring all internal technical exchange activities potentially
involving SNT to other SNEC agencies for review and are discussing these
activities at SNEC meetings.

Since 1980 the United States has provided significant technical assis-
tance to foreign countries in the development and use of sensitive
nuclear facilities. In DOE’s view, none of this assistance involved the
transfer of SNT. Between 1980 and February 1983, however, DOE did not
make documented SNT determinations for 8 of 11 activities involving
assistance to sensitive foreign nuclear facilities. Since then, DOE has
reviewed all such proposed assistance—whether by private firms or by
DOE—{for SNT and has identified and documented four cases of proposed
assistance involving SNT and eight other cases that, in its view, did not
involve SNT.

However, the absence of (1) an SNT regulation and formal review proce-
dures from 1978 until February 1983, (2) regulatory standards and cri-
teria for assessing proposed activities for SNT, and (3) procedures
ensuring that SNT determinations are made without undue influence by
programmatic DOE organizations that could be proponents of the tech-
nology transfer raises questions about the agency's effectiveness in con-
troliing the export of SNT. Without any criteria for determining what is
or is not SNT, we cannot categorically conclude whether DOE has or has
not permitted exports of assistance to sensitive nuclear facilities of the
type that the Congress intended to be subjected to the SNT controls speci-
fied in the NNPA. Nevertheless, activities conducted with DOE approval
have provided significant assistance to sensitive facilities. At its best,
DOE's rationale for determining that proposed assistance did not involve
SNT illustrates the need for criteria for identifying SNT and for the con-
sistent, independent application of those criteria. At its worst, DOE's
rationale appears, as the SNT committee chairwoman stated in one case,
to reflect an effort to justify not finding SNT content and thus not
holding the recipient country to the required NNpA assurances.

Clear and objective criteria are needed for determining if proposed
activities contain SNT. We recognize that DOE has attempted, unsuccess-
fully, to develop criteria in the past and that uncertainty exists within
the agency over how much consideration in SNT determinations, if any,
can be given to factors such as the intended recipient country. Neverthe-
less, DOE needs to establish this criteria to provide a firm and objective
basis for its SNT decisions. This is especially important given the Presi-
dent’s June 1982 plutonium-use policy allowing U.S. assistance in
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Recommendations to
the Secretary of
Energy

reprocessing as long as statutory conditions are met. In our view, the
best way for DOE to develop SNT criteria is through amendment to its SNT
regulation. In this way, DOE can obtain input from the other SNEC agen-
cies, from the public, and from individuals and companies that may be
directly affected.

DOE also needs greater independence in SNT decision making to prevent
undue influence by the civilian nuclear energy research and develop-
ment organization within the agency. We recognize that the technical
expertise of DOE’s nuclear energy staff may be essential to sound SNT
decision making. The promotional views of this part of DOE, however,
should not be allowed to unduly influence SNT determinations. We identi-
fied three instances in which regulatory decisions appeared unduly
influenced by the nuclear energy staff, These instances are of particular
concern because they involved DOE technical exchange activities and
generally authorized activities that are not reviewed by SNEC agencies.
To help ensure sound and objective SNT decision making, all initial DOE
SNT determinations should be sent to the other SNEC agencies for review
and comment. This requirement should be effected by amendment to
existing interagency review procedures for SNEC.

To conform DOE’s procedures for identifying activities that involve the
transfer of sensitive nuclear technology to the requirements of the NNPA
and help ensure independence of the regulatory function, we recom-
mend that the Secretary of Energy accomplish the following:

Develop a clear interpretation of SNT and establish criteria to be used in
evaluating proposed activities for SNT. The criteria should be developed
using rule-making procedures and included in the agency’s SNT
regulation.

Provide opportunities for SNEC agencies to review and comment on all
proposed activities reviewed by DOE, including DOE’s technical exchange
activities, that involve providing assistance to sensitive foreign nuclear
facilities. The interagency review procedures should be amended to
reflect these opportunities.
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Chapter

DOE Needs to Strengthen the General
Administration of Its Export Regulations

The previous chapters discussed substantive limitations and weaknesses
in DOE’s regulations and procedures for granting general and specific
authorizations and for reviewing proposed exports for SNT. This chapter
discusses additional limitations and weaknesses in DOE's general admin-
istration of its regulations. Specifically,

Ensuring compliance with the regulations has been difficult.

The reporting requirements contained in the regulations for authorized
activities are not sufficient.

Information on authorized activities is not routinely disseminated to the
public by DOE.

DOE's record keeping has not been adequate.

DOE has improved its record keeping on assistance being provided to for-
eign nuclear programs. However, DOE needs to take actions to revise its
procedures and regulations to resolve the other weaknesses.

Difficulties in Ensuring
Compliance With the
Regulations

To effectively ensure that U.S. involvement in unclassified foreign
atomic energy programs does not pose an unacceptable proliferation
risk, such involvement must be made known to, evaluated by, and
authorized by DOE. A key to achieving this objective is compliance with
DOE’s regulatory requirements for notifying DOE of proposed unclassified
activities. The Congress, in establishing the requirement that the Secre-
tary must authorize these activities, provided substantial penalties for
willful violations. As stated in Section 222 of the Atomic Energy Act,
willful violations of the provisions of section 57 with an intent to injure
the United States are punishable by fines of up to $20,000 or imprison-
ment for life, or both.

DOE relies primarily on firms and individuals to comply with its regula-
tions and to seek required authorization from the Secretary. According
to DOE regulatory officials, the applicability of the regulations is widely
known in the nuclear community, and requests for authorization are
generally sent directly to DOE before firms or individuals conduct activi-
ties with foreign countries. However, in some instances, export activities
are referred to DOE by the Department of Commerce as a result of that
department’s review of applications for validated export licenses' or by
the NRC when it receives a nuclear export license application that does
not come under its purview. DOE officials believe that most activities

! A validated license is a document issued by the Department of Corumerce authorizing a specific
export.
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that relate to the regulations are identified to DOE by the companies or
by the other federal agencies.

Nevertheless, due in part to confusion over the applicability of the regu-
lations, activities may be conducted without the knowledge of DOE and
the necessary specific authorization of the Secretary. DOE regulatory
officials said that they attempt to locate instances where activities are
conducted without authorization through examination of publications
and trade journals, discussions with industry officials, and monitoring
DOE has identified instances in which individuals and firms conducted,
or planned to conduct, activities without obtaining specific authoriza-

tion. For example,

In October 1984 DOE learned that as many as 26 U.S. citizens were
working as reactor operators, or were training reactor operators, at a
South African nuclear power plant without DOE authorization. DOE then
contacted these individuals about this potential violation of the regula-
tions. In DOE's view, operating a reactor is engaging in the production of
special nuclear material and therefore requires a prior specific authori-
zation. According to DOE regulatory officials, most of these individuals
claimed that they did not know of the regulations or that the regula-
tions’ requirements on ‘‘indirect assistance in the production of special
nuclear material’’ applied to reactor operators or instructors. In
response to DOE’s efforts, these individuals submitted requests for the
Secretary’s authorization. The Secretary denied these authorization
requests in June 1985.

DOE learned in May 1984 that a U.S. firm had initiated negotiations with
China to supply reactor-related equipment. In subsequent correspon-
dence to bOE, the firm stated that it had previously contacted the U.S.
embassy in China about export regulations and that the company did
not believe that its activities fell within the scope of DOE's regulations.
On the basis of its discussions with DOE, however, the firm submitted a
request for specific authorization. The Secretary granted the necessary
authorization in September 1985.

In 1982 DOE became aware that a company was doing engineering work
for China that DOE had not specifically authorized. DOE attempted to get
the company to request specific authorization, but the company viewed
the activity as permissible under DOE’s general authorization. The com-
pany ultimately provided the engineering work it was conducting to
China without the specific authorization DOE regulatory officials
believed was required. Although DOE considered initiating action to pros-
ecute the company under the provisions of the Atomic Energy Act, it did
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not do so. However, it did instruct the company to submit requests for
specific authorization for any future work.

We discussed compliance with the regulation with DOE regulatory offi-
cials and an official from its Office of General Counsel who stated that
there may be other export activities being conducted which they do not
know about. They stated that DOE is not an enforcement agency and that
they canrot act as “policemen.” These officials added that their
resources for assuring compliance are limited and that they have to rely
on other agencies, such as the State Department, for assistance. How-
ever, a State Department official stated that DOE’s regulations for con-
trolling these activities are probably not well known to cognizant State
Department officials overseas. Further, DOE officials pointed out that
there are ethical limitations on monitoring the activities in this area. As
a result of the South African situation, for example, DOE requested assis-
tance from other federal agencies in identifying U.S. workers in foreign
nuclear facilities. However, according to DOE regulatory officials, the
agencies could not provide such assistance because it was viewed as
“spying on Americans.”

Overall, DOE regulatory officials believe there is little problem with com-
pliance with the regulations; nevertheless, because of the importance of
this area, we remain concerned that all activities requiring the specific
authorization of the Secretary may not be made known to DOE. Although
the above discussion illustrates the practical limits on DOE's ability fo
ensure compliance with its regulations, more could be done to clear up
areas of confusion regarding the applicability of the regulations and to
make persons more aware of the regulatory requirements. These issues
appear to have played a significant role in the activities identified by
DOE as being conducted without proper authorization. Specifically, as
also discussed in chapter 2, the distinction between generally authorized
and specifically authorized activities needs to be made clear. In addition,
as shown in the instance of U.S. reactor operators in South Africa, the
activities that qualify as indirect assistance in the production of special
nuclear material need to be clarified. Further, more awareness of the
regulations is needed by (1) U.S. government personnel overseas, such
as those at embassies, so that unauthorized activities can be quickly
identified and (2) individuals working in unclassified areas of nuclear
energy, such as reactor operators or other nuclear power plant per-
sonnel, who are more likely to be unaware of DOE’s regulations and their
applicability.
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DOE’s regulations contain requirements for persons engaged in certain
activities covered by the regulations to provide written reports on their
activities. The reports are required to contain information on the indi-
viduals and firms involved in the activity, the location of the activity,
and a description of the work performed. According to DOE regulatory
officials, the reporting requirements are intended to provide DOE with
information on the assistance being provided to foreign countries.

DOE’s reporting requirements cover generally authorized activities
relating to direct or indirect assistance in the design, construction, fabri-
cation, or operation outside the United States of (1) a nuclear reactor;
(2) a facility for the fabrication of uranium fuel; or (3) a facility for the
production of zirconium, reactor-grade graphite, or reactor-grade beryl-
lium.2 However, the regulations specifically exclude any reporting
requirements for activities that have been specifically authorized.

These limited reporting requirements hinder effective DOE monitoring of
ongoing activities covered by its regulations. Specifically,

DOE does not know the status of activities that have been specifically
authorized. In many cases where a specific authorization is granted, the
business activity has still to be negotiated, and at times the authorized
activity is never actually performed. Because no reporting requirements
exist, DOE does not know if the authorized activity was initiated and, if
so, whether it was completed. This contrasts sharply with the export
regulations of NRC and Commerce, which maintain such information by
requiring that licenses be returned (1) if the export is not conducted, (2)
when the export is completed, or (3) when the license expires.

DOE knowledge of the U.S. assistance being conducted in the various
countries is limited. As the agency responsible for authorizing technical
assistance to foreign nuclear programs, DOE should possess adequate
information on what assistance is currently being conducted. However,
such information is not readily available to DOE. In this regard, the Presi-
dent recently barred any new U.S. assistance to South Africa’s nuclear
program,? but activities may still be ongoing under previous authoriza-
tions. For example, one activity authorized to South Africa in 1983 is to
provide training and maintenance services for a 10-year period, but DOE
has no current information as to whether these services are still being

2 These materials are associated with fabrication of reactor fuel or construction of reactors.

3 Executive Order 12632, “Prohibiting Trade and Certain Other Transactions Involving South
Africa,” dated Sept. 9, 1985.
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conducted. Such knowledge is even more critical for DOE because it does
not include expiration dates in its authorizations.

Activities may not be performed in the manner that DOE approved. In
some authorizations, DOE gives approval to conduct some proposed
activities but not others. For example, DOE gave approval to a firm to
conduct quality assurance services at safeguarded nuclear power plants
in Argentina but advised the firm not to perform such activities for
plants not under IAEA safeguards. However, once the authorization is
given by DOE, it receives no feedback on the activity actually performed.
While this type of reporting would provide no firm assurance that the
activity is conducted as authorized, it would provide a method by which
DOE could discover where inadvertent mistakes are made and, where DOE
believes that its authorization limits have been willfully violated, pro-
vide documentation for possible later prosecution.

DOE regulatory officials acknowledged that the reporting requirements
were a weakness in their regulations and that they intended to revise
the regulations to resolve this weakness. As discussed previously, DOE
officials stated that they have initiated the process for revising the reg-
ulations and have included a revision to the reporting requirements that
will require annual reports from persons conducting specifically autho-
rized activities. This revision to the regulations is currently under
internal review; however, DOE officials could not estimate when the
agency would publish the proposed revision for public comment.

Public accountability is important in government activities. Nuclear
export activities are routinely made known to the Congress and the
public in some instances. NRC, in its export licensing activities, publishes
information in the Federal Register on licensing requests it receives and
provides opportunities for public hearings and written public comment
on such requests. DOE publishes information in the Federal Register on
any “subsequent arrangements,” such as foreign retransfers of previ-
ously exported U.S. nuclear equipment and fuel. This disclosure is a
requirement of the NNPA and is intended to provide some public account-
ability for those nuclear export activities.

However, DOE does not disseminate information on the number and
types of activities authorized under its regulations, the country of desti-
nation for each activity, or the Secretary of Energy’s rationale for
authorizing the activities. According to DOE regulatory officials, no legis-
lative requirement exists to provide such information; and in their view,
harm could come to the companies involved in these activities should
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this information be public. They stated that if information on authorized
activities were published, proprietary business information could
become known and the companies or individuals authorized to conduct
the activities couid then lose the business to competitors. Because of
this, DOE regulatory officials stated that information on authorized
activities has been treated as proprietary and has not been made pub-
licly available.

However, officials from DOE's Office of the General Counsel stated that
this information cannot be held as proprietary by DOE unless certain con-
ditions are met. According to the General Counsel officials, information
can be designated as confidential business and commercial information
if competitive harm would likely occur to the firm if such information
were disclosed. They pointed out that DOE's Freedom of Information Act
regulation, 10 CFR 1004, establishes criteria for determining the pro-
priety of disclosure. They interpreted these as providing that generally
if an activity, or a contract for an activity, is public knowledge and the
disclosure by DOE does not reveal a trade secret or privileged commercial
information, grounds may not exist to withhold information from public
disclosure as confidential.

In this regard, at our request attorneys in DOE’s Office of the General
Counsel examined the activities currently authorized to ascertain
whether disclosure of the identities of the countries, companies, and
activities involved would reveal confidential business information. On
the basis of their review, they determined that most of the information
was hot exempt from disclosure. According to the staff, only those
requests for authorization for activities that are still pending or that
have been authorized but for which contract negotiations have not been
corapleted, may involve confidential information exempt from public
disclosure. They indicated, however, that the information in each case
would have to be evaluated independently to determine whether confi-
dential information is involved.

Because basic information on the activities authorized does not for the
most part involve proprietary data, DOE needs to make such information
on authorized activities publicly available. The need for public disclo-
sure of authorized assistance to foreign nuclear programs is particularly
important because such assistance is significant from a nonproliferation
viewpoint and because, as discussed in previous chapters, problems
exist that allow DOE to make subjective authorization decisions. Without
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Inadequate Record
Keeping

public disclosure, no independent accountability exists in DOE’s subjec-
tive authorization decisions. We pointed out previously in a 1981 report!
that DOE should (1) publish in the Federal Register notice of its approval
of any proposed activity and (2) periodically report to the Congress,
through the President’s annual report to the Congress on government
activities to prevent proliferation, information on the authorizations it
has granted. While such actions were not taken in response to that
report, we continue to believe that these actions should be taken to pro-
vide better public accountability of DOE’s activities.

Good management practice dictates that DOE maintain records sup-
porting export authorization decisions. Such records provide the docu-
mentary support for compliance with U.S. laws, policies, and
regulations; provide institutional knowledge essential to minimizing the
negative effects of personnel turnover; and allow the results of the pro-
gram to be analyzed and evaluated. This is quite important because of
the significance of the activities involved and the criminal penalties for
violations of the regulations. However, DOE records relating to its activi-
ties have not been adequately maintained.

As discussed in the limitations on our work in chapter 1, we attempted
to perform a complete examination of the official DOE files relating to 80
requests for the Secretary of Energy’s authorization. We found that the
records for many of these authorization requests were not complete.
Specifically,

DOE could not locate files for three authorization requests (of which one
was approved, one withdrawn, and one denied). Although program offi-
cials were able to provide us with some documents relating to these
activities, official files with documentation to show what the application
involved, the analysis conducted by DOE, and the basis for DOE’s decision
had either not been established by DOE or had been misplaced or lost.
Twenty-four files that we reviewed were incomplete. In reviewing these
files, we attempted to determine how DOE analyzed the applications. For
these applications (of which 17 were approved, 4 denied, and 3 with-
drawn), no record existed of either (1) the request for authorization
from the firm or individual, (2) any DOE analysis of the activity, or (3)
other documentation sufficient to support the determination reached by

4 The Nuclear Non-Proliferation Act of 1978 Should Be Selectively Modified (OCG-81-2, May 21,
1981).
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DOE. With regard to sufficient documentation, we were unable to deter-
mine from available documents DOE assertions that the assistance was
available from other sources, providing the assistance would improve
nonproliferation objectives, or denial of the assistance would have nega-
tive impacts on foreign relations.

The files of six approved activities provided no record that they had
been authorized by the Secretary of Energy. The Atomic Energy Act
provides that the Secretary may authorize these activities. DOE was sub-
sequently able to locate and provide us with documents showing that
these six activities had been authorized by the Secretary.

The files of eight approved activities relating to both sensitive and non-
sensitive facilities contained no documentation of the assurances
received from the recipient countries. In these instances the approval of
the export was conditioned on obtaining various assurances to better
ensure that the export or activity involved would not be reexported or
used for purposes other than for which it was exported. DOE was subse-
quently able to obtain sufficient documentation to show that the assur-
ances had been received.

We discussed the administrative procedures for maintaining records of
the activities reviewed under the regulations with DOE regulatory offi-
cials. They agreed that past record-keeping practices were weak pri-
marily because of heavy workloads, relatively low staffing, and high
personnel turnover. In this regard, we noted that the majority of the
documentation problems relate to activities submitted for DOE review in
the 1980 and 1983 time period. These officials added that they are in
the process of consolidating the responsibility for these records and ini-
tiating better documentation practices to improve their administrative
practices.

. .
Conclusions

The limitations and weaknesses in DOE’s general administration of its
regulations pose additional concerns over the effectiveness of the regu-
lations. The difficulties in enforcing the regulation and the limited
reporting required of persons conducting authorized activities may be
weakening DOE’s controls over these activities. Although the limitations
themselves prevent us from determining whether companies are com-
plying with DOE’s regulations, the potential for noncompliance exists.
The discovery of U.S. power plant operators in South Africa, for
example, shows that activities can be conducted without DOE knowledge.
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Recommendations to
the Secretary of
Energy

Further, the lack of routine dissemination of information and the past
problems with DOE record keeping raise difficulties in evaluating the reg-
ulations’ effectiveness. Without knowledge of the activities authorized,
it is not possible for anyone outside the SNEC to independently assess on
a timely basis the appropriateness of the authorized activities and the
effectiveness of DOE in meeting objectives of the Congress in controlling
these activities. Additionally, without adequate records on the activities
it has reviewed and authorized, clear, complete knowledge of authorized
activities and the rationale for DOE’s authorization decisions cannot be
obtained by the interested public or by new DOE regulatory officials with
a clear need to acquire institutional knowledge.

DOE has taken action to improve its record keeping practices. DOE also
needs to specifically identify in its regulations those activities that may
qualify as indirect assistance, thereby reducing any confusion over
activities that must be specifically authorized. Further, DOE needs to
increase awareness—particularly among those individuals involved in
commercial nuclear power and overseas federal agencies knowledgable
of foreign nuclear activities-—of its export control regulations.

In addition, DOE needs to revise its reporting requirements to provide
additional and timely dissemination of information on authorized activi-
ties. In this regard, DOE should include such requirements that will
enable DOE to know the current status of all authorized activities.

Finally, DOE needs procedures that provide a better public accounting of
authorizations granted under the regulations. For example, DOE could
publish information on authorized activities in the Federal Register and/
or the President’s annual nonproliferation report to the Congress. Such
procedures would be consistent with nuclear export activities licensed
by NRC and the “‘subsequent arrangements’ authorized by DOE.

To improve DOE’s general administration of its regulations, we recom-
mend that the Secretary of Energy

clarify the regulations to clearly detail what activities qualify as indi-
rect assistance requiring authorization and undertake efforts to increase
the awareness of the regulations in both the private and public sectors,
to preclude inadvertent violations of the regulations;

revise the reporting requirements of the regulations to require persons
granted specific authorizations to provide DOE updates of the status of
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their activities when they are completed or if they are not conducted;

and
establish procedures requiring DOE to provide routine and timely dissem-
ination of data on activities authorized by the Department.
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Nonsensitive Assistance to Restricted Countries

Authorized by the Secretary of Energy,

1980-1985

Country Activity Date authorized Company
Argentina
Engineering services— Jan. 1985 Ebasco Services,
Quality assurance services at International
nuclear power plant
Equipment— May 1981 The Foxboro
Process control equipment for a Company
heavy water producticn plant
Brazil
Engineering services— Feb. 1984 NUS Corp.
Technical and consulting services
to nuclear power plant
Technical and consulting services  Jan. 1985 Bechtel National
to nuclear power plant Inc.
China
Training— July 1980 NUS Corp.
In core fuel management training
program
Nuclear power reactor fuel training June 1981 Exxon Nuclear
for Chinese national
Nuclear power reactor training for ~ Mar. 1982 Westinghouse
two Chinese nationals
Training on design and operation  Sept. 1985 General Electric
of beiling water reactors
Engineering services— May 1981 Fluor Mining and
Assist in the erection, cperation, Metals
and maintenance of uranium mines
and ore processing plants
Technical review of plant siting, Sept. 1985 Westinghouse
systems and components, and
safety analyses and quality
assurance services
Power plant architect/engineering Sept. 1985 Ebasco Services,
services Internationat
Power plant engineering and Sept. 1985 Gibbs-Hill/
design services, procurement and Quadrex
construction management
Power plant engineering and Sept. 1985 United Engineers
design services, procurement and
construction management
Power plant engineering anc Sept. 1985 Stone and
design services, project Webster
management, and construction
and operation services
Power plant project planning and  Sept. 1985 Quadrex
requirements analysis, International
procurement, design, and training
Power plant consulting, Sept. 1985 Bechtel National
engineering, procurement, and Inc.
construction services
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Power plant consulting and Sept. 1985 Sargent and
engineering services Lundy
Consulting services for power Sept. 1985 NUS Corp.
plant pianning and construction
Engineering and design services  Sept. 1985 Sargent and.
for power plant nuclear island Lundy
Power plant engineering design, Sept. 1985 Sargent and
construction, and general services Lundy
Review reactor building design Sept. 1985 Ebasco Services
concepts and documents
Power plant licensing, Sept. 1985 Gilbert/
construction, cperation, and Commonwealth
maintenance support
Power plant design, consulting, Sept. 1985 Bechtel National
procurement, construction, project Inc.

management, and operation
support services

Manufacturing technology— Sept. 1985 The Foxboro
Process control instrumentation Company
technology transfer

Transfer manufacturing technology Sept. 1985 Westinghouse

and establish power reactor
licensee relationship

Transfer manufacturing technology Sept. 1985 Conax Buffalo
for containment building

penetrations

Equipment— May 1981 Dravo
Portable uranium mill Corporation
Instrumentation relating to reactor Sept. 1985 Westinghouse

primary system

East Germany

Equipment— Aug. 1981 (potentially
Main coolant pumps, steam confidential
generators, and fuel storage racks business
manufactured by foreign licensee information})

using U.S. technology

Romania

Manufacturing technology— Dec. 1980 Byron Jackson
Transfer of heavy water reactor
heat transpoert pump technology

Transfer of manufacturing July 1981 Combustion
technology for heavy water reactor Engineering
steam generators

Transfer of heavy water reactor Nov. 1981 Babcock and
heat and ion exchanger and Wilcox
pressurizer technology

Transfer of manufacturing July 1984 (miscellaneous
technology for heavy water reactor u.Ss.

pumps and valves companies)
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Saudi Arabia

Training— May 1985 General Electric

Generic training on nuclear power

plants for 10 Saudi college

students

South Africa

Engineering services— Sept. 1983 Stone and

Power plant licensing, Webster

maintenance, training, and other

assistance

Power plant maintenance training Sept. 1983 Westinghouse

program and on-site service

assistance

Radicactive decontamination Sept. 1983 Quadrex

goods and services Internaticnal

Power plant maintenance services Sept. 1983 Belchtel National
nc.

Power piant maintenance Sept. 1983 Fluor Corp.

planning, plant inspection and

testing, and start-up scheduling

procedures

Assist in power plant licensing and Sept. 1983 Technologé for

regulatory matters Energy Corp.

Power plant maintenance services Sept. 1983 Babcock and
Witcox

Engineering work related to power Sept. 1983 (private

plant licensing and safety individual)

Power plant maintenance services Sept. 1983 Stone and

related to scheduled plant outages Webster

Consulting services for evaluation  Sept. 1983 Babcock and

and testing of initial power plant Wilcox

start-up

Consulting services for all aspects Sept. 1983 Bechtel National

of reactor operation Inc.

Power plant maintenance and Sept. 1983 Gilbert/

training services Commonwealth

Consulting services invelving all April 1984 {private

phases of plant licensing, individual)

construction, commissioning, and
operation
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U.S. Assistance Related to Foreign Sensitive
Nuclear Fagcilities, 1980 - 1985

Activity Year Country Company

Specifically authorized

Enrichment

Tunable diode lasers (2) for laser 1981  France Laser Analytics
isotope separation research

Tunable diode lasers (5) for laser 1981 France Laser Analytics
isotope separation research

10-watt copper vapor laser for laser 1983 France Plasma Kinetics
isotope separation research

Equipment to support 10-watt copper 1984 France Plasma Kinetics
vapor laser

Tunable diode lasers (3) for laser 1981 W. Germany Spectra Physics
isotope separation research

Reprocessing

Seminar on pulse columns and review 1983 Canada Allied- General
of pilot-scale plant design

Computerized instrumentation units (3) 1981 France The Foxboro
for reprocessing plant waste Company
treatment system

Operation of Barnwell reprocessing 1982 Japan Allied- General
plant using natural uranium to
demonstrate safeguards

Assist in weld repairing of a leak at 1982 Japan Bechtel National,
reprocessing plant Inc.

Consulting services for 1983 Japan UNC Nuclear
decontamination of distribution room
at reprocessing plant

Heavy water production

Process control instrumentation for a 1981 Argentina The Foxboro
heavy water plant Company

DOE reprocessing activities

Liquid Metal Fast Breeder Reactor 1976-  W. Germany N/A
(LMFBR) tuel cycle 1986 )

High-temperature gas-cooled reactor 1977-  W. Germany N/A
(HTGR) fuel cycle 1987 France

Switzerland
LMFBR fuel cycle 1979-  Japan N/A
1989

Mechanical head-end shearing of 1980-  United N/A
LMFBR 1986 Kingdom

Nuclear criticality data development 1983- Japan N/A

1986
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nSLAnCT A YW IO CIINLLAYE

Nuclear Facilities, 1980 - 1985

Activity Year Country Company
Dissolution of fuel 1983- United N/A
1986 Kingdom
HTGR spent fual treatment 1983- W. Germany N/A
development 1984
Nuclear criticality safety information 1985- France N/A
1986
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